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1. BUBHAYEHHS 3AI'AJIBHUX TEPMIHIB

1. DEFINITION OF GENERAL TERMS

Bbank -AT «OTII BAHK» Ta Oyap-siki Horo cCTpyKTypHi
migpo3 i Ha Teputopii Ykpainu. CtopoHa 3a JloroBopom.

Bank shall mean OTP BANK JSC and any its structural
divisions in Ukraine, the party to the Agreement.

Boproei 3000B’s13aHHA -BCi Ta/ad0 KOXHE 3 IUIATIXKHHUX
(rpomoBux) Ta/ab0 HEeMmIaTHKHUX (HE TPOLIOBOTO XapaKTEPY)
3000B’s13aHb KoHTpareHTa, 3rigHo JloroBopy 1a/abo y 3B’s13Ky
3 JloroBopom.

Debt obligations shall mean all and/or each of payment
(monetary) and/or non-payment (non-monetary) obligations
of the Counterparty under the Agreement and/or in relation
thereto.

JoroBip - muchMOBa JOMOBIEHICTP Mik baHkoMm Ta
KonTparent-om/-amu, crpsiMOBaHa Ha BCTAHOBJICHHS, 3MiHY
a00 MPUNHMHEHHS [UBUILHUX Ta/a00 TOCIONAPCHKUX MpPaB Ta
000B'I3KIB, KM € HeBijg eMHOr YacTuHOO 3AIAJIBHUX
YMOB 0 AOI'OBOPIB, AKI YKIIAJEHI 3 AT «OTII
BAHK» (ITYBJIIYHI). Jlorosip cknamaeThcs i3 2-X 4aCTHH:

Agreement shall mean a written agreement between the
Bank and the Counterparty(-ies) aimed to establish, change
or terminate civil and/or economic rights and obligations,
which forms an integral part of GENERAL CONDITIONS
TO CONTRACTS AND AGREEMENTS CONCLUDED
WITH OTP BANK JSC. The Agreement shall consist of two




I[mmuBinyansHoi wactwam JloroBopy Ta IlyOmiuHol 4acTwHH
[orosopy.

Ilepenik JloroBopiB, sKi MOXyTh OyTH YKIameHi 3
MIPUETHAHHSM JI0 3aTaTbHUX Y MOB, BU3HAYCHI Y pO31iii 4 1iux
3aranbHuX YMOB.

parts: Individual part of the Agreement and Public part of the
Agreement.

The list of Agreements that can be concluded with accession
to the General Conditions is defined in Section 4 of these
General Conditions.

JloroBipHe cmmcanHs - ae0eTOBUN TIepeKa3 KOIITIB 3
paxynky KoHTpareHTa 3a 3rofior0 Ta JIOPYYCHHSM
KonTparenra y Bumanakax, nependadennx /loroBopom ta/abo
3aKOHO/IaBCTBOM.

Contractual debiting - debit transfer of funds from the
Counterparty's account with the consent and on behalf of the
Counterparty in cases stipulated by the Agreement or the
Legislation.

33KOHOI[3BCTBO - YMHHC 3aKOHOJaBCTBO praIHH.

Legislation shall mean the effective legislation of Ukraine.

3araabni YmoBu — 3ATAJIBHI YMOBHU 10 JOI'OBOPIB,
SKI YKIIAZIEHI 3 AT «OTITI BAHK» (ITYBJIIYHI), siki €
HeBia emHoro [Iyoniynoro yactunoro JJoroBopy Ta po3mimieHi
Ha OdimiitHomy caiiTi banky.

General Conditions shall mean the GENERAL
CONDITIONS TO CONTRACTS AND AGREEMENTS
CONCLUDED WITH OTP BANK JSC, which form an
integral Public part of the Agreement and places on the
Bank’s official web-site.

InguBinyaanna yactuna JJoroBopy — 1oroip, 0ocoOIMBOCTI
AKOTO BH3HAueHi y po3auni 4 3aranbHUX YMOB, SIKUi
mignucannii CTOpoHaMH Ta € HEBII'€MHOI YacTHHOIO
[Ty6niunoi wactunm JloroBopy — 1ux 3araibHAX Y MOB.

Individual part of the Agreement - is an agreement, the
specifics of which are defined in section 4 of the General
Conditions, which is signed by the Parties and is an integral
part of the Public part of the Agreement - these General
Conditions.

HBY — Hanionanpuuii 6aHk YKpaiHu.

NBU shall mean the National Bank of Ukraine.

Kontparentr — cropona 3a JloroBopom, Oynb-sika ¢izudna
ocoba (pesumeHT abo Hepe3uaeHT) Ta/abo Qizuuna ocoba-
mianpueMenp, Ta/abo ropuauuHa ocoba (pesupeHT abo
HEpe3WIeHT), Ta/abo i1HO3eMHE TMPEACTAaBHUIITBO Ta/abo
MOCTiHE TIPEJCTAaBHUIITBO, 3 sSKUM baHk yknaB Jlorosip.
Kontparent € BiamoBigHO CTOPOHOI MO 3a3HAYCHOMY
Joroopy (30kpeMa, ajie HE BHMKJIIOUHO B IHAMBImyasbHil
yactuHi JloroBopy Moke imeHyBatuca sk: KoHTpareHr,
KopuctyBau, Buxonasemns, Openmap, OpeHnonaBensb,
Cybopenmap, CyOopennonarenb, 3amMoBHUK, IlapTHep,
[lokymenup, IlpoxaBens, Knient, [linpsaank, [locravansHuk,
CrpaxoBa KOMIIaHis i T.11.).

Counterparty shall mean a party to the Agreement, any
physical person (resident and non-resident) and/or the self-
employed person, and/or legal entity (resident and non-
resident), and/or foreign representation office, and/or
permanent representation office the Bank concluded the
Agreement with. The Counterparty shall be the relevant
Party to the stated Agreement (which, in particular, but not
limited by the Individual part of the Agreement, may be
referred to as the Counterparty, User, Provider, Lessee,
Lessor, Sublessee, Sublessor, Customer, Partner, Buyer,
Seller, Client, Contractor, Supplier, Insurance Company
etc.).

Odiuiiinuii caiit Banky — www.otpbank.com.ua

Bank’s official site shall mean www.otpbank.com.ua

Ily6aiuyna yactuna Jlorosopy - ui 3AI'AJIBHI YMOBU 10
JOT'OBOPIB, SKI VKIAAEHI 3 AT «OTII BAHK»
(ITYBJIIYHI), sixi po3mimieni Ha O¢iniiinHomy caiiti banky.

Public part of the Agreement - these GENERAL
CONDITIONS TO CONTRACTS AND AGREEMENTS
CONCLUDED WITH JSC OTP BANK (PUBLIC) which
places on the Bank’s official web-site.

Cropona/CTOopoHn — BIANOBIIHA CTOPOHA/CTOPOHH 34
Jorosopom: bank ta/abo Konrparent/-u.

Party/Parties shall mean the relevant party/parties to the
Agreement: Bank and/or Counterparty(-ies).

Tepminu, wo euxopucmosgyromocsi 6 [o2o60pi 3 Geauxoi

aimepu, € GU3HAYEHUMU MepMIHAMU | Maroms OOHAKOSI
3Hauenus, K y IHousioyanvhiu yacmuni /locosopy, maxk i y
3azaneHux Ymoeax, ma moxcymes 8UKOPUCMOBYBAMUCD, K 8
OOHUHI, MAK I 8 MHOMCUHI.

Capitalized terms used herein shall be the defined terms and
have similar meaning both in the Individual part of the
Agreement and the General Conditions and may be sued both
in singular and plural.

2. 3AT'AJIBHI ITOJIOKEHHA

2. GENERAL

2.1. Ui 3ATAJIBHI YMOBHU 10 JOT'OBOPIB, SIKI
YKJAJIEHI 3 AT «OTII BAHK» (ITYBJITYHI) (nagani —
3aranbHi YMOBH), € HeBig eMHOIO Ta [lyOniyHOIO 4acTHHOIO
Horosopy, mo yknanaerbest Mi>k bankom ta KoHTparenTom.
2.2. Yxnaneant CropoHamu JIOTOBIp MICTUTH €JIEMEHTH
pi3HUX TIpaBOBIJHOCHMH Ta € 3MilIaHUM JIOTOBOPOM B
po3yMminHi ctarTi 628 LluBinbHOTO KOIEKCY YKpaiHU.

2.3. ImgmBimyanbHa dYacthHa JlOTOBOpY — € JOTOBOPOM
NpUeTHAHHA B PO3yMiHHI cTarTi 634 LlUBiTBHOrO KOJEKCY
Ykpainu. [nsxom miAnucanHs KonTparentom

2.1. These GENERAL CONDITIONS TO CONTRACTS
AND AGREEMENTS CONCLUDED WITH JSC OTP
BANK (PUBLIC) (hereinafter referred to as the General
Conditions) shall form an integral and Public part of the
Agreement to be concluded between the Bank and the
Counterparty.

2.2. The Agreement concluded between the Parties shall
contain the elements of various legal relations and shall be
the mixed contract in the meaning of article 628 of the Civil
Code of Ukraine.



http://www.otpbank.com.ua/
http://www.otpbank.com.ua/

[aauBigyamsHOT YaCTUHU Horogopy, KonTtparent
npuennyetbes 1o [lyoniunoi uactunu Jloropopy — 3aranbHux
YMOB.

2.4. 3arampHi YMOBHU 3aCTOCOBYIOTHCS 3 BpaxyBaHHSIM YMOB
Joroeopy, mo ykianeHuit Mmixk bankom ta KontparenTom.
2.5. Slkmo monoxenns [aauBimyansHOi wacTuHu JloroBopy
cymepedarb  IOJOXKEHHSAM  3araJpHUX  YMOB, Ui
BpETyNIIOBaHHA BimHOCHH Mik bankom Ta KoHTparenTom
3aCTOCOBYIOTbCS ~ TOJIOKEHHS  [HOMBiIyadbHOI YacTUHH
Horosopy.

2.6. VYxmamenns  JloroBopy  BiANOBimae  BUTFHOMY
BoJieBUsIBIICHHIO CTOPiH, )k0oHa 3 CTOpiH HEe 3HAXOJUTHCS i
BIUIMBOM TSDKKMX OOCTaBHH, HE IOMUIISETHCS CTOCOBHO
o0cTaBuH, III0 MAaIOTH CYTTEBE 3HaYeHHA (Tpupoxaa Jlorosopy,
npaBa Ta o0oB’s3ku CropiH, iHmi ymoBu JloroBopy), Ta
yMoBH [loroBopy € B3a€EMOBHTIIHUMH AJ1s1 KOXKHOT 13 CTOpiH.
2.7. MoBoro BukiaaeHHs [HauBimyansHOi yacTiHA [loroBopy
Moke OyTH yKpaiHChka abo yKpaiHCbKa 3 aHTJIIHCHKOIO.
MoBorw  Buknazenns Ilyomiunoi wactuau Jloroopy
(3arampHuX YMOB) € yKpaiHChKa 3 aHTIIHCHKOI0. Y BHUMAIKY
BUHUKHEHHS PO30DKHOCTEH MiX  yKpaiHOMOBHOIO Ta
AHTJIOMOBHOIO BEPCisSIMU, TEKCT YKPATHCHKOIO MOBOIO MaTHME
nepesary.

2.8. Ilmaxom mignwcanHs |HMWBiMyadbHOI  YaCTHHU
Horosopy, KoHTpareHT miATBepIKye, IO BiH 0COOMCTO
oTpuMaB CBiil mpuMipHuk JloroBopy, ymoBu [lorosopy iiomy
3po3ymini; 3 JloroBopoMm,  3arampHUMH ~ YMOBaMu
O3HAaWOMJICHMM, @puilMae Ta  MOrOJKYETbCA 3 iX
MOJIOKCHHSIMH, a TaKoX 3000B’S3y€TbCS X HAICKHO Ta
HEYXWJIbHO BUKOHYBATH, a TAKOX O€3YMOBHO CTBEPIKYE, IO
He T030aBIsA€ThCS OyAb-IKMX TpaB, SIKi Ma€ 3BHYAIHO, a
JloroBip HE MICTHTh YMOB, SIKi € AJISl HbOTO OOTSDKIIMBUMH Y
Oyab-sIKOMY CEHCI.

2.9. B3aemni mpaBa i 060B’s3ku banky ta KoHTpareHTa 3a
JloroBopoM BHHHMKAaIOTh 3 MOMEHTY mianucanHs CTOpoHaMu
InnuBinyansHOi yactunu Jlorosopy. Jlorosip 30epirae cBoro
IiT0 pu OyIb-IKOMY nepeiMeHyBaHHi, 3MiHi
MICII€3HAXO/PKEHHS UM 1HIUX pPeKBi3uTiB CTOPOHH, a TaKOXK
Il OyAb-IKUX MPAaBOHACTYITHHUKIB, YTBOPEHUX B Pe3yibTaTi
MOJIMBOI peopranizanii CTopoHu.

2.10. Busnanasa HEIICHUM OyIb-sIKO1 YaCTUHU
Joroeopy/3aranbHux YMOB HE TATHE 32 COOOI0 HEIIHCHOCTI
Joroeopy/3aranbHux YMoB B 1ijioMmy. Bu3HaHHS HeIiliCHUM
JoroBopy He TsrHe 3a OO0 HEIIHCHOCTI 3000B’sA3aHb, SKi
BUHUKIIM Mk CTOpOHaMHM Ha MiJCcTaBi OOMiHY JOKYMEHTaMH,
110 MICTSTh ICTOTHI yMOBH JlorOBOpY.

2.11. B Tekcti [JloroBopy, SKIIO iHIIE HE BHUMAaraeTbCs
KOHTEKCTOM, 3arojIOBKM pPO3JiNIB BMIIIEHO JIUIIE JUIS
3pYyYHOCTI Ta BOHHU JKOJHHM YHHOM HE BIUIMBAIOTh Ha
TiIyMaueHHs J[OroBOpy; BXKHUTI cCJOBa MalOTh OJIHAKOBE
3HAa4YEeHHS SIK B OJHWHI, TaK 1 B MHOXWHHI; NMOCWIAHHS Ha
JIOJIATOK, PO3JIiJ, TOTIOBHEHHS a00 MYHKT € TIOCHIAHHSM Ha
BIJIIOBIIHUN J0AATOK, PO3JiI, JOMOBHEHHS a00 IyHKT
Horosopy; nocunanns Ha CTopoHy a0 Oyab-KY iHIIY 0CO0Y
BKJIIIOYAa€ TakoX 11 MPaBOHACTYMHHKIB, J/I03BOJICHUX
necioHapiiB i nmpaBoHaOyBauiB; MOCHJIAHHS HA TPETIO 0cOOy
BKJIIIO4ae Oyap-siky(ux) oco0y(i0), B Tomy umcai Oyab-siKy

2.3. The Individual part of the Agreement shall mean the
accession agreement in the meaning of article 634 of the
Civil Code of Ukraine. By signing the Individual part of the
Agreement the Counterparty shall accede to the Public part
of the Agreement (General Conditions).

2.4. The General Conditions shall apply in view of the terms
and conditions of the Agreement concluded between the
Bank and the Counterparty.

2.5. If provisions of the Individual part are contrary to the
provisions of the General Conditions, the provisions of the
Individual part of the Agreement shall apply to settle
relations between the Bank and the Counterparty.

2.6. Conclusion of the Agreement shall comply with the
Parties” will. Neither Party is influenced by severe
circumstances, is mistaken about the significant
circumstances (nature of the Agreement, rights and
obligations of the Parties, other conditions of the
Agreement) and the terms and conditions of the Agreement
are mutually beneficial for each of the Parties.

2.7. The Individual part of the Agreement may be prepared
in Ukrainian or Ukrainian and English. The Public part of the
Agreement (General Conditions) shall be prepared in
Ukrainian and English. In case of discrepancies between the
Ukrainian and English versions the Ukrainian version shall
prevail.

2.8. By signing the Individual part of the Agreement the
Counterparty acknowledges that he has received the copy of
the Agreement and understands its conditions, that he has
studied the Agreement and General Conditions, accepts and
consents to the provisions thereof and also undertakes to
fulfill the same and unconditionally declares that he shall not
be deprived of any rights granted thereto and that the
Agreement has no conditions in any way burdensome for
him.

2.9. Mutual rights and obligations of the Bank and the
Counterparty hereunder shall arise from the date of signing
the Individual part of the Agreement by the Parties. The
Agreement shall remain valid in case of any change in the
name, location or other details of the Parties and for any legal
successors resulting from potential reorganization of the
Party.

2.10. Invalidity of any part of the Agreement/General
Conditions shall not result in invalidity of the
Agreement/General Conditions in while. Invalidity of the
Agreement shall not invalidate obligations arisen between
the Parties due to exchange of documents with material
conditions of the Agreement.

2.11. In the Agreement, unless otherwise required by the
context, heading of the sections shall be for convenience only
and shall not affect interpretation thereof. Words used shall
have the same meaning both in singular and plural.
References to the annex, section, appendix or clause shall
mean references to the relevant annex, section, appendix or
clause of the Agreement. References to a Party or any other
person shall also include legal successors, assigns and
transferees. References to any third party shall include




(hiznuny o0co0y Ta/abo ropuaMuHy o0co0y, ska(i) He €
CropoHotro(-amu).

2.12.JloroBip miAnucaHUWii B KIUIBKOCTI IPHUMIPHHKIB 13
PO3paxyHKy OAWH IMPUMIPHHK 11 KOKHOI CTOPOHH, KOKEH 3
SKUX € OpHriHAIOM. bByab-Ki MIAYUCTKH, JIOMHCKH,
3aKpeciieHl CJIOBa YW iHIII BHIIPABJIICHHS, OKPIM BYMHEHHSI
MiJNHCIB YIOBHOBAXEHHMH 0ocobamu 3a J[oroBopoM, MaroTh
CUITY JIHIIIE y Pasi, SIKIIO BOHU OYJIH 3acTepekeHi MmiamucaMu
ymoBHOBakeHUX oci6 CtopiH Ta BimOMTKaMu mnedaTok (y
Bumnaaky HasBHocti) Cropin. llpu mnpoMy BuIpaBIeHHS
MOBUHHI OyTH 3po0JieHI TakKUM YWHOM, OO0 MOKHa OyIio
NPOYUTATH SK BUIIPABJIICHE, TaK i MOMWJIKOBO HaIlUCaHE, a
NIOTiM BHITPABJICHE UM BUKPECJICHE.

references to any person(-s), including any physical person
and/or legal entity not being the Party(-ies).

2.12. The Agreement shall be signed in a number of copies
assuming one copy for each Party, each of them is an
original. Any erasures, additions, crossed out words and
other corrections, except for those made by authorized
persons under the Agreement, shall have effect if only they
have been evidenced by signatures of the authorized
representatives and seals (if any) of the Parties. In this case
corrections shall be made so that the corrected and
erroneously written words and thereafter the corrected or
crossed out words are legible.

3IMPABA, OBOB’SI3KH TA BIINOBIJAJLHICTH
CTOPIH (3ATAJILHI)

3. RIGHTS, OBLIGATIONS AND LIABILITY OF
THE PARTIES (GENERAL)

Kpim mpaB, o000B’s3kiB Ta BiamosimanbHocTi CTopiH,
BU3HAYCHUX [HOUBiAyanpHOIO 4YacTuHOK JloroBopy Ta
BiMOBIIHUM IyHKTOM po3finy «4. 3AT'AJIbHI YMOBHU TA
OCOBJIMBOCTI BUKOHAHHAA OKPEMUX
AOI'OBOPIB»  3arampaux  YMoB, CTOpOHH  TaKOX
JIOMOBHJIHCH TIPO HACTYIIHE:

Except for the rights, obligations and responsibility of the
Parties determined in the Individual part of the Agreement
and the relevant section 4. GENERAL CONDITIONS AND
PARTICULARS OF FULFILLMENT OF CERTAIN
AGREEMENTS’ of the General Conditions, the Parties also
agreed as follows:

3.1. IPABA KOHTPATEHTA

3.1. COUNTERPARTY’S RIGHTS

3.1.1. KonrtpareHT mMae mpaBo BUMaraTd BUKOHAaHHSA baHkom
yMoB [lorosopy.

3.1.2. KoHTpareHT Mae mpaBo JOCTPOKOBO po3ipBaTu Jloroip
y nopsizaky, BuzHaueHoMmy llyOmiunoro wactunoro JloroBopy
(BaranpHuMH  YMOBamM), SKIIO 1iHIIE HE BHU3HAYCHO
Croponamu B [HnuBinyanbHii yacTuri JloroBopy.

3.1.3. KoHTpareHT npotsrom cTpoky aii JloroBopy mae mpaBo
3anpocHuTH y baHky ycTaHOBUiI JOKYMEHTH Ta MiATBEPKEHHS
MOBHOBAaXXEHb 0Ci0, SIKi MiAMUCYIOTh Oyab-SKi TOKYMEHTH,
noB’s3aHi 3 JJoroBopom.

3.1.1. The Counterparty shall have the right to require
fulfillment of the terms and conditions of the Agreement by
the Bank.

3.1.2. The Counterparty shall have the right to early
termination of the Agreement as stipulated by the Public part
of the Agreement (General Conditions) unless otherwise
determined in the Individual part of the Agreement by the
Parties.

3.1.3. The Counterparty shall, within the term of the
Agreement, have the right to require constituent documents
from the Bank and proof of powers and authorities of the
signatories to any documents related to the Agreement.

3.2. OBOB’A3KHU KOHTPAT'EHTA

3.2. COUNTERPARTY’S OBLIGATIONS

3.2.1. KontpareHT 3000B’si3yeTbcsi  0Oe3  3BOIKaHb
iHpopmyBatu baHk ipo 00CTaBUHM, SIKi MAIOTh 3HAYCHHS JIsI
BUKOHaHHS yMOB J[0rOBOpY, Y TOMY YHCIII TIPO 3MiHY aJjpec Ta
0aHKIBCBKMX PEKBI3WTIB, MepeiMEHYyBaHHS, MPHAHATTSI
pillIeHHs Tpo JIKBiJallifo, peopraHizamiro abo IMOYaTOK
npouenypu OaHKpYTCTBAa, TMNPHUHATTS pIilIEHHS  IOJO
Bu3HaHHA KoOHTpareHTa HemaaTocpoMOXHHM Yy CTPOK He
mizHime 10-Tu KareH apHUX AHIB 13 THSA BCTYITy TAKUX 3MiH B
CHITy / IPUAHSATTS TAKOTO PIlIEHHS, Y TIOPSIJIKY, BU3HAYEHOTO
Croponam y po3aiii «8. [ToBigomieHHs» 3arajabHUX YMOB.
3.2.2. KonrtpareHr 3000B’I3YEThCA CaMOCTIHHO
O3HAMOMJIFOBATHCS 3 MOBiJOMIIEHHsAMH baHky Ta/abo
3MiHamu/onoBHeHHsAME 10 [IyOmiunoi yactunu JloroBopy
(3aranpHux YMOB), 110 po3minytoTscs Ha OQimiiHOMY caiTi
banky, ane He pigme Hix 1 pa3 Ha Mics1Ib.

3.2.3. KoHTpareHT He Mae mpaBa IepeaaBaTH CBOI Tpasa i
3000B’s13aHHA 110 JloroBopy TperiMm ocobam 0e3 MHUCHMOBOI
srogu basky, skmo iHmie He BHM3HaueHe [HAMBiTyaIbHOIO
yacTuHoo Jlorosopy.

3.2.4. KoHTpareHT 3000B’SI3y€TbCS TPOTATOM CTPOKY il
HoroBopy, Ha 3anut banky HajaBaTH yCTaHOBYI JOKYMEHTH

3.2.1. The Counterparty shall undertake to immediately
notify the Bank of any circumstances significant for
fulfillment of the terms and conditions of the Agreement
including change in the address, banking details and its
name, decision adopted to liquidate, reorganize or commence
the bankruptcy proceedings, to recognize insolvency of the
Counterparty within the period not exceeding 10 calendar
days from the effective date of such changes/decision as
stipulated by the Parties in Section 8 (Notices) of the General
Conditions.

3.2.2. The Counterparty shall undertake to carry out
independent study of the notices of the Bank and/or
amendments/supplements to the Public part of the
Agreement (General Conditions) placed on the Bank’s
official web-site but not less than once in a month.

3.2.3. The Counterparty shall have no right to assign its
rights and obligations under the Agreement to any third
parties without the written consent of the Bank unless
otherwise determined in the indiviudal part of the
Agreement.

3.24. The Counterparty shall undertake to provide
constituent documents ad proof of powers and authorities of




Ta MiATBEPKCHHS TOBHOBAXEHB 0Ci0, K1 MiIMACYIOTh OYIb-
SIKi JIOKyMEHTH, 1OB’s13aHi 3 JloroBopom.

the signatories to any documents related to the Agreement as
requested by the Bank.

3.3. IPABA BAHKY

3.3. BANK’S RIGHTS

3.3.1. bank Mae mpaBo BUMaratu BUKOHaHHSI KoHTpareHTOM
yMoB [lorosopy.

3.3.2. bank Mae mpaBo IOCTpOKOBO po3sipBaTu orosip y
nopsAAKy, Bu3HadeHoMy llyOmiuHoro uactmrHOIO JloroBopy
(BaranpaMH  YMOBaMH), SKIO IHIIE HE BHU3HAYCHO
Croponamu B [nauBinyanbHill yactui JoroBopy.

3.3.3. Bank mpotsarom cTpoky Aii JloroBopy Mae mpaBo
3ampocutd 'y KoHTpareHta ycTaHOBUI JOKYMEHTH Ta
HiATBEpHKEHHS TOBHOBAXKEHD 0Ci0, SIKi MiAMUCYIOTh Oy Ib-Ki
JIOKYMEHTH, OB’ si3aHi 3 JloroBopom.

3.3.4. bank Mae mpaBO BIICTYNWTH TOBHICTIO YH YacTKOBO
CBOI IpaBa BUMoTrH 3a JloroBopoM TpeTiit oco0i. [limxnmucanasam
InnuBinyansHOi yactuau JloroBopy KoHTpareHT Hamae cBOrO
3roJly Ha Take BIICTYIUICHHS IpaBa BUMOTH 3a JloroBopom
TpeTii 0co0i, SKIIO iHIIE He BU3HAYECHO [HIWBIAYyaTbHOIO
yacTUHOIO Jorosopy.

3.3.5. bank mae mpaBo npoBoauTH JlOTOBipHE CIHMCAHHS Yy
HOPSIIKY, BU3HAUYEHOMY pO3IioM «JlOroBipHE CHHCaHHS»
3aragpHuX YMOB.

3.3.6. bank mae npaBo BHOCHTH 3MiHH 110 [TyOnigHOT yacTHHI
Horoopy (3arampHuX YMOB) y TMOPSIKY, BHU3HAYCHOMY
posnisiom «3MiHa Ta po3ipBaHHs JloroBopy» 3aranbHUX Y MOB.

3.3.1. The Bank shall have the right to require fulfillment of
the terms and conditions of the Agreement by the
Counterparty.

3.3.2. The Bank shall have the right to early termination of
the Agreement as determined by the Public part of the
Agreement (General Conditions) unless otherwise stipulated
by the Parties in the Individual part of the Agreement.

3.3.3. The Bank shall, within the term of the Agreement,
have the right to require constituent documents from the
Bank and proof of powers and authorities of the signatories
to any documents related to the Agreement.

3.3.4. The Bank shall have the right to assign its rights of
claim under the Agreement, partially or completely, to any
third party. By signing the Individual part of the Agreement
the Counterparty shall give its consent to such assignment of
the right of claim under the Agreement, to any third party
unless otherwise stipulated in the Individual part of the
Agreement.

3.3.5. The Bank shall have the right to Contractual debiting
as stipulated by section «Contractual debiting» of the
General Conditions.

3.3.6. The Bank shall have the right to amend the Public part
of the Agreement (General Conditions) as stipulated in
Amendments and Termination of the Agreement of the
General Conditions.

3.4. ObOB’AA3KU BAHKY

3.4. BANK’S OBLIGATIONS

3.4.1. bank 3000B’s3yeThcst 0Oe3 3BONiKaHb iH(OPMYBaTH
KonTparenra mnpo oOCTaBHHH, $KI MarOTh 3HAYCHHS IS
BUKOHaHH: yMOB J[oroBopy, y TOMY 4HCIIi PO 3MiHY aJpec Ta
0aHKIBCHKMX PpEKBI3UTIB, IepelMEeHyBaHHs, JIKBiJAIlifo,
peoprasizaiiiro,  MOYaTOK  NPOUEAYpPH  OaHKPYTCTBA,
NPUAHSTTS PilICHHS 00 HETUIATOCIPOMOXKHOCT] y CTPOK He
mizHime 10-Tu KareH apHUX JHIB 13 THSA BCTYITy TAKUX 3MiH B
CHITy / IPUAHSATTS TAKOTO PIlIEHHS, Y TIOPSIJIKY, BU3HAYEHOTO
Croponam y pozzaini «8. IloBinomieHHs» 3arajabHUX YMOB.
3.4.2. Bank 3000B’s13y€ThCS MPOTATOM CTPOKY Aii Jlorosopy,
Ha 3anmuT KoHTpareHTa HajaBaTH YCTaHOBYI JIOKYMEHTH Ta
MiATBEP/PKEHHS IIOBHOBAXKEHB OCI0, SIKI MIANUCYIOTh OYIb-sIKi
JIOKYMEHTH, TTOB’si3aHi 3 JloroBopom.

3.4.1. The Bank shall undertake to immediately notify the
Counterparty of any circumstances significant for fulfillment
of the terms and conditions of the Agreement including
change in the address, banking details and its name,
liquidation, reorganization, commencement of the
bankruptcy proceedings, decision to recognize insolvency of
the within the period not exceeding 10 calendar days from
the effective date of such changes/decision as stipulated by
the Parties in Section 8 (Notices) of the General Conditions.
3.4.2. The Bank shall undertake to provide constitutent
documents and proof of powers and authorities of the
signatories to any documents related to the Agreement within
the term of the Agreement as requested by the Counterparty.

3.5. BLAIIOBIJAJIBHICTD KOHTPAT'EHTA

3.5. COUNTERPARTY’S LIABILITY

3.5.1. KoHTpareHT Hece BIJIOBIJANBbHICT, 33 HEBUKOHAHHS
yMoB Jlorosopy y HoOpsiAKy, BU3HaueHOMY JloroBopoMm Tta
3aKOHOAABCTBOM.

3.5.1. The Counterparty shall be responsible for failure to
fulfill the terms and conditions of the Agreement as
determined by the Agreement and Legislation.

3.6. BIIIIOBLIAJIBHICTh BAHKY

3.6. BANK’S LIABILITY

3.6.1. Bank Hece BIANOBIIANBHICTh 32 HEBUKOHAHHS YMOB
HoroBopy y mnopsaky, Bu3HaueHomy JloroBopom Ta

3.6.1. The Bank shall be responsible for failure to fulfill the
terms and conditions of the Agreement as determined by the

3aKOHOJaBCTBOM. Agreement and Legislation.

4. YMOBU TA OCOBJUBOCTI BHUKOHAHHS | 4. CONDITIONS AND PARTICULARS OF
OKPEMHUX J1OI'OBOPIB: FULFILLMENT OF CERTAIN AGREEMENTS:

4.1. JOTI'OBIP PO HEPO3I'OJIOLIEHHA | 4.1. RESTRICTED INFORMATION NON-

TH®OPMAIIII 3 OBMEXXEHUM JIOCTYIIOM

DISCLOSURE AGREEMENT

YMoBU 1poro posainy 3aranpHuX YMoB € IlyGmiunoro
qacTuHOIO /[02060py npo Hepo3zonoutennsa ingopmauii 3

Terms and conditions of this section of the General
Conditions shall form a Public part of the Restricted




oomesxcenum oocmynom (10 TEKCTy 3arajbHUX YMOB —
Jorosip).

information non-disclosure agreement (in the General
Conditions referred to as the Agreement).

BU3HAYEHHS TEPMIHIB:

Hdorosip — Jlorosip mpo Hepo3rojomeHHs iHGopmarii 3
00MEKEHHM JOCTYIIOM, SIKUH CKIafaeThes 13 [HauBixyanpHOT
yactuan JloroBopy Tta IlyGmiunoi wuactuHu JloroBopy
(3arampHi YMOBR), yKinaneHnin CTOpoHaMHL.

KopucryBau — CtopoHa 3a J[oroBopom npo HepO3roIOIeHHS
iHpopMalii 3 0OMeXeHUM JOCTYIOM; BiH e KoHTpareHT mo
TEKCTY 3araibHuX YMOB.

bank — AT «OTII BAHK», Cropona 3a JloroBopom Ipo
HEPO3TOJIONICHHS iH()OpMAIlil 3 00MEKEHUM JIOCTYIIOM.

3O — BimoMocTi, IO MICTSTh OaHKIBCbKY, KOMEpIIHHY
TAEMHMIN, I1HCAlAEpCchKy, KOH(QiAeHIIHHY iH(pOpMaIriio,
BJIACHUKOM SIKUX € baHk, abo sKi € mpeaMeToM IpodeciitHoro,
JIOBOTO, BHPOOHHUYOrO, KOMeEpLiiiHOro Ta/abo iHIIHMX
iHTepeciB baHKy, a TaKko IMEPCOHANBHI JaHi, CTOCOBHO SKHX
3TiTHO 3 TOJOXKeHHAMH 3akoHy Ykpainum «lIpo 3axwmcr
NEPCOHANBHUX JaHUX» baHK BUCTYyMae y poii BOJIOMIIBLIS.
BaHkiBCcbKa Ta€eMHMISE — TEPMIH BXXHBA€ETHCSA 3TiTHO 3
BHU3HA4YCHHSIM, HaBeZeHnM y cTaTTi 60 3akony Ykpainu «lIpo
0aHKH 1 OAaHKIBCHKY JisUTBHICTBY.

3oBHimHA cTopoHa — (i3uyHi ocobu Ta/abo dizuyHi 0cOOH
— MiAIPUEMIT, Ta/ab0 IOPUINYHI 0cOOH, SKI HE aCOLIIOIOTHCA
3 bankom Ta 3amydarorbcss baHKOM 10 BHKOHAHHS POOIT,
HaJIaHHsI TIOCIYT, MMOCTa4aHHs TOBapiB Ha MiJICTaBl IOTOBOPiB
[UBUIBHO-TIPABOBOTO (TOCHOJapChKoro) xapakrepy. Hamami
takoxx Kopucrysau.

3anyuena KopuctyBauem Ocoda — Qizuyna ocoba, sika €
HaliMaHUM MpaiBHUKOM Kopucrygsaua, 3aJydeHa
KopucrtyBadewm, no y4acri y nmeperosopax 3 bankom abo ska €
HaiiMaHuM mpauiBHUKOM KopucryBawa, sika y 3B’SI3Ky 3
BUKOHAHHIM CBOIX CITy’KOOBHX (TOCaJOBHX) 00OB’SI3KIB Mae
noctyn o 130/ bauky.

3anyuyena KopucryBauem (30BHIIIHBE010 cTOPOHO0I0)Oc006a
— (¢ismyHa ocoba, sKa € HaHMaHUM [PaiBHUKOM
KopucryBaua (sikuii € 30BHINIHBOIO CTOPOHOIO), 3alydeHa
KopuctyBauewm, 1o y4acti y neperosopax 3 bankom abo sika €
HaiiMaHuM mpaniBHUKOM KopucryBawa, ska y 3B’SI3Ky 3
BUKOHAHHIM CBOIX CITy)KOOBHX (TTOCaJ0BUX) 00OB’SI3KiB Ma€
noctyn no 1301 banky, a Takox 3amydeHa KopucryBauem
¢dizmuna ocoba, ska He mnepedyBae 3 KopucryBauem y
TPYJOBHX BiJIHOCHHAX, ane Mae goctyn a0 130/] banky Ha
YMOBax JIOTOBOPY HiApsiAy, IOTOBOPY HOCIYT, aBTOPCHKHUX
JIOTOBOPIB, TOIIO.

OcoOucti 3000B’A3aHHA — THCHMOBHUH JOKYMEHT, 3a
THIIOBOIO dopmoro  Basky,mignucaHuii  3axydeHOIO
KopuctyBauem  (30BHimHBOIO  cTopoHor0)  Ocoboro,
BIZIIOBIIHO 10 sikoro 3anydyeHa KopucryBaueM (30BHIIIHBOIO
ctopoHoto) Ocoba 3000B’sI3ye€ThCS BHKOHYBaTH BUMOTH
Horoeopy ([loroBopy mpo HeposroyomieHHS iHpopmarii 3
00MEXEHUM JOCTYIIOM).

Incaiinepcbka iHdopmamisi — TepMiH BXKHBA€THCS 3TiTHO 3
BU3HAUYEHHSIM, HaBeJeHUM Y cTatrTi 44 3akony Ykpainu «lIpo
LiHHI nanepu Ta GOHIOBUIA PUHOKY.

TERMS AND DEFINITIONS:

Agreement shall mean the Restricted information non-
disclosure agreement consisting of the Individual part and
the pubic part of the Agreement (General Conditions)
concluded by the Parties.

User shall mean a Party to the Restricted information non-
disclosure agreement, also referred to as the Counterparty in
the General Conditions.

Bank shall mean OTP BANK JSC, a Party to the Restricted
information non-disclosure agreement.

Restricted information shall mean data containing banking
and commercial secrecy, insider, confidential information
owned by the Bank or being the subject matter of the Bank’s
professional, production, commercial and/or other interests
as well as personal data in relation to which the Bank acts as
a holder in accordance with the provisions of the Law of
Ukraine ‘On personal data protection’.

Banking secrecy shall have the meaning prescribed in article
60 of the Law of Ukraine ‘On banks and banking activities’.
External party shall mean physical persons and/or self-
employed persons, and/or legal entities not associated with
the Bank and involved by the Bank into works, services,
goods supply under independent contractor agreements,
hereinafter also referred to as the User.

User’s involved person shall mean a physical person
employed by the User and involved into negotiations with
the Bank or the User’s employee having access to the Bank’s
Restricted information due to performance of his/her official
duties.

Person involved by the User (External party) shall mean
a physical person employed by the User (being the External
Party), involved by the User into negotiations with the Bank
or the User’s employee having access to the Bank’s
Restricted information due to performance of his/her official
duties and a physical person involved by the User having no
labour relationship with the User but having access to the
Bank’s Restricted information under the contractor, service,
authorship agreements etc.

Personal obligations shall mean a written document in a
form approved by the Bank and signed by the Person
involved by the User (External party) pursuant to which the
Person involved by the User (External party) undertakes to
fulfill all requirements of the Agreement (Restricted
information non-disclosure agreement).

Insider information shall have the meaning prescribed in
article 44 of the Law of Ukraine ‘About securities and stock
market’.

Information asset (recourse) shall mean anything valuable
for the Bank and affecting the properties and level of
information protection.

Commercial secrecy shall mean information having secrecy
to the extent that it is, in whole or in a certain form and in the
entirety of its constituent elements is not known and easily
accessible for the persons usually dealing with such kind of
information it belongs to and in this context it has




Indopmaniiinuii akTuB (pecypc) — Oyap-sKa CyTHICTb, IIIO
Mae 11 baHKy IiHHICTH 1 BIUTMBAa€ Ha BIACTUBOCTI Ta PiBEHb
3aXUCTy iHpOopMaIrii.

Komepuiiina Taemuunusi — iHpopMmariis, sika € CEKPETHOIO B
TOMY PO3yMiHHi, 110 BOHA B LJIOMY 4YM B NEBHiH (opMi Ta
CYKymHOCTI 1l CKJIaJOBHX € HEBIJOMOI Ta HE €
JIETKOJOCTYITHOIO /ISl 0Ci0, sIKi 3BMYAfHO MAlOTh CIpaBy 3
BUJIOM iH(OpMAaIIii, 70 SIKOTO BOHA HAJIE)KHUTD, Y 3B’ SI3KY 3 IIUM
Mae KOMEpILilHy IiHHICTh Ta Oyia MpeAMETOM aaeKBaTHUX
ICHyfounM OOCTaBHHaM 3aXO[iB MIOAO 30epekeHHs il
CEKPETHOCTI, BKUTHX 0C00010, KA 3aKOHHO KOHTPOJIOE ITIO
inpopmanito. KomepuiiiHolo TaeMHHICIO MOXYTb OyTH
BIJIOMOCTI TEXHIYHOr0, OpraHi3aliifHOro, KOMEpIiHHOrO,
BUPOOHMYOTO Ta IHIIOTO XapakTepy, 32 BUHATKOM THX, SKi
BIJIIOBIZIHO /70 3aKOHY HE MOXYTh OYTH BiJTHECCHI JO
KOMepiiiHOoT TaeMHuIII. [Iepertik BiIoOMOCTEH, 1110 CTAHOBIISATH
KOMepIiiHy TaeMHUITIO baHky, HaBeneHo y myHKTI 4.1.1.2.2.
Horosopy.

Kondinenniiinicts — BacTuBicTs iHpopMallii, SKa Moysrae B
ToMy, 1m0 iHdopMalis HEe MOXe OyTH OTpHMaHa
HEaBTOPU30BAHUMHU KOPUCTyBadeM i/abo mporiecom 0e3 3rou
banky.

IlepconanbHi naHi, 6a3a mepcoHANbHUX JAHUX, 00POOKa
NMEPCOHAIBHUX JaHMX, BOJIOALIeNb 0a3M NePCOHAJIbHHMX
JaHUX — TEPMIHM BXKUBAIOTHCSA 3TiJIHO 3 BU3HAYCHHSIMH,
HaBeleHMMU B crarTi 2 3akoHy Ykpainm «lIpo 3axucr
HEPCOHATBHUX JTaHUX).

Po3rosomenns 130/] — oznatiomneHHst Oymb-sK0i 0coOu 3
30/, mo BigOynock 3 TMOPYIIEHHSM INPABOBOTO PEXUMY
JIOCTYITY 10 i€l iHpopMariii.

Cropona — Kopucrysauw/Konrparenrt ado bank.

Croponn — Kopucrysau/Konrparent ta bank criibHO.

Tpetst ocoba — Oyap-sika oco0a, 3a BUHATKOM CTOpiH.

commercial value and was the subject matter of measures to
maintain its secrecy taken by the person controlling such
information adequate to existing circumstances. Commercial
secrecy may include data of technical, organizational,
commercial, production and other nature except for those
which may not be referred to commercial secrecy in
accordance with law. The list of data representing
commercial secrecy of the Bank is given in sub-clause
4.1.1.2.2. of the Agreement.

Confidentiality shall mean the particular feature of
information; it means that information may not be obtained
by an authorized user and/or process without the Bank’s
consent.

Personal data, personal databases, personal data
processing, personal database owner shall have the
meanings defined in article 2 of the Law of Ukraine ‘On
personal data protection’.

Restricted information disclosure shall mean that any
person studied Restricted information in violation of the
legal regime of access to such information.

Party shall mean a User/Counterparty of the Bank.

Parties shall mean a User/Counterparty and the Bank jointly.
Third party shall mean any person except for the Parties.

4.1.1. 3AT'AJIBHI IOJIO’KEHHA

4.1.1.1. HInsaxom yxnageHHs CropoHamu Jloroopy Ipo
HEPO3roJIONICHHs 1HpopMaIlil 3 OOMEKEHUM JOCTYIIOM
(HoroBopy) 3 wmeroro BcraHoBieHHS 3 KopucrtyBauem
(KonTtparenTom) H0oroBipHHX B3aeMOBiTHOCHUH CTOpIH 1I0OIO
nopsaaky BukopuctanHi KopuctyBauem [30J] Hamanoi
bankom, CTOpOHH JOMOBUIIHCH 110 HACTYITHE:

4.1.1.2. MEPEJIK BITOMOCTEM, I110 CTAHOBJIATh
BOA:

4.1.1.2.1. bankiBcbKa TAEMHH IS

[lepenik BimoMocTei, 110 CTAaHOBJIATH baHKIBCbKY Ta€MHULIIO,
Bu3HaueHo ctarrero 60 3akony VYkpaimm «IIpo Oankm i
0aHKiBCHKY [iSUTBHICTBY.

3o0Kkpema 10 CKJaay KOJiB, IO BUKOPHCTOBYIOTHCS baHKOM
Ut 3axMcTy iHpopmanii 1 3rigHo 3 3akoHoMm Ykpainu «llpo
OaHku 1 O0aHKIBCBKY JISUTbHICTBY BiHECEeHI /10 BaHKIBChKOT
TaEMHHUIT, BXOIATE:

» 3HAUCHHS KPHUNTOrpaiyHUX KIFOYIB (32 BHKIIOUCHHSM
KJII04iB HECUMETPUYHHUX KPHUNTOrpadivHuX alNrOpUTMIB, IO
NepefaThCsl  BIAKPUTO Y CKJIaal  cepTudikaTiB), sKi
BUKOPUCTOBYIOTBCS JJISl 3aXMUCTY IUIATIKHHUX JOKYMEHTIB Ta
JaHWX TPaHCAKLI{ IIATIHKHUX CHCTEM 1 CUCTEM €JIEeKTPOHHOT
KOMEpIlii, a TakoX /IS 3aXUCTy IUIATDKHUX MPOJYKTIiB
(TaTixKHi KapTKH, eJIEKTPOHHI Bay4epH TOIIO);

4.1.1. GENERAL

4.1.1.1. By entering into the Restricted information non-
disclosure agreement (Agreement) in order to establish
Parties’ contractual relations with the User (Counterparty) as
to the User’s use of the Restricted information provided by
the Bank, the Parties agreed as follows:
4.1.1.2. LIST OF DATA
RESTRICTED INFORMATION:
4.1.1.2.1. Banking secrecy

The list of data representing Banking secrecy is determined
by article 60 of the Law of Ukraine ‘On banks and banking
activities’.

In particular, in accordance with the Law of Ukraine ‘On
banks and banking activities’ the items below are included
into the codes used by the Bank to protect information:

> cryptographic key values (excluding asymmetric
cryptographic algorithms sent as part of certificates) used to
protect payment documents and transaction data of the
payment and e-commerce systems as well as to protect
payment products (payment cards, electronic vouchers, etc.);
> cryptographic key values used in the devices protecting
information of the Bank and provided to the Bank by Third
parties in relation to banking activities;

REPRESENTING




» 3HAYCHHS KpunrorpadigHux KITIOUIB, o
BUKOPHUCTOBYIOThCS Yy 3aco0ax 3axucty iHpopmaruii banky a6o
HajaHi banky Tperimu ocobamm y 3B’S3KYy 31 3IHCHECHHSIM
HHMM OaHKIBCHKOI JISUTbHOCTI;

» Tmapoii, KOO OCTYIy 10 iH(popMaliifHiX akTuBiB baHky,
3ac00iB 00OMeXeHHS (iI3UYHOTO AOCTYILY, CUCTEM OXOPOHHOT
curHaiizamii banky;

» KOJM, 10 BUKOPHUCTOBYIOThCS JJIsl aBTeHTU(IKAIIl Ta
3aXUCTY JaHWX IUIATDKHUX KApPTOK HAIIOHAIGHUX Ta
MDKHApPOIHUX TUIATIKHUX CHCTEM 1 HE € KpunTorpadiaHuMu
kimogamMu (PIN-xkomm, PIN-Giiokm, maHi MarHiTHHX CTPIidoK,
0COOHUCTI NTaHi BIIACHMKIB IIATIKHUX KapTOK, II0 BU3HAUCHI
MikHapoaHuMm crangaprom «Payment Card Industry Data
Security Standard (PCI DSS)».

4.1.1.2.2. Komepuiiina Ta€MHUIA

Jlo koMmepiiiHoi TaeMHMIN baHKy BiTHECEHO TaKi BiJIOMOCTI:
4.1.1.2.2.1 BimoMocti momo opraHizamii OaHKIBCHBKHUX
MIPOIIECiB, 30KpeMa MI00:

» JertanbHOI CTpYKTypu baHky;

» Macmta0iB AisibHOCTI baHky;

> TUIIB Ta pO3MIllEHHS OONaJHAHHA, M0 3abe3rneuye
BUKOHAHHS OCHOBHHUX IpolieciB baHky;

» JeTalbHi BIJIOMOCTI CTOCOBHO TOTOJOTII KOMII FOTEPHOI
Mepexi banky;

» y3arajbHEHI BIIOMOCTI TpO 3amack MarepiaiiB  Ta
KOMITJICKTYIOUHX, Micls 30epiraHHs KOINTIB Ta IJIATiKHUX
3aco0iB, a TaKOXX MaTepiaiiB, M0 BUKOPHUCTOBYIOTHCS IS
BUTOTOBIIEHHS 200 BBEIEHHS B O0IT I[UX IUIATIXKHHX 3aCO0iB.
4.1.1.2.2.2. BimoMoOCTi 111010 METOIB ynpaBiiHHg bankom Ta
nporecamu 0aHKIBCHKOI AisTBHOCTI, 30KpeMa 010 CHCTEMHU
i ATOPSAAKYBaHHS, 320X0UEHHS MPAIliBHUKIB Ta KOHTPOITIO 32
X IISUIBHICTIO.

4.1.1.2.2.3. BigoMocCTi m0JI0 TAKTUYHOI'O IUTAHYBaHHS Ta
cTparerii po3BuTky baHky.

4.1.1.2.2.4. BimomocrTi momo ¢hinancoBoro crany baHky, Ko
BOHH HE HJIATaI0Th 000B’I3KOBOMY OITyOJIIKyBaHHIO.
4.1.1.2.2.5. BimoMOCTi 111010 MapKETHHT'OBHX JOCII[)KEHb, 1110
npoBezieHi bankoM abo oTprMaHi 3a HOTO KOIITH.

4.1.1.2.2.6. BigoMocCTi 110,10 pUHKOBOI Ta IIHOBOI MOJIITHKA
banky.

4.1.1.2.2.7 BimomocTi 100 TPOBENEHHS TOPriB, 30KpeMa
BIJIOMOCTI IIIOJIO MiJIFOTOBKH JIO y4acTi TEHAEpax, a TaKOoxXK
Pe3yJIbTaTIB 1X MPOBEICHHSI.

4.1.1.2.2.8. BigomocTi momo MatepiaiiB poOoYMX Hapaj Ta
3aCiJaHb.

4.1.1.2.2.9 VY3aragpHeHi BIiZIOMOCTI IIIOAO MAPTHEPIB Ta
KJII€HTIB, AKIIO LI BIZOMOCTI HE BIJHECEHO OO0 OAHKIBCHKOI
TAEMHUII 1 BOHM MOXYTh OYyTH BHUKOPHCTaHi AJs
KOHKYPEHTHO1 00poThOu nipotn banky.

4.1.1.2.2.10. BigoMocCTi 11070 TEPErOBOPIB Ta KOHTPAKTIB,
30KpeMa PO YMOBH KOHTPAKTiB, TOCIIOIAPCHKUX JIOTOBOPIB, a
TaKOXK YMOBH 3a0e3Ie4eHHsT KOH(]IIESHIIHHOCTI, KO0 BOHU
PO3KPHBAIOTh 3MICT yroad abo i 3000B’s3aHHS baHky
nepe]| mapTHepaMu Ta KIiEHTaMu.

4.1.1.2.2.11. BigoMocTi MOAO IOCIHiIKEHh Ta PO3POOOK,
30KpeMa:

» passwords, access codes to information assets of the
Bank, physical access restriction devices, security alarm
systems of the Bank;

» codes used to authenticate and protect data of the payment
cards of the national and international payment systems and
not being cryptographic keys (PIN-codes, PIN-blocks,
magnetic tape data, personal data of payment card holders
determined by the International Payment Card Industry Data
Security Standard (PCI DSS).

4.1.1.2.2. Commercial secrecy

Commercial secrecy of the Bank shall include the following
data:

411221 data concerning arrangement of banking
processes, in particular:

» detailed structure of the Bank;

> range of activities of the Bank;

> types and location of the equipment securing basic
processes of the Bank;

» detailed information concerning topology of the computer
network of the Bank;

» summarized data concerning the stock of materials and
components, the place where money and payment means are
kept as well as materials used to manufacture of such
payment means or their putting into circulation.

4.1.1.2.2.2. Data concerning methods used to manage the
Bank and processes of banking activities, in particular,
subordination, employees’ incentive and activity control
systems.

4.1.1.2.2.3. Data concerning tactic planning and strategy of
development of the Bank.

4.1.1.2.2.4. Data concerning the financial position of the
Bank if they are not subject to mandatory disclosure.
4.1.1.2.2.5. Data concerning marketing researches carried
out by the Bank or received at the Bank’s expense.
4.1.1.2.2.6. Data concerning the market and price policy of
the Bank.

4,1.1.2.2.7 Data concerning bids, in particular, data
concerning preparation to participation in tenders and their
results.

4.1.1.2.2.8. Data concerning the materials of working
conferences and meetings.

4.1.1.2.2.9 Summarized data concerning partners and clients
if such data are not a part of banking secrecy and may be used
in competitive practices against the Bank.

4.1.1.2.2.10. Data concerning negotiations and contracts, in
particular, conditions of the contracts, business contracts and
conditions ensuring confidentiality if they disclose the
content of the agreement or other Bank’s obligations before
partners and clients.

4.1.1.2.2.11. Data concerning researches and developments,
in particular:

> objective, tasks, trends and programs of prospective
researches concerning implementation of new bank products
and bank activity automation devices if such data may be
used in competitive practices against the Bank;

> key data concerning original ideas of engineering
developments, particulars of organizational, technological,




» Tpo MeTy, 3ajJiadi, HapsIMKH, MPOTPaMU MEPCICKTUBHUX
JIOCITI/DKEHb TIOJI0 3alpOBAJKCHHS HOBUX OaHKIBCHKUX
MPOIYKTIB 1 3ac00iB aBTOMAaTH3aIlii OaHKIBCHKO1 MisUTBHOCTI,
SKIIO Il BIMOMOCTI MOXYTh OYTH BHUKOPHUCTaHI IS
KOHKYpEHTHO1 00poTsOu nipotu banky;

» KJIIOYOBI BiJJOMOCTI TIPO OpHTiHAJBHI iaei TEXHIYHUX
pO3p0O0OK, OCOOTHUBOCTI OpraHi3aIlifHUX, TEXHOJIOTIYHHX,
KOHCTPYKTHBHHX, TEXHIYHUX (y TOMY YHCI, MPOTPaMHO-
amapaTHUX), XyJIOKHbO-TEXHIYHHX pilleHs (HalpuKiazn,
MU3aifHy IUTaTDKHUX KapTOK, O(OPMIICHHS DPEKJIaMH), SIKi
po3pobieHo baHkoMm caMmocTiiiHO a0o CTBOpeHO 3a HOTro
KOILITH.

4.1.1.2.2.12. JleTanbHi BiJOMOCTI III0JI0 TEXHOJIOTiH, 30KpeMa
po OAHKIBCHKI TEXHOJIOTIT Ta crienudiky iX BUKOPUCTAHHS, Y
TOMY YHCIIi BiIOMOCTI IIOJI0 TEXHOJIOTii 00poOKH iHpopmallii,
BUTOTOBJICHHS Ta BBEJICHHS B 00Ir TNIATIHKHHUX 3aCO0iB.
4.1.1.2.2.13. Indopmartis, 1o € 00’ €KTOM TOBApPHHUX BiTHOCHH,
30KpemMa iHpopMmaris, Ska HaTaeThCS MapTHEPaAM Ta KIieHTaM
Banky Ha komepiiiHiii 0cHOBI, ab0 sika npuadaHa bankom 3a
BJIACHI KOIITH (SKIIO YMOBaMH KOHTPAaKTIB IO iH(OpMAIIito
HE BU3HAHO BiJIKPHUTOIO).

4.1.1.2.2.14. BigoMocTi 111010 OpraHi3ailii Ta poOOTH CUCTEMHU
Oesnekn baHky, sKIIO iX HE BIJHECEHO JO OaHKIBCHKOI
TAEMHHIII, Y TOMY YHCIIi BITOMOCTI IIO/I0 iHITUACHTIB Oe3IeKH,
110 MaJIH MicIie.

4.1.1.2.2.15. BizoMoCTi 110,10 aBTOPCHKOTO TIPaBa, 30KpeMa.
» BIIOMOCTI IIOJ0 TMOJITHKH YNPABIiHHS ABTOPCHKHM
npaBoM B baHky;

» BIZIOMOCTI O[O0 IUIAHIB, MiJATOTOBKA Ta pPE3yJbTATIB
NPOBEJICHHS TIEPErOBOPIB 3 MPUAOAHHS ABTOPCHKUX MPAB;

» ocoOucTi BiJOMOCTI PO aBTOPiB, MalHOBI aBTOPCHKI
npasa sSKUX nepeaano banky abo BukopucToByroThcst bankom;
» BIZIOMOCTI NPO BJIACHHUKIB MaiHOBUX IpaB, SKi MEepeIaHo
Banky a00 BUKOPHCTOBYIOThCS baHKOM;

» YMOBH aBTOPCHKHUX JIOTOBOPIB, sIKi YKJa/ieHO baHkowm;

» BIJIOMOCTi, IIO PO3KPUBAIOTH 3MICT POOIT 31 CTBOpPEHHS
MpOAyKIii, MaliHOBI TpaBa, sKi Hanexarh baHky (mo ix
OQiIiitHOTO OTOJIOMIEHHS).

4.1.1.2.2.16. 3MicT pPO3NOPSITUMX Ta  PETYIATUBHHX
JOKYMEHTIB, 110 MICTSTh pillleHHS KePiBHUX OpraHiB baHky.
4.1.1.2.2.17. Tlepenik kimieHTiB baHKy, SKIIO BiH MICTHTB
iHpopmailito crocoBHO 50 Ta Ginble ocio;

4.1.1.2.2.18. Inun BiOMOCTI TEXHIYHOr0, OpraHi3alliiiHoOro,
KOMEPIIHHOTO, BHUPOOHWYOTO Ta IHOIOTO  XapakTepy,
PO3TOJIOIICHHS SIKHX MO MPHU3BECTH JI0 CYTTEBOTO 30MTKY
banky abo moripmeHHs Horo pemyTarii.

4.1.1.2.3. IlepcoHaJibHi 1aHi

Jo I30/1 BigHeceHo mepcoHaNbHi JaHi ciBpoOiTHUKIB baHKy,
KJIIEHTIB, IHIIMX (BI3UIHHUX OCI0, BOJIOALIBIEM SIKHX € BaHK.
4.1.1.2.4. Tucaiinepcbka ingopmanis
Ho IBOJ BimHeceHo iHCaWOEPCHKY
3HAXOJMUTHCS Y PO3NOPSUDKEHHI baHky vy
3[1IICHEHHSAM CBOET TISJIBHOCTI.

4.1.1.2.5. Konginenuiiina ingopmanis
Kondinenniitna indopmanis — indopmanis npo ¢izuuny
0co0y, a Takox iH(opMallis, IOCTyH IO SKOI OOMEXEHO
¢i3n4HOI0 200 IOPUIUUHOIO 0C00010, KpiM cy0’ €KTIB BIAAHUX

iHpopmarito, sKa
3B’SI3KYy 31

constructive, engineering (including hardware and
software), art and engineering solutions (for example, design
of payment cards, advertisement design) developed by the
Bank or at the Bank’s expense.

4.1.1.2.2.12. Detailed data concerning technologies, in
particular, banking technologies and specific nature of their
use, including data concerning technologies of information
processing, preparation and putting payment means into
circulation.

4.1.1.2.2.13. Information being a subject matter of
commodity relations, in particular, information provided to
the partners and clients of the Bank on a commercial basis or
purchased at the Bank’s expense (if conditions of contracts
stipulate that such information is not public).

4.1.1.2.2.14. Bigomocti monmo oprasizamii Ta poOOTH
CUCTEMH Oe3IeKu banky, skmo ix He BITHECEHO 10
0aHKIBCHKOI TAaEMHHWIN, Y TOMY YHCII BIJOMOCTI IIOJO
IHIUJEHTIB O€3IeKH, 10 MaJIH MICIIE.

4.1.1.2.2.15. Data concerning copyright, in particular:

» data concerning the copyright management policy in the
Bank;

> data concerning the plans, preparation and result of
negotiations to purchase authorship rights;

> personal data about the authors whose property
authorship rights are assigned to or used by the Bank;

» data concerning the holders of property rights assigned to
or used by the Bank

» conditions of copyright agreements concluded by the
Bank;

» data disclosing the content of creation works for products,
property rights held by the Bank (before their official
disclosure).

4.1.1.2.2.16. Content of administrative and regulatory
documents with the decisions of management bodies of the
Bank.

4.1.1.2.2.17. List of the Bank’s clients with information
about 50 or more persons;

4,1.1.2.2.18. Other data of engineering, organizational,
commercial, production and other nature which disclosure
may result in material losses of or damage to the Bank’s
reputation.

4.1.1.2.3. Personal data

Restricted information shall include personal data of the
Bank’s employees, clients, other physical persons, which are
in the Bank’s possession.

4.1.1.2.4. Insider information

Restricted information shall include insider information in
the Bank’s possession related to the Bank’s activities.
4.1.1.2.5. Confidential information

Confidential information shall mean any information about a
physical person and information with access restricted by a
physical person or legal entity except for persons with
authoritative powers possessed, used or disposed of by the
Bank on legal grounds, access to which is restricted by the
Bank or other information holder (except for persons with
authoritative powers) and which may be disseminated as
decided by the Bank and/or upon agreement of such persons




MMOBHOBA)KEHB, IO HA 3aKOHHIA TiACTaBl 3HAXOAWTHCS Y
BOJIOJiHHI, KOPHCTYBaHHI a00 po3nopamkeHHi banky, noctyn
0 sxoi oOMmekeHo baHkoM a0o IHIIMMHU BJIACHUKaMM L€l
iHpopmMartii (kpiM cy0’€KTiB BIATHUX MOBHOBAKCHB) 1 sKa
MOYKe TIOIIMPIOBATHUCS 32 pilleHHsM baHky Ta/abo OakaHHIM
(3romoro) mux oci0 y BH3HAYEHOMY HUMH TOPSAAKY Ta
BIJITIOBITHO 10 TIepe0adeHX HIMH YMOB.

Jo koudinenuiiinoi indgopmanii  banky
BiTHOCATHCA:

» 3MicT ciy»00BOi KOPECIIOHJICHINIT Ta 1HINIWX BHYTPINTHIX
JIOKyMeHTiB baHky;

» TporpamMHi KOIU Ta HapaMeTpH HAJAIITYBaHHS CHUCTEM
00poOku iHpopmanii banky;

» mepenik KiieHTiB baHKy, MO cTOCyeThes MeHIl, K 50-Tu
ocib.

4.1.1.2.6. Inpopmauiis, sika He BigHeceHa 10 [30/]

Hactynna indgopmanis He BBakaerbes I30Jl i He €
npeamerom Jlorosopy:

» iH(opmaris, JOCTyn 10 SIKOI HE MOXKEe OyTH OOMEKEHO
3riZIHO BUMOT 3aKOHO/IaBCTBA YKpaiHy;

» indopmariis, odimiitHo onprroqHeHa baHKOM Y BiJIKPUTHX
3aco0ax iHdopmallii, 30kpeMa y 3acodax MacoBoi iH(opmarii;

» indopmaris, momo po3kputTs sikoi KopucryBauy HamaHO
odimiitamii no3Bin baaky (y muceMoBiit opmi).

30KpemMa

in a manner and subject to the conditions stipulated by such
persons.

Confidential information of the Bank shall include, in
particular:

> content of business correspondence and other internal
documents of the Bank;

» program codes and parameters of configuration of
information processing system of the Bank;

> list of the Bank’s clients, which includes less than 50
persons.
4.1.1.2.6.
information.
Information below shall not be considered Restricted
information and shall not be the subject matter of the
Agreement:

» information access to which may not be restricted in
accordance with the requirements of legislation of Ukraine;

» information officially disclosed by the Bank in public
information means, in particular, mass media;

» information which disclosure by the User is officially
permitted by the Bank (in writing).

Information not included into Restricted

4.1.2. IPEIMET JOI'OBOPY

4.1.2.1. [oroBip Bu3HAYa€ TMOPSINOK BHKOPUCTAHHS Ta
30epexxenns Kopucrysauem 130/ nepemanoro iiomy barkom,
a TakoX BignoBimampHOCTI KopucryBada 3a mopymieHHs
koHbineHmiiHoCTI 1301,

4.1.2.2. Jlis JloroBopy Takox po3MOBCIOKYEThCs Ha 130/,
mo crana Bigoma KopuctyBady y 3B’s3Ky 31 3AiMCHEHHSIM
BankoM cBo€l mismpHOCTI a00 HagBHICTIO MiX baHkom Tta
KopuctyBaueM neBHUX rocroapchbkux ado 1HIINX BIJIHOCHH,
110 PETYJIOI0THCS 3aKOHOAABCTBOM.

4.1.3. IPABA, OBOB’SA3KH TA BIAIIOBIJAJIBHICTD
CTOPIH

KpiMm mpaB, o000B’s3kiB Ta BiamosimaneHocTi CropiH,
BU3HAUeHUX IHauBigyanbHOO dYacTtuHOl J[loroBopy Ta
po3auiom «3. TIPABA, OBOB’ 3K TA
BIATTIOBIJAJIBHICTb CTOPIH (BAT'AJIbHI)» 3aranbaux
YmoB, CTOPOHM TaKOX JOMOBWJIMCH PO HACTYIIHE:

4.1.3.1. KopuctyBau 3000B’s13y€ThCH:

4.1.3.1.1.IIpoTaroM BChOT0 CTPOKY Aii Ta MPOTATOM 5-TH
HACTYNIHMX MOCJiIOBHHX POKIB micasi 3aKiHYeHHs1 Ail
Jorosopy (260 0ijb1I TPHBATIOr0 CTPOKY, IKIIO el CTPOK
creniaJibHO  BU3HAa4YeHO 3aKOHOJABCTBOM  CTOCOBHO
oxkpemux kareropii [30/1):

4.1.3.1.1.1.He posromomryBatu [30/] Tperim ocobam 130/, sik
BOHa BU3HaueHa y JloroBopi, 63 mucbMoBOi 3roju banky.
4.1.3.1.1.2. He nanaBaTu, He mpopaBatd TperiM ocobaMm, He
BimuyKyBaTH y Oyap-sikui iHmmi crocio 130/,

4.1.3.1.1.3. He BuxopuctoByBatu 130/ y Oyab-sxuii criocio,
odimiiHO He  Jo3BoyieHWH  baHKOM, 30Kpema  He
BUKOPUCTOBYBAaTH BHILE3a3HAUYEHY iH(POPMALIIO Yy BIACHHUX
iHTepecax abo inTepecax Tperix ocib.

4.1.2. SUBJECT MATTER OF AGREEMENT

4.1.2.1. The Agreement shall determine the procedure of use
and storage of Restricted information by the User transferred
to the User by the Bank and the User’s liability for violation
of confidentiality of such Restricted information.

4.1.2.2. This Agreement shall also cover Restricted
information which became known to the User in a result of
the Bank’s activities or existence of certain business or other
relations between the Bank and the User governed by Law.
4.1.3. RIGHTS, OBLIGATIONS AND
RESPONSIBILITY OF THE PARTIES

Except for the rights, obligations and responsibility of the
Parties set forth in the Individual part of the Agreement and
Section 3 (RIGHTS, OBLIGATIONS  AND
RESPONSIBILITY OF THE PARTIES) of the General
Conditions, the Parties agree on the following:

4.1.3.1. The User shall undertake:

4.1.3.1.1. within the term of the Agreement and during 5
years thereafter (or during the longer period if
specifically stipulated by Legislation in relation to certain
categories of Restricted information):

413111 not to disclose Restricted information
determined in the Agreement to Third parties without the
Bank’s written consent.

413112. not to provide, sell or alienate Restricted
information to Third parties in any other way.

4.1.3.1.1.3. not to use Restricted information in any manner
not officially permitted by the Bank, in particular, not to use
information above for personal purposes or for the benefit of
Third parties.

4.1.3.1.1.4. to ensure fulfillment of the requirements to the
mode of access, processing and protection of Restricted




4.1.3.1.1.4. 3a0e3neuyBaTd BUKOHAHHS BUMOT IIOJI0 PEKUMY
moctymy, 00poOkm Ta 3axucry [30]l, Bu3HaYCHHX
3akoHOmaBCTBOM Ta baHKOM, 30KpeMa BUMOTH:

» 3axony Ykpainu «[Ipo OaHku i OaHKIBCBKY IISTIBHICTB» —
CTOCOBHO 0AHKIBCHKOI TAEMHHUIII;

» 3akoHy Ykpainu «[Ipo 3axXuCT MEpCOHATBHUX HaHUX» —
CTOCOBHO TEPCOHAIBHHMX JaHWX, HAJaHUX baHKOM
Kopucrysauy;

» 3akony Ykpainu «[Ipo uiHHi nanepu ta GOHIOBUI PHHOK
— CTOCOBHO 1HCakaepchKoi iHpopMarrii.

4.1.3.1.1.6. He momyckaTh HECaHKIIOHOBAHOTO JIOCTYILY IO
30/ wHeynoBHOBaxkeHHX 0ci0 3 wuymciaa 3alydeHHX
KopucryBauem  Oci6 / 3anyuenux  KopucryBauem
(3oBHiImHEBOIO cTOpoHOIO) Ocid, a Takoxk Tpetix oci0d
BHACITiIOK He3a0e3neueHHs HaJISKHUX 3aXO0/iB
30epiranns/pexxumy 30epirands [30Jl, HEBXKUTTS IHIIMX
3axoniB oOmexeHHs poctymy nmo IBO/l, sxi KopucryBau
TTOBHHEH BXXHUTH 3 METOIO BUKOHAaHHS yMOB /[oroBopy.
4.1.3.1.1.7. Y CcTpOK, KM € MiHIMaJIbHO MOXIIUBUM, ajic HE
Oinpmie 24 ToaWH 3 MOMEHTY HACTaHHS IMOAii, iHPOpMyBaTH
bank nipo Bci moii, moB’s3aHi 3 pakTamMu pO3TONIONIEHHS 200
nopyueHHs koHdpiaeHmiinocti [30/.

4.1.3.1.1.8. Sxmo KopucryBau € «30BHIIIHBOIO CTOPOHOIO»,
JOTPUMYBATHUCS Bumor 1010 3a0e3meyeHHs
iHgopmaniiiHoi 0e3nexn 30BHIIIHBO10
croponolo/3anyyenorw  KopucryBauem (30BHIIIHBLOIO
cTopoHo10) Ocobdoro (3riguo 3 m.m.4.1.5. 3aransHIX YMOB).
4.1.3.1.2. 3abe3neuynTH HEPO3TONIOMIEHHS  3aTy4eHOI0
KopucryBauem Ocoboto BuMoOr 3azHaueHux y m. 4.1.3.1. (3

mignyakramu)3aranbHux  YMmoB  (IlyOmiuvHoi  wactuHUM
Horogopy).
4.13.1.3. Sxio KopucryBau € «30BHIIIHBOIO

CTOpOHOIO»,Takuii KopuctyBau 3000B’s13y€ThCsl 3a0€3MCUNTH
Hepo3sroJyomenHs 3anydeHoto KopucrtyBauem (30BHIIIHBOIO
cropoHoto) OcoGoro BuMmor, 3azHaueHux y . 4.1.3.1. (3
miamynkramu) 3aranpHux  YmoB  ([lyOmiyHOoi yacTuHH
JoroBopy),a Takox 1oBecTH BUMOTH [loroBopy A0 KOXHOT
3anyuenoi KopuctyBauem (30BHiIHBOIO cTOpOoHOI0) Ocobw,
HUISIXOM i ITMCAHHS 3anyueHor0 KopucryBauem
(3oBHIIIHBOIO CTOPOHOIO) Oco0or0 Ocodncrux
3000B’s13aHb 32 3pa3koM, HaBeneHuM y Jomatky Ne 1 no
InnuBinyansHOi yacTunu JJorosopy.

4.1.3.1.4. Y cTpok, SKHll € MiHIMAIbHO MOXIIMBUM, ajlie HE
OinpIe 5-Tu poOOYMX HIB MICIS 3aKiHYEHHS CTPOKY i abo
NpUIMHEHHS JJoroBopy, a TaKOK MiCJisl OTPUMAaHHS ITMCbMOBOT
BuMoru banky, moBepHyTH banky Hocii [30/1, He 3anumiatoun
y Kopucrypaua »oHuX Koriii (y TOMy YHCII €IeKTPOHHHUX ),
a TaKOXX BIATBOPEHb UM BUTSTIB 3 TIOKYMEHTIB, (aiiiiiB, JaHUX
TOIIIO, 5IKi 3a3HaueHi sk [30/].

4.1.3.1.5. 3abe3mevyBaTy HaJie)KHE 30€PEKEHHS HAJAHUX
Bankom mporpamHux 3aco0iB 1 He mepenaBaTH ix TpeTim
ocobawm;

4.1.3.1.6. cBoeyacHo iHpopmyBatn baHk mpo 3MiHH
MICII€3HAXO/PKEHHS, Tele(OHIB, MPI3BUIN BiINOBIIATHHUX
oci6 Tomro. OG0B’ A3K0BO BiAMIOBiAaTH Ha 3anmuTH baHKy Moo
HajaHHs  iHQopMmarii, sKa  BHKOPHUCTOBYETHCS  JUIS
onepatuBHOi B3aemozii 3 KopucryBauewm.

information determined by Legislation and the Bank, in
particular, the requirements of:

» Law of Ukraine ‘On banks and banking activities’ in relation
to banking secrecy;

» Law of Ukraine ‘On personal data protection’ — in relation
to personal data provided to the User by the Bank;

» Law of Ukraine ‘On securities and stock market’ — in
relation to insider information.

4.1.3.1.1.6. prevent unauthorized access to Restricted
information by unauthorized persons from among the User’s
involved persons / Persons involved by the User (External
party) and Third parties resulting from failure to ensure
proper storage measures/conditions for  Restricted
information, failure to implement other measures to restrict
access to Restricted information to be taken by the User in
order to fulfill the terms and conditions of the Agreement.
4.1.3.1.1.7. to notify the Bank of all events related to
disclosure or breach of confidentiality of Restricted
information as quickly as possible but not more than within
24 hours from occurrence of such event.

4.1.3.1.1.8. If the User is an External party, to meet the
Requirements to information security to be provided by
the External party / Person involved by the User
(External party) (in accordance with clause 4.1.5. of the
General Conditions).

4.1.3.1.2. to ensure non-disclosure of the requirements
stated in clause 4.1.3.1. of the General Conditions (Public
part of the Agreement) by the User’s involved person.
4.1.3.1.3. if the User is an External party, such User shall
undertake to ensure non-disclosure of the requirements stated
in clause 4.1.3.1. (with sub-clauses) of the General
Conditions (Public part of the Agreement) by the Person
involved by the User (External party) and also bring the
requirements of the Agreement to knowledge of each Person
involved by the User (External party) by way of signing the
Personal Commitments by the Person involved by the
User (External party) in a form given in Annex 1 to the
Individual part of the Agreement.

4.1.3.1.4. to return all media with Restricted information
without no copies being kept by the User (including in an
electronic form) and reproductions or extracts from
documents, files, data etc. marked as Restricted information
as quickly as possible but not more than within 5 business
days upon expiry or termination of the Agreement and also
after receipt of the Bank’s request.

4.1.3.1.5. to ensure proper security of software applications
provided by the Bank and not to transfer the same to Third
parties;

4.1.3.1.6. to notify the Bank immediately of the change in the
location, telephones, surnames of responsible persons, etc; to
reply to the Bank’s requests as to provision of information
used for immediate cooperation with the User.

4.1.3.1.7. The User shall have no right to copy and/or
distribute, transfer software and other intellectual property of
the Bank obtained in a result of fulfillment of the Agreement
to Third parties.

4.1.3.2. The User shall have the right:




4.1.3.1.7. KopucTtyBad He Mae IpaBa Ha KOIIIOBaHHS Ta/abo
PO3IOBCIO/IKEHHS, [IepeAaBaHHs TPETiM 0cobaM MpOorpaMHo-
TEXHOJIOTIYHOTO 3a0e3NedeHHs Ta IHIMUX OO EKTIB TIpaBa
IHTEJIEKTyaJIbHOI BJIACHOCTI baHKy, oTpuMaHuX y 3B’S3Ky 3
BUKOHAHHSIM J{0oroBopy.
4.1.3.2. KopuctyBau Ma€ npaso:
4.13.2.1. BuxopucroByBatu 130J[ 'y 3B’s3ky 3
YCTaHOBJICHHSM [IJIOBUX BIJHOCHH/CHIBOpAIll YW IHIINX
BiHOCUH 3 baHKOM y cmocib, y Mexax Ta 3 METO, IO
odimiiHO K03BOJIeHI baHKOM.
4.1.3.2.2. HapmaBatu [30][ ymoBHOBaXX€HHM JEp>KaBHUM
opraHam Ha iX MHUCHMOBUH 3alTUT HaJISKHOI (POPMHU BUKITIOUHO
y Meax Ta BUMNaJKax, nepeadadyeHnx 3akoHoaaBcTBOM. [1po
KOKHHI BHIAJOK OTPUMaHHS 3amuTy Ha po3kputts [30[]
KopuctyBau moBMHEH He mi3Himie 24 TOAWH 3 MOMEHTY
OTPUMaHHsI 3allUTy HAlpaBUTH BiJNOBiJHE MHCEMOBE
MoBiToMIIeHHS baHKy.
4.1.3.3. bank Mae npaBo:
4.1.3.3.1. 3pilicHIOBaTH ayAWT Ta MOHITOPUHT JisSUIBHOCTI
KopucryBaua, noB’s3anoi 3 goctynom o 130/1.
4.1.3.3.2. BHOCcHTH 3MiHH a0 [lybmiunoi wacturm J{oroBopy
(3araibHuX YMOB) y HOPSIKY, BH3HAUECHUX poO3AUIoM «14.
3MIHA TA PO3IPBAHHA JOI'OBOPY /
3AT'AJIBHUX YMOB» 3aranbHux YMoB.
4.1.3.4. BinnoBinaasHicTs CTOpiH:
BianosiganeHicth CTOpiH BU3HAYAETHCS [HIUBIAYaTBHOIO
gactuHOIO JloroBopy, myHKTOM 4.1.3.4.(3 WiAITyHKTaM™H)
3aranpHnx YMOB, posainom «3. [IPABA, OBOB’A3KU TA
BIATTIOBIJAJIBHICTD CTOPIH (BAT'AJIbHI)» 3aranbaux
YMOB Ta 3aKOHOJAaBCTBOM.
4.1.3.4.1. 3a neBukoHaHHA a00 HEHAJIE)KHE BUKOHAHHS CBOIX
3000B’3aHb ofHi€I0 13 CTOpiH, nependauenux JJoroBopom ta
3akoHOJaBcTBOM, BMHHAa CTOpOHa Hece BiAMOBINAIBHICTD
3TiHO 3 yMOoBaMu J{oroBopy Ta 3aKOHOJaBCTBOM.
4.1.3.4.2. CropoHa, sika mopymwia 3000B’A3aHHS, B3STI Ha
cebe 3a JloroBopom, MOBHHHA YCYHYTH IIi MOPYIICHHS B
HaUKOPOTILIUN CTPOK.
4.1.3.43. Cmnara mrpadHux caHkuiil (meni/mrpady) He
3BUIbHsI€ CTOPOHU BiJl BAKOHAHHS JIOTOBIPHUX 3000B’3aHb.
4.1.344. KopucrtyBau  Hece  BiANOBIJANBHICTh 32
HeBUKOHaHHA BUMOT 1.4.1.3.1. (3 migmyHKTamMu) 3araabHHUX
YwmoB (ITy6aiunoi wactinau JJoroopy).
4.1.3.4.5. SMxmo Kopucrysau HE € «30BHilIHBLOIO
CTOPOHOI0», 32 HEBUKOHAHHS/HEHAJIIEKHE  BHKOHAHHS
KopucryBauem Bumor mn. 4.1.3.1. 3aragpHux VYMOB
(ITy6miunoi  wactuam  JloroBopy), KopuctyBad Hece
BiJNOBIAAJIbHICTh Y PO3MIipi BH3HAYEHOMY |HAMBIiTyanbHOIO
yactuHolo JloroBopy. baHk Mae mpaBo 101aTKOBO BUMaratu
BimmkoyBanHs KopuctyBauem y moBHOMY 00CsI31 30HMTKiB
3apnanux KopucrtyBauem bBaHKy HUISIXOM pPO3TOJIOUICHHSM
130/ abo mopymenHsM Bumor 11. 4.1.3.1.2. 3aransHux YMoB
(TTy6uiunoi yactuan JOroBOPY) CyMa SIKMX BH3HAYAETHCS 32
3rogoto CtopiH abo pilIeHHAM CYIY.
4.1.3.4.6. ko KopucrtyBau € «30BHIIIHbOIO CTOPOHOIO) i
NPpH UHOMY He 3ilCHIOE | He 3000B’A3aHMIl 3iliCHIOBATH,
BiAmoBiAHO 10 3arajbHUX YMOB, 3ajy4yeHHs 3ajyyeHoi
KopuctryBayem (30BHimIHBOIW0 cTOpOoHOW) Ocodm, 3a

41321 to use Restricted information to establish
relations/cooperation or other relations with the Bank in a
manner, to the extent and for the purpose officially permitted
by the Bank.

4.1.3.2.2. to provide Restricted information to the authorized
governmental bodies upon their proper written request to the
extent and in cases stipulated by Legislation. The User shall
be obliged to notify the Bank in writing of each request for
disclosure not later than 24 hours from receipt of such
request.

4.1.3.3. The Bank shall have the right:

4.1.3.3.1. to audit and monitor the User’s activity related to
access to Restricted information.

4.1.3.3.2. to amend the Public part of the Agreement
(General Conditions) as stipulated by Section 14
(AMENDMENTS AND TERMINATION OF THE
AGREEMENT / GENERAL CONDITOINS) of the General
Conditions.

4.1.3.4. Responsibility of the Parties:

Responsibility of the Parties shall be determined by the
Individual part of the Agreement, clause 4.1.3.4 (with sub-
clauses) of the General Conditions, Section 3 (RIGHTS,
OBLIGATIONS AND RESPONSIBILITY OF THE
PARTIES) of the General Conditions and Legislation.
4.1.3.4.1. for failure or improper fulfillment of its obligations
by one of the Parties stipulated by the Agreement and
Legislation  the guilty Party shall be responsible in
accordance with the terms and conditions of the Agreement
and Legislation.

4.1.3.4.2. The Party in default of obligations hereunder shall
be obliged to remedy such violations as soon as possible.
4.1.3.4.3. Payment of penalties (fines) shall not release the
Party from fulfillment of its contractual obligations.
4.1.3.4.4 The User shall be responsible for failure to fulfill
the requirements of clause 4.1.3.1. (with sub-clauses) of the
General Conditions (Public part of the Agreement).
4.1.3.4.5. IF the User is NOT an External party, for
failure/improper fulfillment of the requirements of clause
4.1.3.1. of the General Conditions (Public part of the
Agreement) by the User, the User shall be responsible to the
extent determined by the Individual part of the Agreement.
The Bank shall have the right to require further
reimbursement of losses caused by the User to the Bank in
full due to disclosure of Restricted information or breach of
the requirements of clause 4.1.3.1.2. of the General
Conditions (Public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.
4.1.3.4.6. If the User IS an External party and does not
involve and is not obliged to involve the Person involved
by the User (External party) in accordance with the
General Conditions, for failure /improper fulfillment of the
requirements of clause 4.1.3.1. of the General Conditions
(Public part of the Agreement) by the User, the User shall,
within 10 calendar days from receipt of the written request
from the Bank, pay the penalty in the amount of UAH
100 000, 00 for each violation unless other amount of penalty
is stipulated in the Individual part of the Agreement.




HEBUKOHAHHS/HEHaJNIe)KHE BUKOHaHHS KopucryBadem BUMOT
n.4.1.3.1. 3araneaux Ymos (Ily6niunoi wactunu JJorosopy),
KopucryBau mnpotsrom 10-TM KajleHZapHUX IHIB 3 JaTH
OTpHUMaHHS TUCEMOBO1 BUMOTH banky, crutadye banky mrpad
y posmipi 100 000,00 rpuBeHb 3a KOXHHUH BHIAJIOK
NOPYLICHHSI, SIKIIO iHIWH po3Mmip mTpady He mependavyeHo
[anuBinyansHOI0O YacTrHOO J{oroBOpY.

Kpim Ttoro, bamk wMae mpaBo JOJATKOBO BHUMaraTH
BimmkonyBanHs KopuctyBauem y moBHOMY 00CsI3i 30HMTKiB
3apmannx KopucryBauem baHKy HUIAXOM pO3TONOIICHHSM
30/l a6o mopymenusm Bumor 1. 4.1.3.1. 3aranpHNX YMOB
(ITy6miunoi yactuan JloroBopy) cyma sIKMX BU3HAYAETHCS 32
3romoto CtopiH abo pillIeHHAM CYy.

4.1.3.4.7. Sxmo KopuctyBad € «30BHIllIHH0I0 CTOPOHOIOY, i
Npu UbOMY 3AiliCHIOE a00 3000B’si3aHmWii 3xilicHUTH,
BiANOBiAHO 10 3arajbHUX YMOB, 3aj0y4YeHHS 3ajyuyeHoi
KopuctryBauem (30BHiIHBbOIO cTOpoHOIW) Ocodu 3a
HEBUKOHAHHS/HEHAIE)KHE BUKOHAHHA KopucryBauem BuUMOT
. 4.1.3.1. 3araneaux YMmoB (I1yoniunoi yactunu Jlorosopy),
KopuctyBaa mnpotsrom 10-Tm kameHmapHUX [HIB 3 JaTH
OTpUMaHHS TUChMOBOI BUMOTH baHky, crmauye banky mrpad

y po3mipi 100 000,00 rpuBeHb 3a KOXHHUH BHUIAJIOK
MOPYIIEHHS.
Kpim Toro, bank wMae mpaBo [0OIaTKOBO BHUMAaratu

BimmkoxyBanHsi KopucrtyBauem y moBHOMY 0OO0CsI31 30HMTKiB
3apgannx KopucryBadem BaHKy UIISIXOM PO3TOJOMICHHIM
I30/1 abo mopymenusm Bumor 1. 4.1.3.1. 3aranpHNX YMOB
(ITy6uivnoi yactuHU J[OrOBOPY) CyMa SIKMX BH3HAYAETHCS 32
3rosior0 CTopiH a0o pillieHHSIM Cyy.

4.1.3.4.8. Koxna i3 CTopiH Hece BiINOBiNaNbHICTH 32 300i B
00OMiHi iH(OopMaIIi€to, BUKIIMKaHI HAaBMUCHHMH,
HEOOEPEeKHUMH 200 HEKOMITIETCHTHUMH JisIMU X IIEPCOHAIY.
4.1.4.CTPOK JIi JOTOBOPY TA TOPSJOK MO0
PO3IPBAHHA

4.1.4.1. Crpok nii JoroBopy cknagae OUIBIINK i3 BKa3aHUX
HWDKYE TIePIOJIiB:

4.1.4.1.1. 5 pokiB 3 matu HaOyTTs yuHHOCTI JloroBopy mus
KopucryBaua, abo

4.1.4.1.2. Sxmo KopucryBau € «30BHILIHBOK CTOPOHOIO»,
nepiof 3 Aatu HaOyTTs unHHOCTI Jlorosopy juis Kopucrysaya
1 JT0 3aBEPILIEHHS 5-TH MTOCIIJOBHUX POKIB 3 IaTH MTPUITHHEHHS
Horoopy 3a sxum KopuctyBau Hamae banky mnocmyru,
MIOCTABJISIE TOBAPH, BUKOHYE pOOOTH.

4.1.4.2. lorosip moxe OyTu posipBaHuii 3a 3rofot CTopiH
abo 3 iHimiaTuBM baHKy B OJHOCTOPOHHBOMY IOPSIIKY
[IISIXOM HaJCUIAHHS BIJIIOBIAHOIO ITMCHEMOBOTO
nosigomienHs: Kopucrysauy.

4.1.4.3. IniuitoBanHs poszipBaHHs [loroBopy 3a iHILIaTHBOIO
KopucryBaua MoOXIMBE TIUIBKM 32 YMOBH, SKIIO Yy
KopucryBaua nemae 3aboproBaHocti mepen bankom 3a
HorosopoMm. 3aboprosanictio KopucryBaua € HecmiaueHi
mrpadHUX CaHKIlT, 30MTKH BiIOBIAHO 10 JloroBopy.
4.1.4.4. PozipBanus JJoroBopy, y TOMy 4HCIIi 3a iHII[IaTHBOIO
banky, He 3BinbHse KopucryBaua Bimg 000B’A3KYy CIUIATHTH
3a00proBaHiCTh, 110 BHHMKIA mpoTsrom nii JoroBopy B
MMOBHOMY 00CsI31.

In addition, the Bank shall have the right to require further
reimbursement of all losses caused by the User to the Bank
in a result of disclosure of Restricted information or breach
of the requirements of clause 4.1.3.1. of the General
Conditions (Public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.
4.1.3.4.7. If the User IS an External party and involves or
is obliged to involve the Person involved by the User
(External party) in accordance with the General
conditions, for failure /improper fulfililment of the
requirements of clause 4.1.3.1. of the General Conditions
(Public part of the Agreement) by the User, the User shall,
within 10 calendar days from receipt of the written request
from the Bank, pay the penalty in the amount of UAH
100 000, 00 for each violation.

In addition, the Bank shall have the right to require further
reimbursement of all losses caused by the User to the Bank
in a result of disclosure of Restricted information or breach
of the requirements of clause 4.1.3.1. of the General
Conditions (Public part of the Agreement), which amount is
determined as agreed by the Parties or by a court decision.
4.1.3.4.8. Each of the Parties shall be responsible for
information exchange interruptions caused by willful,
negligent or unqualified actions of their personnel.
414. TERM OF THE AGREEMENT AND
TERMINATION

4.1.4.1. The term of the Agreement shall be the longest of the
periods stated below:

4.1.4.1.1. 5 years from the effective date of the Agreement
for the User or

4.1.4.1.2. If the User is an External party, from the effective
date of the Agreement for the User and till expiry of 5
consecutive years from the date of termination of the
Agreement in accordance with which the User provides
services, goods, works to the Bank.

4.1.4.2. The Agreement may be terminated upon agreement
between the Parties or the Bank’s initiative unilaterally on a
basis of the relevant written notice sent to the User.

4.1.4.3. The User may initiate termination of the Agreement
provided that the User has no amounts outstanding before the
Bank under the Agreement. The User’s debts shall include
penalties, fines and losses unpaid under the Agreement.
4.1.4.4. Termination of the Agreement, including upon the
Bank’s initiative, shall not release the User from its
obligation to pay all debts arisen during the term of the
Agreement.

4.1.4.5. Expiry of the Agreement shall not release the Parties
from fulfillment of their obligations stipulated by the
Agreement and for failure or improper fulfillment thereof
during the term of the Agreement.

4.1.4.6. The Agreement shall terminate in case of liquidation
of the Bank or the User Kopucrysaua.

ITS




4.1.4.5. 3akimdyenas crTpoky mii JloroBopy HE 3BUIBHSE
CropoHu BiJ BHKOHaHHS Bcix mnepenbaueHux JloroBopom
3000B’s3aHb Ta BiJ BiAMOBINAIHHOCTI 32 HEBHKOHAHHS YU
HEHaJIS)KHE BUKOHAHHS 3000B’s13aHb B mepioA mii JloroBopy.
4.1.4.6. iz JoroBopy npunuHseTsCS y pasi JikBigawii banky
yu KopucryBaya.

4.1.5. Bumoru mono 3a0e3medyeHHsi iHdopMauniiiHoi
Oesmekn  30BHIIIHBOIO CTOPOHOIO /  3adydeHOl0
KopucryBadem (30BHIIIHB0I0 cTOPOHOI0) Ocob010

4.1.5. Requirements to information security to be ensured
by the External Party / Person involved by the User
(External party)

Tepminu Ta MOHATTH:

Bbank — AT «OTII BAHK»;

Horosip — Jlorosip mpo Hepo3royomeHHs iHpopMarii 3
00MEKEHHM JOCTYIIOM, SIKUH CKIafaeThes 13 [HauBiMyanpHOT
gyactuan JloroBopy Ta IlyGmiunoi wacturm J[loroBopy
(3arampHi YMOBH), yrinaaeHnin CTOpoHaMH.

Jorosip npo HagaHHs MOCJIYT — JOTOBIp, IO YKIAAAETHCA
Mik baHkoM Ta 30BHIIIHBOI0 CTOPOHOIO TIPO HaJJaHHS MOCIYT,
BUKOHAHHS poO0iT, TOCTaBKU TOBApY Y Tamy3i iHpopMariitHnx
TEXHOJIOT1H, OB’ I3aHMX 3 OAHKIBCHLKOIO JiSILHICTIO.

Ib — indopmarniiina 6e3mneka;

I30/I — indopmartist 3 0OMEKEHUM JTOCTYIIOM.
ABTeHTH(iKALiA KOpHCTyBaya — TIpoIeaypa MepeBipKH
BIJIIOBITHOCTI Tpea sIBJICHOTO i/leHTH(iKaTOpa KOpUCTyBadya

HA  TpeaMeT  HaNeXHOCTI  IIbOMYy  KOPHCTYBadeBi;
BCTaHOBJICHHS abo i ITBEPKEHHS CIPaBKHOCTI
KOpHUCTYBaua.

AyTcopcuHr — nepeaya 30BHIIIHINA CTOPOHI MEBHUX Oi3HEC-
¢dbynakmiit abo ckmamoBux Oi3Hec-mporecy baHky 3 MeToro
MiJBUINECHHS  MPOAYKTUBHOCTI  mpaii abo0  3HIKEHHS
c00iBapTOCTI MOCIYT.

Ayrcraddinr — BUBeIeHHs NepcoHaly 3a wTaT baHky, mo
nependavae BUKOpHCTaHHS baHKOM TOCIyr poOITHHKIB, sKi
IOPHINYHO € MPeJCTaBHUKAaMU 30BHIITHBOT CTOPOHHU.
BbankiBchka TaeMHHIA — iH(OpMAIliS MO0 MisUTEHOCTI Ta
(hiHaHCOBOTO CTaHy KIIi€HTa, sIKa CTaja BiJOMOIO OaHKy y
mpolieci 00CIyroByBaHHsS KJIIEHTA Ta B3a€EMOBIJIHOCHH 3 HUM
4K TpeTiM ocobaM IpH HaJaHHi ociyr 6aHky (3akoH YKpainu
«IIpo GaHkM 1 OAHKIBCBKY HisUTEHICTHY).

KopucryBau — Cropona 3a JloroBopom, Hajami TaKOX
30BHIIIHS CTOPOHA.

Bpa3auBicTh — HE3JJaTHICTH MPOTHUCTOSITHA peati3allii meBHOT
3arpo3u ad0 CYKYITHOCTI 3arpos.

JocTynHicTh — BIACTHBICTH peCypcy CHCTEMH OOpOOKH
iHopMmarllii, sika moJsArae B TOMY, IO KOPUCTyBaud i/abo
npolec, SKUH BOJIOJIE€ BIANOBITHMMHU ITOBHOBaKCHHSMH,
MOXK€E BHMKOPHUCTOBYBAaTH pecypc BIAMOBIIHO 10 TpaBHI,
BCTAHOBJICHHUX TIOJIITUKOI0 OE3MeKH, He OYIKYIOUYHM JOBIIE
3aJaHoro (Majioro) TPOMIKKY dacy, TOOTO Koiu BiH
3HAaXOAMTHCS y BUIJIAI, HEOOXiITHOMY KOPHCTYBadeBi, B
MicCIli, HEOOXI1JIHOMY KOPHCTYBaueBi, i B TOH 4ac, KOJIHU BiH
oMy HEOOXiTHUIMA.

3arpo3sa Ib — Oynp-axa obctaBuna ado moxis Ib, mo MoxyTsb
OyTH NMPUYMHOIO TIOPYIIECHHS MOJITHKK Oe3neku iHdopMmariii
abo HaHeceHHs 30uTKiB baHky.

3axucr inpopmanii — CYKYIIHICTb [IpaBOBUX,
aJIMIHICTPAaTHBHUX, OpraHi3amiiiHUuX, TEXHIYHUX Ta IHIIAX
3ax0J[iB, 10 3a0e3MmevyroTh 30epekeHHsI, IUIICHICTh

Terms and definitions:
Bank shall mean OTP BANK JSC;
Agreement shall mean the Restricted information agreement
consisting of the Individual part and Public part (General
Conditions) of the Agreement concluded between the
Parties.
Service agreement shall mean an agreement concluded
between the Bank and the External Party concerning
provision of services, fulfillment of works and delivery of
goods in the sphere of information technologies related to the
banking activities.
IS shall mean information security;
Restricted information shall mean information with limited
access.
User’s authentification shall mean the procedure of
verification of the user’s identifier to find that the user is its
holder; the procedure of authentification of the user.
Outsourcing shall mean assignment of certain business
functions or constituents of the business process of the Bank
to the External party in order to increase productivity of
labour or reduce cost of services.
Outstaffing shall mean exclusion of the personnel from the
staff of the Bank that implies the use of services of the
employees by the Bank who are legal representatives of the
External party.
Banking secrecy shall mean information in relation to
activity and financial position of the client which became
known to the Bank during provision of services to and
relations with the client or third parties during provision of
banking services (Law of Ukraine ‘On banks and banking
activities’).
User shall mean a Party to the Agreement, hereinafter also
referred to as the External party.
Sensitivity shall mean inability to resist to certain threat or a
range of threats.
Availability shall mean the feature of the resource of the
information processing system that implies that a user and/or
a process having relevant powers may use the resource in
accordance with the rules determined by the security policy
without waiting beyond the established time period, i.e. when
itisinaform, in a place and in a time necessary for the user.
IS threat shall mean any IS circumstance or event, which
may cause violation of the information security policy or
damage to the Bank.
Information protection shall mean the aggregate of legal,
administrative, organizational, technical and other
measures ensuring security, integrity of information and
proper access thereto (Law of Ukraine ‘On information™).




iHpopMarIlii Ta HAISKHANA MOPSIIOK MOCTYITy m0 Hel (3akoH
VYxpainu «IIpo indopmaniroy).

3oBHilIHsA cTOpoHA — (i3uuHi 0coOU Ta/abo BizuuHi 0OcOOH —
MIAIPUEMIT, Ta/ab0 IOPUANYHI 0COOH, SIKI HE acCOILIIOIOTHCS 3
bankom Ta 3amywarorbcsi baHkoM 10 BHKOHAHHS pOOIT,
HaJIaHHS MOCIYT, MOCTaYaHHS TOBApiB Ha MiJICTaBi JOTOBOPIB
[UBUIHHO-TIPABOBOTO (TOCHOJApChKOro) xapakrepy. Hamami
takoxx Kopucrygau.

3anyuyena KopucryBauem (30BHIIIHB010 cTOpOoHO0I0)Oco0a
— ¢iBduyHa o0co0a, fAKa € HaWMaHUM MPAIliBHUKOM
KopucryBaua (sikmii € 30BHINTHHOIO CTOPOHOIO), 3aIydeHa
KopuctyBauem, 1o y4acti y neperosopax 3 bankowm abo sika €
HaiiMaHuM mpauiBHUKOM KopucryBawa, ska y 3B’SI3Ky 3
BUKOHAHHIM CBOiX CITy>KOOBHX (ITOCaIOBHX) OOOB’A3KIB Mae
noctyn no 1301 banky, a Takox 3amydeHa KopuctyBauem
¢dizuuna ocoba, ska He mnepeOyBae 3 KopucryBauem y
TPYAOBHX BiHOCHWHAX, aie Mae goctym Ao I30/] banky Ha
YMOBaxX JIOTOBOPY MiAPSITy, JAOTOBOPY IOCIYT, aBTOPCHKHX
JIOTOBOPIB, TOILO, yKiIaaeHoro Mix KopucryBauem ta bankom.
OcoOuctri 3000B’s13aHHSI — NUCHBMOBUH JOKYMEHT, 3a
TunoBoto  ¢opmoro  baHky, mignucannii  3aydeHoro
KopucryBauem  (30BHImHBOIO  cTopoHOI0)  Ocoboro,
BIZIOBITHO [0 sikoro 3anydyeHa KopucryBadeM (30BHIIIHBOIO
ctopoHoto) Ocoba 3000B’SI3y€ThCS BHKOHYBAaTH BUMOTH
Horoeopy (JloroBopy mpo Hepo3roJiomeHHs iH(popmarii 3
00OMEXEHHUM JIOCTYIIOM).

InenTundikarop — yHikampHUI aTtpulOyr (iM’s1) 00’€kTa
(xopucTyBaya, IpoIiecy), M0 JO3BOJISE OTHO3HAYHO BUIIIATH
JaHUK 00’ €KT cepe MoJiIOHuUX.

Incaiinepcbka indopmanisa — HeonpwiIrOAHEHA iH(MOpPMAITis
PO eMiTeHTa, HOoro I[iHHI Mmanepu Ta MOXiJHi (IepUBaTHBH),
1110 TIepeOyBaroTh B 00iry Ha (OHIOBIH Oipi, a00 MPaBOYUHU
IOJI0 HUX, Y Pa3i SAKIO ONPUIFOJAHEHHS Takol iHdopmarrii
MOJK€ ICTOTHO BIUIMHYTH Ha BapTICTh IIHHUX TamepiB Ta
MOXITHUX (IepUBATHBIB), Ta SKa IMUISTA€ OMPHITIOIHEHHIO
BIJIMIOBIZIHO /10 BUMOT 3akoHOAaBcTBa. [H(popMallis 111010
OIIIHKM BapTOCTI IIHHUX TamnepiB Ta/abo (iHaHCOBO-
TOCIIOJIapCHKOTO CTaHy €MITeHTa, SKII0O BOHAa OTpPHMaHa
BUKIIIOYHO Ha OCHOBI ONpWIIOAHEHOI iH(opmalii abdo
iHpopMallii 3 IHMMX MyONIYHUX JKepell, He 3a00pOHEHUX
3aKOHOMABCTBOM, HE € IHCaHAepChKOI iHQOpMAIIi€ro.
Indopmariiss He BBaKa€TbCS 1HCAWAEPCHKOID 3 MOMEHTY il
OTIPHITFOTHEHHS BIAMOBIIHO 10 3ak0oHY (3akoH Ykpainu «IIpo
[iHHI Tarepy Ta GOHIOBUI PHHOKY).

Indopmaniiina 6e3nmexka baHky — cran iHpopmariii, B SKOMy
3a0e3neuyeThest 30epekeHHsT KOH(IACHIINHOCTI, MUTICHOCTI
Ta JOCTYNHOCTI iHQopmamii, a TakoX IUICHOCTI,
CIIOCTEPEKEHOCTI Ta KEPOBAHOCTI MPOLECIB i1 0OPOOKH 3riHO
3 BUMOTaMH, BU3HaYeHUMHU moJiTrkoro 1b banky.
Indopmaniiinuii pecype — Oyab-Ka CYTHICTb, 1[0 Ma€ JUIs
BaHKy iHHICTH 1 BIUIMBA€E HA BIACTUBOCTI Ta PiBEHb 3aXUCTY
i opmartii. 1o iHGopMaiLiiHUX pecypciB 30KpeMa HajIeKaTh:
BjIacHe iHQopMmallis, o0O0JagHAHHS, MPOrpaMHI pecypcH,
imKeHepHa iHpacTpyKTypa, iHpOpMaLiiiHi TOCIyrd Ta
CepBiCHM KHUTTe3a0e3MeUeHHs, TEPCOHAN, NPUYETHUH [0
00poOKu iH(popMaIlii TOIIIO.

External party shall mean physical and/or self-employed
persons not associated with the Bank and involved by the
Bank into works, services, goods supply under independent
contractor agreements, hereinafter also referred to as the
User.

Person involved by the User (External party) shall mean
a physical person employed by the User (being the External
Party), involved by the User into negotiations with the Bank
or the User’s employee having access to the Bank’s
Restricted information due to performance of his/her
official duties and a physical person involved by the User
having no labour relationship but having access to the
Bank’s Restricted information under the contractor, service,
authorship agreements etc. Concluded between the User
and the Bank.

Personal obligations shall mean a written document in a
form approved by the Bank and signed by the Person
involved by the User (External party) pursuant to which the
Person involved by the User (External party) undertakes to
fulfill all requirements of the Agreement (Restricted
information non-disclosure agreement).

Identifier shall mean a unique attribute (name) of the object
(user, process) allowing clear distinction of such object
from among similar ones.

Insider information shall mean non-public information
about the issuer, its securities and derivatives in circulation
at the stock market or deeds in relation to the same if
disclosure of such information may have significant effect
on the value of securities and derivatives and which is
subject to disclosure in accordance with the requirements of
Legislation. Information about assessment of the value of
securities and/or financial and economic position of t issuer,
if obtained only on the basis of the disclosure information
or information from public sources not prohibited by
Legislation, shall not be insider information. Information
shall not be considered as insider information from the date
of its disclosure in accordance with Law (Law of Ukraine
‘On securities and stock market’).

Bank’s information security shall mean the status of
information allowing to keep it confidential, integral and
available and also to keep the processing procedure integral,
observable and manageable in accordance with the
requirements set forth in the IS Policy of the Bank.
Information resource shall mean anything valuable for the
Bank affecting the features and level of information
protection. Information resources, in particular, include
information, equipment, program resources, engineering
infrastructure, information services and life support
services, personnel involved into information processing,
etc..

Information system (information technology system)
shall mean the organizational and engineering system
implementing the information processing technology using




Indopmaniiina cucrema (cucrema iHdopmManiiiHux
TEeXHOJIOTiii) — opraHizaliiiHO-TeXHiYHA cUCTeMa, B SKid
peani3yeTbes TEXHOJIOT1sI 00poOkm  iHboOpMamii 3
BUKOPHCTAaHHSM TEXHIYHHX 1 TIPOTpaMHHX 3ac00iB, 30KpemMa,
CABb, cuctemu 3B’s3Ky TOIIO.

Indopmanist — Oynp-siKi BiToMOCTi Ta/abo NaHi, sIKi MOXYTb
OyTH 30epekeHi Ha MaTepiaJbHUX HOCISX abo BimoOpakeHi B
eIeKTPOHHOMY  BUTJISAL (3akon Ykpainn «IIpo
iH(pOpMaLIiio®).

Indopmanisn 3 oOMexkeHHUM JOCTYNOM — BiJOMOCTi, IO
MICTSTh OaHKIBCHKY, KOMEPIIHY TaeMHHUIII, KOH(]iIEHIIiIHY,
iHCalaepchKy iH(pOpMaLlito, BIaCHUKOM SIKUX € baHk, a0o siki
€ TIpeaMeToM MpodeciiHOro, iIOBOrO, BHPOOHUYOTO,
KOMEpHiHHOTo Ta iHmWX iHTepeciB banky, iHQoOpMmaris, ska
CTOCYEThCs 311icHeHHs1 BaHkoM (iHaHCOBOTO MOHITOPUHTY, a
TAaKOX TEPCOHANBHI JaHi, CTOCOBHO SIKMX 3TiIHO 3
noJio’keHHsIMU 3akoHy Ykpainu «I[Ipo 3axucT mepcoHanbHUX
JaHUX» BaHK BUCTyMae y poji BOJOMAIIBIISL, PO3MOPSIHUKA
NepCOHANBHUX JaHuX abo y pomi TpeTboi ocobu. Ilepemnik
I30[] banky Tta mnopsmok 1i BU3HAYEHHS HAaBEACHO B
perynsTopHoMy JoKyMeHTI banky «IlomokeHHS Tipo
kiacudikaiiro iHndopMaliii Ta 3axomu MIOAO0 3a0e3MeUCHHS
3axXUCTy iH(OpMaIlii 3 0OMEKESHUM JTOCTYIIOM.

Innunent indopmauiiiHoi O0e3mexku — mosiBa OjaHiET abo
KUTbKOX HeOakaHux abo Henependadenux nouiid Ib, 3 sskumu
NOB’si3aHa 3HAYHA WMOBIPHICTH KOMIIpOMETAIil MpOoIeciB
0aHKIBCHKOI MisITFHOCTI Ta cTBOpeHHS 3arpo3 Ib.
Komepuiiina Taemunus — iHpopmariis, sika € CEKpeTHOI B
TOMY pO3yMiHHi, 1[0 BOHAa B I[UIOMY 4H B TEBHiH (opmi Ta
CYKYITHOCTI 1 CKIQJIOBUX € HEBIIOMOI® Ta HE €
JIETKOJOCTYITHOIO /ISl 0Ci0, sIKi 3BHYAfHO MAlOTh CHpaBy 3
BUJIOM iH(OpMALlii, 10 SKOTO BOHA HAJEKHTh, Y 3B S3KY 3 IIUM
Ma€ KOMEPIIIHHY IIHHICTh Ta Oyja MPeIMETOM aJeKBaTHUX
iICHyfounM O0CTaBMHaM 3aXO[iB MIOJO 30epekeHHs il
CEKPETHOCTI, BXXHUTHX OCO0OI0, 5K 3aKOHHO KOHTPOIIOE IO
inpopmarito. KomepriiiHolo TaeMHHICIO MOXYTh OyTH
BIJOMOCTI TEXHIYHOT0, OpraHi3aiifHoro, KOMepIiiHOTO,
BUPOOHUYOr0 Ta IHIIOTO XapaKkTepy, 3a BUHATKOM THX, SKi
BIJIMIOBIZIHO JI0 3aKOHY HE MOXYTh OYTH BiJTHECEHI JO
komepiiiHoi Taemuui (L{uBinbHUN KOIEKC YKpaiHu).
Koundinenniiina indopmania — inpopmamis npo ¢izndny
0co0y, a Takox iH(opMallis, TOCTYH IO SKOI OOMEXEHO
(hi3MUHOI0 200 FOPUIUIHOIO 0CO00I0, KPiM Cy0’€KTIB BIIQJIHUX
[IOBHOBA)KEHb. Kondinenmiiina iH(opMaItis MOXE
MIOITUPIOBATHCS 32 O2)KaHHAM (3roZ010) BiJIMTOBIIHOI 0cOOH Y
BU3HAYCHOMY HEIO TOPSAKY BIAMOBIIHO 10 TepeadadeHux
HEIO YMOB, a TAKOX B 1HIIMX BHIIA/IKaX, BU3HAYEHUX 3aKOHOM
(3akon Ykpainu «lIpo iHpopmarito»).

KondinenmiiinicTsh — BacTuBicTs iHbOpMAallii, Ka MOJISTAE B
ToMy, 10 iHQoOpMalis He Moxe OyTH OTpHUMaHa
HEaBTOPU30BAHMUM KOPHCTYBaueM 1/a00 mpouecoM.

IIpaBuna ingopmauiiinoi 0e3meKu — IPUMTUCH, IHCTPYKIIIi,
perjaMeHTH, BHUMOTHM, PEKOMEHJAIii 00 3a0e3redeHHs
Oesmeku iHdopmanii, IKi MICTATbCA Y CTaHAapTax YKpaiHu,
MDXHaApoIHUX craHgaprax cimerictea ISO/IEC 27000,
CTaHJApTax IUIATHKHUX CHCTEM, HAIlIOHANBHUX JTOKYMEHTaX

technical devices and software, in particular, Bank
Automatization System (BAS), communication system, etc.
Information shall mean any information and/or data,
which may be stored on material media or displayed in an
electronic form (Law of Ukraine ‘On information’).
Restricted information shall mean data containing
banking and commercial secrecy, insider, confidential
information owned by the Bank or being the subject matter
of the Bank’s professional, production, commercial and/or
other interests of the Bank, information concerning
financial monitoring carried out by the Bank as well as
personal data in relation to which the Bank acts as a holder,
controller or third party in accordance with the provisions
of the Law of Ukraine ‘On personal data protection’. The
list of Restricted information and the procedure for
determining the same shall be given in regulatory document
of the Bank ‘Regulation on classification of information
and measures ensuring protection of restricted information’.
Information security incident shall mean occurrence of
one or more uncontrolled or unforeseen IS events, which
are likely to compromise banking activity processes and
create IS threats.

Commercial secrecy shall mean information having
secrecy to the extent that it is, in whole or in a certain form
and in the entirety of its constituent elements is not known
and easily accessible for the persons usually dealing with
such kind of information it belongs to and in this context it
has commercial value and was the subject matter of
measures to maintain its secrecy taken by the person
controlling such information on legal grounds. Commercial
secrecy may include data of technical, organizational,
commercial, production and other nature except for those
which may not be referred to commercial secrecy (Civil
Code of Ukraine).

Confidential information shall mean any information
about a physical person and information with access
restricted by a physical person or legal entity except for
persons  with  authoritative  powers.  Confidential
information may be disclosed if so desired (agreed) by the
relevant person in a manner and under the conditions
prescribed and in other cases stipulated by Law (Law of
Ukraine ‘On information”),

Confidentiality shall mean the particular feature of
information; it means that information may not be obtained
by an authorized user and/or process.

Information security rules shall mean orders, instructions,
regulations, requirements, recommendations concerning
information security contained in the standards of Ukraine,
international standards ISO/IEC 27000, payment system
standards, national documents of other counties,
international scientific and research organizations and
professional unions.




IHIMAX KpaiH, MDKHAPOIHUX HAYKOBO-IOCHITHUX OpTaHi3aIii
Ta npodeciiinux 00’ €JHaHB.

IlepcoHajbHi AaHi — BiIOMOCTI 9YM CYKYITHICTh BiIOMOCTEH
mpo ¢izuyHy ocoly, sika imeHTH(iKOBaHa ab0 MOXxe OyTH
KOHKpeTHO ineHTu¢ikoBana (3akoH Ykpainum «IIpo 3axuct
NEePCOHANBHUX AaHuX»). Jlo KoH]ineHuiiHoi iHpopMalii mpo
¢izmuny oco0y Hamexarb, 30KpeMa, JMgaHi mpo Il
HAI[lOHAJBHICT,  OCBITY, CIMEHHHMHA CTaH, peiriiHi
NepEeKOHaHHs, CTaH 3J0POB’sl, a TAKOX aapeca, JaTa i MicIe
HapokeHHs (3akoH Ykpainu «IIpo iHdopmarriroy).
Cucrema aBTOMaTH3aNil 0aHKY — cucTeMa iHpopMaIiiftHIX
TEXHOJIOTIH, 0 BHUPINIyE 3a7adi aBTOMATH3allii 0aHKIBCHKOI
IisIbHOCTI  (Hampukian, cucrema «OnepaniiHuil  JIeHb
OanKy», cuctema «Kiment-bank» Tomro).

CnocrepesxkHicTb —  BJIAaCTUBICTH CHUCTEMH  OOpOOKH
inpopmanii, mo  03BoysAE€  (QiKCyBaTH  IisUIBHICTD
KOPHCTYBAUiB 1 MPOIIECiB, BAKOPUCTAHHS MMACUBHUX 00’ €KTIB,
a TaKoXX OJHO3HAYHO YCTAaHOBIIOBATH 1IEHTHU(IKATOPU
NPUYETHUX A0 TNEBHUX MOMAIH KOPUCTYBayiB i MpPOLECIB 3
METOI0 3armo0iraHHs TMOPYIIEHHS TMOMITHKH Oe3meku i/abo
3a0e3neueHHs BiANOBINANbHOCTI 3a MeBHi Iil.
Creranorpadisi — TaifHOKC, TPU SKOMY TOBiJOMIICHHS
3aK0/I0BaHE TAKUM YHHOM, IO HE BUTJIISIAE SIK ITOB1IOMIICHHSI.
Tperss cropona — ¢ismuna abo ropuUaMYHA 0C00a,
opraHizaiis, opraH Jep)KaBHOI BIagy TOIIO, SKI He
acouirooThes 3 bankom abo ocobamu, mo nepeOyBarOTh y
IinoBUX BimHOcWHAX 3 baHkoM y 3B’3Ky 31 3MiHCHEHHSM
OaHKIBCHKOI IiSJIBHOCTI.

HinichicTes indopmanii — BnacTuBicTh iH(pOpMAILi, sKa
momsArae B TOMy, ImO iHQoOpMamis He MOXe OyTH
Monu(ikoBaHa HEaBTOPH30BAaHWM KOpPHUCTyBaueM i/abo
TPOLIECOM.

HinicHicTh cCCTEMM — BJIACTUBICTH CUCTEMH, sIKa IOJISATAE B
TOMY, IIO JKOJIeH ii KOMIIOHEHT HE MOXE OYTH yCYHEHHIA,
Monu(ikoBaHUN a0 MONaHWH 3 TMOPYIICHHSM TOJITHKA
Oe3mnexu.

4.1.5.1. Bumoru ingopmaniiinoi 0e3nexun

4.1.5.1.1. Hoctyn 30BHILIHIA cTOpPOHI A0 iHpOpMAaLIHHUX
pecypciB Ta npuMinieHb baHky, Jie 1 pecypcH po3MillieHo,
HA/IA€ThCSl BUKITFOYHO 3 JI03BOJTY 1 B iHTepecax baHKy y 3B’ S3Ky
31 3MIMCHEHHIM HUM OaHKIBCHKOI IisJIBHOCTI.

4.1.5.1.2. 3aranpHOIO TiJICTaBOIO JJISI HAJaHHS JOCTYIY €
JloroBip mpo HagaHHs MOCHYT, YKiaaeHui Mik bankom Ta
30BHIIIHBOIO CTOPOHOIO.

4.1.5.1.3. YV Bunaumky, KO0 B TPOIECi MiITOTOBKH abo
BUKOHaHHS yMOB [loroBOpy Mpo HaJaHHS MOCITYT, 30BHIMIHS
CTOpPOHa OTPHUMYE MOKIUBICTH JocTymy a0 [BOJ Ta
iHpopmaLiiiHux pecypciB  baHky, 30BHIIIHS CTOpPOHA
3000B’s3aHa JOTPUMYBATHCh B XOJi CIIBPOOITHHIITBA 3
bankom BHMoOT 1010 KOHGQiAEHIIHOCTI Ta iHpOopMaIiiHOT
Oe3neku.

4.1.5.1.3.1. 3000B’s3aHHs 30BHINIHBOI CTOPOHHU OO
JOTPUMaHHS B XOJIi CIIBPOOITHUIITBA 3 baHKOM BHMOT 1010
KOH(]ineHUiHHOCTI Ta iHpopManiiiHoi Oe3mekn (iKCyrTbhCs
HIISIXOM yKiageHHs Jlorosopy.

4.1.5.1.3.2. Bumoru iHdopmamiiiHoi O€3MeKH  II0J0
30BHIIIHBOI  CTOPOHM  BU3HAUYAIOTHCS  PETYISITUBHUMHU

Personal data shall mean the data or the pool of data about
the physical person identified or identifiable (Law of
Ukraine ‘On personal data protection’). Confidential
information about the physical entity shall include, in
particular, nationality, education, marital status, religious
beliefs, health condition and place of birth (Law of Ukraine
‘On information™).

Bank’s automation system shall mean the system of
information technologies dealing with banking activity
automation (for example, Bank’s operating day, Client-
Bank systems, etc.).

Observability shall mean the feature of the information
processing system allowing to record activity of the users
and processes, use of passive objects and to expressly
determine identifiers of users and processes involved in
certain events in order to avoid violation of the security
policy and/or to ensure responsibility for certain actions.
Stenography shall mean the concealed writing when the
notice is coded in such a way that it does not look like a
notice.

Third party shall mean a physical person, legal entity,
organization, governmental authority etc. Not associated
with the Bank or persons in business relations with the Bank
resulting from banking activities.

Information integrity shall mean a feature of information
implying that information may not be modified by an
authorized user and/or process.

System integrity shall mean a feature of the system
implying that neither component may be removed,
modified or added in violation of the security policy.

4.1.5.1. Information security requirements

4.1.5.1.1. The External party shall be provided access to
information resources and premises of the Bank, where
such resources are placed, only with permission from and
in the interests of the Bank in connection with banking
activities.

4.1.5.1.2. The general ground for access shall be the Service
agreement concluded between the Bank and the External
party.

4.1.5.1.3. If during preparation or fulfillment of the terms
and conditions of the Service agreement the External party
gains the opportunity to access Restricted information and
information resources of the Bank, the External party shall
be obliged to meet the confidentiality and information
security requirements during cooperation with the Bank.
4.15.1.3.1. The External party’s obligations to meet the
confidentiality and information security requirements
during cooperation with the Bank shall be recorded in the
Agreement.

4.1.5.1.3.2. Information security requirements in relation to
the External party shall be determined by the regulatory
documents of the Bank (policies, regulations, rules,
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JOKyMeHTaMu  0aHKy  (MOJITHKaMH,  IOJIOKCHHIMH,
periaMeHTaMu, 1HCTPYKLISIMH, NOPAOKaMH TOIIO) II0J0
3a0e3neyeHHs iHpopMaIliitHOT Oe3MeKH 1 BKIYATh (ajie He
0OMEKYIOUHUCH):

» BusHaueHns [30]], mo € npeamerom J[oroBopy;

» uiHHiCTh Ui baHky Ta KOHQINEHUINHHICTH 3aTydyeHol
iHpopMarrii;

» BIAMOBiAaabHICTH Ta MAil 30BHIMIHBOI CTOPOHH IIOIO
3armo0iraHHs HECaHKIIOHOBaHOMY po3rojonieHH:o 130/1;

» TpaBo BIACHOCTI Ha 1HQOPMAIIIO Y TOMY YHCIi, MPaBO
IHTENEeKTyalIbHOI BIACHOCTI;
» I03BOJICHI  CIIOCOOH
croponoto 30/ banky;

» Tpoleaypy CIHOBIIIEHHS Ta 3BITYBaHHS NIOAO (aKTiB
posroJomieHHss abo mopymeHHs KoHgiaeHuniinocti [3O/]
banky.

» mepenik iHbpopMamiiHUX pecypciB baHky, 10 SKHX
HAIA€THCS TOCTYN 30BHIMIHIN CTOPOHI;

» crmoci0 Ta TepMiH HaJlaHHS JOCTYMy 30BHILIHIA CTOPOHI
no indopMaIifHuX pecypciB baHky;

» cnocid imeHTHdikanii  CcmiBpOOITHUKIB  3OBHINIHBOT
croponn, 3amyueHunx  KopucryBauem  (30BHIIIHBOIO
cropoHoto) Ocib, a TakoX TOPSAOK CaHKI[IOHyBaHHS,
Bepudikallii, meperasiay Ta CKacyBaHHA TpaB IOCTYITY JO
iHpopmaliiHux pecypciB banky;

» iHnumaeHtu Ib, MmO MOXYyTh MaTu Micle, Ta TOPSJIOK
pearyBaHHs Ha IHIUAEHTH;

BUKOPUCTAHHA 30BHIIIHBEOIO

» 3axomu Oe3lekd, sKi MarTh OyTH 3aCTOCOBaHi
30BHIIIHBOI0 CTOPOHOIO Ui 3axHUCTy iH(QOpMaliifHuX
pecypciB banky.

» 3axomu Oe3lekd, sKi MarTh OyTH 3aCTOCOBaHi
30BHIIIHBOI0 ~ CTOPOHOIO  JJS  3aXHCTy  BIACHHUX

iH(hOpMaLIIHHIX PecypCiB 3 METOI0 YHEMOXKIIMBIICHHS [IIKOIH
iHhopMarniiHuM pecypcam baHky.

4.1.5.1.4. Y Bumaskax, sKIIO MOCITYTH 30BHINTHROI CTOPOHHU:
» HanalThcd Ha yMoBax ayTcradinry;

» mnepenbavaroTh CTBOPEHHS OKPEMHUX POOOYHX MicCIlh abo

NPUCYTHICTh NIPEACTaBHUKIB 30BHIIIHBOI CTOPOHM Ha
teputopii bauky;

> HaJaHHA MIPEICTaBHUKAM 30BHIIIHBOT CTOPOHHU
BIIAJICHOTO  JIOCTYIy JI0 PEecypciB, pO3MIIIEHUX B

iHpopmalliiiHiii Mepexi baHKy, 10 MOMEHTY (aKTHYHOTO
HaJIaHHs JIOCTYyIy 3OBHINIHIA CTOPOHI /0 iHQOpMaIiitHuX
pecypciB baHky moBuHHI OyTH BHKOHAaHI TaKi yMOBH:

» mignucanHs 3amydeHoro KopucrtyBauem (30BHIIIHBOIO
ctoponoto) Ocoboro Ocobrctux 30008’ s3aHb;

» HajaHHS 30BHIIIHBOI CTOPOHOIO KIIoMoTaHHS (y ¢opmi
odimiliHoro nmcra) mono 3ade3nedeHHs ii MpeacTaBHUKAM
BiJIaJIeHOTO JIOCTYITY 1o iH(opMarliiiHux pecypciB banky abo
oprasizaifii poOOYMX MICI[b Ta HaJaHHA JOCTYIYy JO
CIy’)k0OBUX  NpuMilleHb baHky Ta  miATBEpIKEHHS
JOTpUMaHHA  mpaBwi  iH(opmamiiHoi  Oe3rmekn  Ha
KOMII FOTepax, 3 IKUX ii MpeICTaBHUKH ITi IKIIOYaTUMYThCS 10
iHpopMaLifHUX pecypciB OaHKY.
4.1.5.1.5. [IpencraBHUKH
30BOB’SA3AHI:

30BHIIHBOT CTOpPOHHU

instructions, procedures, etc.) related to information
security, including (but not limited by):

» determination of Restricted information being the

subject matter of the Agreement;

> value for the Bank and confidentiality of information

involved:;

> responsibility and actions of the External party to avoid

unauthorized disclosure of Restricted information;

» property right to information including intellectual

property right;

» permitted uses of Restricted information of the Bank by

the External party;

» procedure of notification and reporting in relation to

events of disclosure or violation of confidentiality of

Restricted information of the Bank.

> list of information resources of the Bank to which the

External party receives access;

» mode and the term of access to information resources of

the Bank granted to the External party;

» method of identification of the employees of the External

party, Persons involved by the User (External party) and the

procedure of authorization, verification, review and

cancellation of the rights of access to information resources

of the Bank;

» 1S incidents, which may occur, and the incident response

procedure;

» security measures to be applied by the External party to

protect information resources of the Bank.

> security measures applicable by the External party to

protect own information resources in order to make it

impossible to cause damage to information resources of the

Bank.

4.1.5.1.4. In cases when the External party services:

» are provided on an outstaffing basis;

> stipulate creation of separate working places or presence

of the External party’s representatives in the Bank;

» grant remote access to the External party’s

representatives to the resources placed in the information

network of the Bank till the actual access is granted to the

External party to information resources of the Bank the

following conditions shall be met:

» signing Personal commitments by the Person involved

by the User (External party);

> submission of an application (in a form of official letter)

for remote access to its representatives to information

resources of the Bank or arrangement of working places and

access to office premises of the Bank and confirmation of

observance of the information security rules when working

on the computers connected by its representatives to the

information resources of the Bank.

4.1.5.1.5. Representatives of the External party SHALL BE

OBLIGED:

4.15.1.5.1. to know and fulfill IS requirements related

thereto and determined by the Agreement, including when

working on the computers connected to information

resources of the Bank.




4.15.1.5.1. 3matm Ta BuUKOHyBaTH BuMoru Ib, mo ix
CTOCYIOThCS, BU3HaueHi JloroBopom, y TOMY 4YHCIiI Ha
KOMIT'IoTepax, 3 SKHX BiAOYBA€ThCSA MMAKIIOYCHHS [0
iHpopMaIiiHuX pecypciB OaHKY.

4.1.5.1.52. 3matu Ta BHUKOHYBAaTH BHUMOTH  UIOJIO
3abe3neucHHss pexuMmy koHpimenuiiHocTi [30[] bBanky,
Bu3HaueHi [loroBopom. He posromomryBatu I30/] (y Tomy
YUCNI BIIOMOCTI, MO MICTATh OaHKIBCHKY TA€EMHHIIIO,
KOMEpIIiiiHy TaeMHUIIO, KOH(DiIEHUIHHY Ta iHCAHAEpChKY
iHpopMarriro, mepcoHabHI AaHi KIIEHTIB Ta CIiBPOOITHHUKIB
banky), BmacHmkoMm skoi € baHk abo sKi € TpeaMeToM
npodeciiHOro, AIIOBOTO, BUPOOHUYOTO, KOMEPLIHHOTO Ta
iHIMX iHTepeciB baHky, sika Oymna qoBeAeHa NPEACTaBHUKY Y
BCcTaHOBIIeHOMY baHkoM mopsiky abo crana Bioma y 3B’ SI3Ky
3 BUKOHAHHSIM IIPEJCTaBHUKOM HOro 000B’sI3KiB.

4.1.5.1.5.3. He nmomyckaTH HECaHKIIOHOBAHOTO IIOCTYITY JO
30/l wHeynoBHOBaxkeHHX o0ci® 3 umcina 3adydeHHX
KopucryBauem (3oBHImHBOIO cTOpoHOIO) OcCib, a Takox
Tperix oci0 BHACTIIOK He3a0E3IMCUCHHS HAJICKHHUX 3aXOIiB
30epiranus/pexxumy 30epiranas [30]l, HEBXKUTTA IHIIMX
3axoniB oOMmexeHHs poctymy mo IBOJl, saxi KopucrtyBau
MOBMHEH BXXHUTH 3 METOIO BUKOHAHHS yMOB J[oroBopy.
4.1.5.1.5.4. CBoevacHO Ta y MOBHOMY OOCSI3i BHKOHYBaTH
3aX0/U, BH3HAYEHI BankoM, L0110 3aro0iraHus
HECaHKI[IOHOBaHOTO  Joctymy A0 I30J, Oe3me4yHoro
BUKOpUCTaHHS Ta 30epekeHHs iHPOpMaliiiHUX pecypciB
banky, sxi Oynmu HajgaHi 30BHIIIHIA CTOPOHI Yy 3B’S3Ky 3
BUKOHAHHSIM J[oroBopy.

4.1.5.1.5.5. iz uyac mnepeOyBaHHs Ha TepuTOpii baHky
BUKOHYBATH JJOBE/ICHI 10 PEeICTaBHUKA 30BHIIIHBOI CTOPOHH
NpaBWja BHYTPIIIHBOTO PO3MOPSIKY Ta PEKHUMY O€3MeKH
banky.

4.1.5.1.5.6. 3natu nepenik iHpopMariiiHux pecypciB banky,
O SIKUX TPEACTABHUKY 3OBHIIIHBOI CTOPOHM HAaTaeThCs
JOCTYTI, @ TAKOXX J03BOJIEHI METOAN Ta PErjaMeHT JIOCTYILY,
BKIIIOYAIOYM TEPMiHM TOYAaTKy HAJaHHS Ta MPUIHHCHHS
JOCTYTIY.

4.1.5.1.5.7. 3Hatu Ta BUKOHYBaTH BUMOrM baHKy w0iono
J103B0JTy 200 3a00pOHHU 3IHCHEHHSI 30BHIIIHBOK CTOPOHOIO
NpOIIeCiB YNpaBlIiHHA 3MiHaMH 1H(OpPMANIHHUX pecypciB
banky  (OHOBIEHHS ~ NPOTPaMHOrO  Ta  ANapaTHOTO
3a0e3rneyeHHs, 3MiHAa KoHQirypamii 3aco0iB  00poOku
iHpopMallii TOIIO) Ta KepyBaHHS BPA3IMBOCTAMHU (y TOMY
YHCIi, BUMOTH IIOJNO 3AIHCHEHHS MPOLECY CKaHyBaHHS
pecypciB  iHpopMmamiitHOT  Mepexi, MITPUMKa  SKHX
3IIHCHIOEThCS HA YMOBaxX ayTCOPCHHTY), a TaKOX TOPSIOK
BUKOHAHHS TakuX [id, IO CTOCYIOThCS MpeACTaBHUKA
30BHIIIHBOI CTOPOHU (y BUNAJIKY HASBHOCTI BiJIOBiJHOTO
JTIO3BOY).

4.1.5.1.5.8. BukonyBatu BUMOTHM baHKy, SIKi CTOCYIOTBCS

MPEJICTABHUKIB 30BHIIIHBOT CTOPOHH, CTOCOBHO
ineHtudikamii Ta aBTeHTUIKALii Mg Yac 3AIMCHEHHS
JoriyHOrO  JocTyny 1o  iHdopmamiiHOi Mepexi Ta

iHpopmauLiiHux cucteM baHky (30kpemMa BHMOTH ILOJO
3aCTOCYBaHHS YHIKaJbHUX 1JeHTU(IKATOpiB Ta MapoJiB
JIOCTYITY).

4.15.1.52. to know and fulfill the requirements to
confidentiality regime in relation to Restricted information
of the Bank determined by the Agreement; not to disclose
Restricted information (including data containing banking
secrecy, commercial secrecy, confidential and insider
information, personal data of the clients and employees of
the Bank) owned by the Bank or which are the subject matter
of the professional, business, production, commercial and
other interests of the Bank brought to the representative’s
knowledge as determined by the Bank or known to the Bank
due to performance of duties by its representative.
4.15.1.5.3. prevent unauthorized access to Restricted
information by unauthorized persons from among Persons
involved by the User (External party) and Third parties due
to failure to take proper measures for storage/storage regime
in relation to Restricted information, failure to take other
measures in order to restrict access to Restricted information,
which the User should take to fulfill the terms and conditions
of the Agreement.

4.1.5.1.5.4. to take timely measures to the fullest extent set
by the Bank to avoid unauthorized access to Restricted
information, secure use and storage of information resources
of the Bank granted to the External party due to fulfillment
of the Agreement.

4.1.5.1.5.5. to fulfill the internal code of conduct and security
regime of the Bank when being in the premises of the Bank
it has been informed of.

4.1.5.1.5.6. to know the list of information resources of the
Bank to which the External party’s representative is granted
access and also the permitted methods and access rules
including the start and termination of access.

4.1.5.1.5.7. to know and fulfill the requirements of the Bank
related to access or prohibition to carry out the processes
managing the changes in the information resources of the
Bank by the External party (hardware and software update,
change in the configuration of the information processing
equipment, etc.) and sensitivity (including requirements to
scanning of the information network resources supported on
an outsourcing basis) and the procedure of performance of
such actions related to the representative of the External
party (in case of the relevant permit).

4.1.5.1.5.8. to fulfill the requirements of the Bank related to
the External party’s representatives concerning identification
and authentification during logic access to the information
network and information systems of the Bank (in particular,
requirements to unique identifiers and access passwords
used).

4.1.5.1.5.9. to return all media with Restricted information to
the Bank owned or disposed of by the Bank, upon
termination of works stipulated by the Service agreement,
which have been given to the representative due to
fulfillment of his duties or are at the representative’s
disposal; to destruct all copies of data and documents with
Restricted information in a manner guaranteeing non-
retrieval of such information if such copies are temporarily
used during works.




4.1.5.1.5.9. Tlo 3akiHYECHHIO BUKOHAHHS poOiT, 00yMOBICHUX
JloroBopoM npo HaJlaHHA NOCIYT, MoBepHyTH baHky Bci HOCIT
[30/], mo € BiIacHICTIO a00 3HAXOMITHCS Y PO3MOPSIKCHHI
banky 1 Oynu HamaHi IPEACTABHUKY y 3B 3Ky 3 BUKOHAHHSIM
MPEJICTABHIKOM HOT0 000B’s13KiB 200 (DaKTUYHO 3HAXOJIATHCS
Y pO3NOPSHKEHHI IpeACTaBHUKA. 3HUIIUTH BC1 KOIIi1 JaHUX Ta
MOKyMeHTiB, ski wmictare [30/l, y cmocib, mo rapaHTye
HEMO>KJIMBICTh BiTHOBJICHHS i€l iH(opMarIii, SKIIo Taki Kommii
TUMYACOBO BUKOPUCTOBYBAIHCH ITiJl 4aC BUKOHAHHS POOIT.

4.1.5.1.5.10. 3Hatu cmocib, y SKWH MaloTh 3AIHCHIOBATHCH
KOMYyHiKalii 3 baHkoM y BUMagKy BUHUKHEHHS iHIIUAEHTIB Ib
Ta HaA3BHYaiHUX cuTyaniil. Heraiino indopmyBatn bank
CTOCOBHO (akTiB BUHHKHEHHS iHnunentiB Ib  abo
HAJ3BUYAHUX CHUTyallid, [0 MAalOTh BIAHOIICHHS IO
BUKOHaHHS pPoOiT, 0o0ymoBieHHX JlOoroBopoM mpo HaJaHHS

TIOCITYT.
4.1.5.1.6. [IpencraBHUKaM 30BHITITHBOL CTOPOHH
3ABOPOHSETHCH:

4.1.5.1.6.1. PosronomryBatu 130/l (y TOMy uucii BiJIoOMOCTI,
10 MICTATh OAaHKIBCHKY TAa€EMHHUITIO, KOMEPIIIHY TaEMHUITIO,
KOH(QIIeHIIHY Ta 1HCalIepCchKy iH(pOpMaIlilo, IepCOHaIbHI
JlaHi KITI€HTIB Ta MPEACTaBHUKIB baHKy), BIACHHKOM SIKOI €
bank abo ski € mnpeameroM NPOQECIHOro, AUIOBOTO,
BUPOOHNYOT0, KOMEPIIHOTO Ta iHIKX iHTepeciB baHKy, ska
Oyna nmoBeleHa NpEACTAaBHUKY Y BCTaHOBIEHOMY baHkom
nopsiaky abo crajxa BioMa y 3B’A3KY 3 BHKOHAHHSM
MIPEJICTABHIKOM HOTO 000B’ SI3KiB.

4.1.5.1.6.2. BukopuctoByBatu I30Jl banky y BiacHux
iHTepecax abo B iHTepecax TPeTiX ocio.

4.1.5.1.6.3. 3piiicHioBaTH gocTynm 10 iH(MOpMaIiitHIX
pecypciB, a TakoXX BUpOOHWYHX NpuMimeHs baHky y cmocio,
KU HE J103BOJICHO baHkoM (IpH IIbOMY CIIiJi KEPYBaTUCh
MIPUHIIMIIOM, «Iii, sIKI HE J03BOJICHI BaHKOM, BBa)KarOThCS
3a00pOHEHUMIY).

4.1.5.1.6.4.BUKOpPHCTOBYBAaTH 3 METOIO 3IIMCHEHHS JIOCTYITY
0 iHpopMaliiiHUX pecypciB Ta BHPOOHHYHX IPHMIIICHB
banky  Oynme-siki  MepCOHaNBbHI  aTpuOyTH  JIOCTYITY
(imeHTHdiKaTOpH, Mapoii, KOAHW, MEPEmyCTKH TOIIO), SKi
HaJIe)KaTh 1HIIIH 0co0i, a TAKOXK HaJaBaTH BIACHI aTpUOYTH
JOCTYIY OyJIb-SIKUM 1HIIUM O0CO0aM.

4.1.5.1.6.5. 3aificHIOBaTH  HECAHKIIOHOBaHE  baHKOM
BTpy4YaHHS B POOOTY KOMII'IOTEpiB, iHPOPMAIITHUX CHCTEM,
KOMIT FOTEpHUX MEPEX UM MEepexX eJIeKTPo3B’ 13Ky baHKy.
4.1.5.1.6.6. 3nmilicHIOBaTH HecaHKIIOHOBaHI baHkoM 3MiHYy,
3HHIIEHHS a00 OJIOKYBaHHA iH(OpMaIlii, sika 00pOOITIOETHCS B
KOMIT'I0Tepax, iHQopMaIliifHuX crUcTeMax Yd KOMIT FOTEPHUX
Mepexxax banky a0o 30epiraeTbcs Ha HOCISIX Takol
iHpopmarii.

4.1.5.1.6.7. 3midicHroBaTH  HeCaHKIIOHOBaHI bamkom nii,
cupsiMoBaHi Ha oTpuMmanHs [30J] banky, y ToMy uwmcii
HUISIXOM TIEePEeXOIUIeHHs a0 KOmiroBaHHS iHQoOpMarii, ska
00pOOIIOETECS B KOMIT'IOTepax, iHPOPMAIIHUX CHCTEMax,
KOMIT'IOTepHIX Mepexax banky abo 30epiraeTbcs Ha HOCISIX
takoi iHdopmanii (30kpema 3acobamMH TEXHIYHOI PO3BIJKH,
nusixoMm  goTtorpadyBaHHA —JOKYMEHTIB Ta IPUCTPOIB
BiZIOOpakeHHsI HPOpMAIIiT, IIUITXOM 3aCTOCYBaHHS MIPUCTPOIB
ayJio3anucy Tompo).

4.1.5.1.5.10. to know how to communicate with the Bank in
case of IS incidents or extraordinary events; to notify the
Bank forthwith of the IS incidents or extraordinary events
related to works stipulated by the Service agreement.
4.1.5.1.6. Representatives of the External party SHALL
NOT BE ALLOWED:

4.15.1.6.1. to disclose Restricted information (including
data with banking, commercial secrecy, confidential and
insider information, personal data of the clients and
representatives of the Bank) owned by the Bank or which are
the subject matter of the professional, business, production,
commercial and other interests of the Bank brought to the
representative’s knowledge in a manner determined by the
Bank or known due to performance of his duties by the
representative.

4.1.5.1.6.2. to use Restricted information of the Bank in own
interests or in the interests of Third parties.

4.1.5.1.6.3. to access information resources and production
premises of the Bank in manner not permitted by the Bank
(in this case all actions not permitted by the Bank shall be
treated as prohibited).

4.1.5.1.6.4. to use any personal access attributes (identifiers,
passwords, codes, ID cards, etc.) owned by the other person
and to give own attributes to any other persons to access
information resources and production premises of the Bank.
4.1.5.1.6.5. to interfere with the operation of the computers,
information  systems, computer networks or other
telecommunication systems of the Bank without the Bank’s
permit.

4.15.1.6.6. to introduce changes, destruct or block
information processes using the computers, information
systems or computer networks of the Bank or stored on
information media without the Bank’s permit.

4.1.5.1.6.7. to carry out actions without the Bank’s permit to
obtain Restricted information of the Bank including by way
of interception or coping information processed on the
computers, information systems, computer networks of the
Bank or stored on information media (in particular, using
technical intelligence means, taking photos of documents
and information presentation devices, using audiorecording
devices, etc.).

to perform actions not permitted by the Bank in order to
obtain information concerning topology of computer
networks and configuration, parameters, access identifiers to
network resources and devices of the Bank, including with
use of network scanners.

4.1.5.1.6.8. to violate the rules of operation of the computers,
information systems, computer or telecommunication
networks of the Bank or procedure or rules for protection of
information processed using the same.

4.15.1.6.9. to disseminate, willfully or unintentionally,
malicious software in the Bank, to use technical equipment
(including secretly) aimed at unauthorized interference with
functioning of computers, information systems, computer or
telecommunication networks of the Bank including
computer viruses and implant tools (spyware).




3milficHIOBaTH HECaHKITIOHOBaHI baHkoMm 1ii, cipsMoBaHi Ha
OTpUMaHHs iHpOpPMaLii I[OJO TOMONOTii KOMIT FOTEPHUX
MEpEeXK, a TaKoK KoH(Irypariii, mapameTpis, igeHTH(IKATOPIB
JIOCTYITY MEPEKEBUX PECYpCiB Ta MPUCTPOiB baHKy, y ToMy
YHCTI 13 3aCTOCYBaHHSIM MEPEKEBUX CKAHEPIB.

4.15.1.6.8. IHopymryBatu IpaBuia eKCIUTyaTamii
KOMIT IOTEpiB, 1HGOPMAMIMHUX CHUCTEM, KOMIT IOTCPHHUX
MEpeX 9M MepeX eNeKTPo3B’s3Ky baHky abo mopsinky 4u
NpaBUII 3aXHUCTY iHPOpMaIii, ska B HUX 0OPOOITIOETHCS.
4.1.5.1.6.9. HaBmucao a0 HEHaBMHCHO PO3MOBCIOIKYBATH B
cepemoBuii  baHKy  mKiAIMBI  mporpamHi  3aco0w,
3aCTOCOBYBaTH (y TOMY YHUCII NMPUXOBAHO) TEXHIYHI 3aCO0H,
NpU3HAYEH] A7 HECAaHKIIOHOBAaHOTO BTPYYaHHS B pOOOTY
KOMIT'IOTEpiB, 1HGOPMAMIMHUX CHUCTEM, KOMIT IOTCPHHUX
MEpeX UM MEpeK eNeKTpo3B’sa3Ky baHKy, y Tomy uucii
KOMIT'IOTEpHi BipyCH Ta MPOTpaMHi 3aKiaJkd (IIMUTYHCHKE
mporpaMHe 3a0e3MeYCHHS).

4.1.5.1.6.10. HextyBatu npaBuiamu iHpOpMaIliitHOT Oe3mekH,
AKI MOXYTb MpPH3BECTH [JI0 YPAKEHHS KOMII IOTEpiB
30BHINTHROI ~ CTOPOHM, SKI B3aEMOJIIOTE 3 baHKOM,
KOMIT' IOTepHHMH BipycaMH Ta IIKIIJIHBHMH IPOTPAMHUMH
3aco0amMM i, TaKMM YHHOM, BIUIMHYTH Ha iH(opMaiiiHy
6e3nexy baHky.

4.1.5.1.6.11. IlepemaBatii y Mepekax 3B’s3Ky Ta mepemadi
JIAaHUX, [0 HE KOHTPOJIOIThCS bankoMm (y ToMy 4mchi i3
3aCTOCYBaHHSAM CepBiciB Internet, €IEKTPOHHOI TMOIITH,
MUTTEBHX TIOBioMiteHb), [30/] banky, sxmo Ha e bankom He
HAJaHO CaHKIII0, a CaMO TIOBIIOMIIEHHS He 3amm(poBaHO
KpunrorpadiYHUMH 3aco0aMu BiATOBIIHO 0 BUMOT baHKy.
4.1.5.1.6.12. Sxmio 3oBHIiNIHII CTOPOHI HAAaHI 3aCO0U 3B’ SI3KY
abo mepemaui manux (y ToMy wumcii cepsicu Internet,
€JIEKTPOHHOT TOIITH, MUTTEBUX MOBIJOMJIEHH TOILO), IO
BUKOPUCTOBYIOThCSI Bifi imMeHi banky 3 Meror mnepenadi
iHpopmarii 3a ioro mexi, SABOPOHSAETHCHL:

» BHKODHCTOBYBAaTH BHIIE3a3HA4Y€HI 3acO0M 3 METOI0, IO
CylepeunTh iHTepecaM baHKy, BHUMOTaM 3aKOHO/aBCTBa
VkpaiHu, MDKHapoOJAHUM  3aKOHOJABYMM  aKTaM,  sKi
parudikoBaHo YKpaiHOIO, a TaKOXX 3 METOI0 3aloMdisHHS
IIKOJM I1HIIMM 0co0aM Yy HacCIiJOK MOPYIISHHS IX IIpaB,
peNiridHuX, €THIYHUX, TOTITHYHUX TIEPEKOHAHb TOIIIO;

» BUKOPHCTOBYBATH 3acO0H, IO MiMIHAIOTH a00 MacKyIOTh
MepekeBy ajpecy Komm 'torepa xopuctyBada (IP- ta MAC
azipecy), IMOIWITOBY aJpecy, a Takok iM’st (imeHTudikaTop
JIOCTYyITy) KOpPHCTyBada, MiJl SKAM HOTO 3apeecTpOBaHO Y
KOMTII FOTepHiil Mepexi baHky (T.3B. aHOHIMaN3epH);

» He HaJaBaTH JOCTYN JO 3aco0iB Internet Ta enekTpoHHOT
MOLITH 13 3aCTOCYBAaHHSIM BJIACHOTO iieHTH(]iKaTOpa 10CTyIy
Ta Mapoiisl iHmMKUM 0cobaM, Y TOMY YHMCIIi IUIIXOM CTBOPEHHS
crinpHUX (shared) pecypcis;

» HE BHMKOPHUCTOBYBaTH 3aco0u Internet Ta eIeKTPOHHOI
MIOIITH 3 KOMEPUIHHUMH LUISIMH, 3 METOI0 PEKJIaMH, ariTarlii
TOIO, y TOMY 4YHCJ HE CTBOPIOBATH 3acoOM myOmikamii B
Internet (FTP, WWW-cTOpiHKH, €JIeKTpOHi JOIIKA 00’sB),
SKILO 1€ HE MOB’A3aHO0 3 BUPOOHMYOIO JisubHICTIO BaHKy;

» HE PO3CHJIATH IOILITOBI OB JOMIICHHS OY/1b-SIKOTO PO3MIpy
a00 3MICTy, OTPUMAHHS SIKUX HE CAHKI[IOHOBAHO aJpecaraMu

4.1.5.1.6.10. to neglect information security rules, which
may result in infection of the External party’s computers
interacting with the Bank, computer viruses and malicious
software and thus to affect information security of the Bank.
415.1.6.11. To transmit Restricted information in
communication and data transmission networks that are not
controlled by the Bank (including using Internet, e-mail,
instant messages), unless sanctioned by the Bank and the
message itself is not encrypted by cryptographic means in
accordance with requirements of the Bank.

4.15.1.6.12. If the External Party is provided with
communication or data transmission tools (including
Internet, e-mail, instant messaging, etc.) used on behalf of
the Bank for the purpose of transmitting information outside
the Bank, it is PROHIBITED:

» to use the abovementioned tools for the purpose
contradicting the interests of the Bank, the requirements of
the legislation of Ukraine, international legal acts ratified by
Ukraine, as well as for the purpose of causing damage to
other persons as a result of violation of their rights, religious,
ethnic, political beliefs, etc.;

» use tools that substitute for or mask the network address
of the user’s computer (IP and MAC address), the mailing
address, as well as the name (access identifier) of the user
under which he is registered on the Bank’s computer network
(so-called anonymizers);

» not to share access to Internet and e-mail tools using their
own access ID and password to others, including through the
creation of shared resources;

> not to use the Internet and e-mail tools for commercial
purposes, for advertising, propaganda, etc., including not to
create Internet publishing tools (FTP, WWW pages,
electronic bulletin boards), unless it is related to production
activities of the Bank;

» not send mail messages of any size or content which
receipt is not authorized by recipients (spam), including
commercial and informational advertisements to a large
number of addresses;




(spam), y TOMy 9uCITi peKJIaMHUX Ta iHPOPMAIIHHUX 00’ sIB HA
BEJIMKY KUTBKICTh aJIpec;

» HE BHMKOPHCTOBYBAaTH 3aco0u Internet s oTpuMaHHS
MPOTpaMHOro 3a0e3MeUeHHS Ta JaHUX 3 HeHAMIHHUX Kepe,
a TakoX y CIoci0d, Mo MOpymIye aBTOPChbKE TIpaBO Ta
JIIEH31HHI YMOBH MIOJI0 iX PO3MOBCIOIKCHHSI,

» He BUKOPHCTOBYBaTH KpHIITOrpapivuHi METOmu Jis
MIPUXOBYBAaHHS 3MICTy MOBIIOMJICHb, IIO TMEPEHArOThCS, Ta
MeTtoan cteraHorpadii Ans mpUXOBYBaHHS camoro (akry
repeaadi, SKIO i Mii He caHKIioHoBaHO baHkoM;

» mig  yac pobotu B cepemoBmii  Internet  He
BUKOPHCTOBYBATH TEXHIYHI 3aCO0M, TIPU3HAYCHI [T 300py Ta
nepepadyi menia iHpopmanii (WEB-kamepu, wmikpodoHu
TOIIO), SIKIO TakKi Mii He CAHKIIIOHOBAHO baHkoM.

4.1.5.1.7. IpaBa npeacTaBHUKA 30BHILIHbOI CTOPOHU
[IpencraBHuK 30BHIIIHBOI CTOPOHH, SKOTO 3aly4eHO JI0
BUKOHAaHHS pOOIT Ha TmiacTaBi JloroBopiB mpo HamaHHS
MOCITYT, YKJIaAeHNX MK baHkoM Ta 30BHINIHBOIO CTOPOHOIO,
Mae MpaBo:

» OyTH O3HAlOMJICHUM 3 BHMOTaMu
HoroBopom, 1110 HOro CTOCYIOThCS;

» OyTu o3HaiiomMIieHMM 3 BHUMOramH JloroBOpy, B HacTHHI,
110 Or0 CTOCYIOThCS;

» Oytu osHaifomsienum 3 BuMmoramu b, mpaBuiamu
BHYTDILTHBOTO PO3MOPSIIKY Ta pexuMmy Oe3neku banky B
YaCcTHHI, 10 HOrO0 CTOCYIOTHCS, a TaKOXK 31 3MICTOM IIHX
[HCTpYKTHBHUX MaTepiais;

» OyTH O3HAMOMIICHMM 3 TMepelikoM,  METOJAaMH Ta
periaaMeHToM JOoCTyIy 10 iHpopManiiiaux pecypciB baHky,
0 SKUX TPEJCTaBHUKY 3OBHIIIHBOI CTOPOHH HAJIAETHCA
JOCTYTI,

» OTpUMAaTH BIZOMOCTI IMOAO TOPSIKY  3AIMCHEHHS
KOMYHiKalli¥i 3 BaHkom y BUMaiKy BUHUKHEHHs iHIUCHTIB b
Ta Ha/I3BUYAHHUX CUTYaIliil.

Ib, Bu3HaueHi

> not to use the Internet tools to obtain software and data
from unreliable sources, and in a way that violates copyright
and license terms for their distribution;

> not to use cryptographic methods to conceal the content
of transmitted messages and steganography methods to
conceal the very fact of transmission unless these actions are
authorized by the Bank;

> while using the Internet, do not use technical means
intended for the collection and transmission of media
information (webcams, microphones, etc.), unless such
actions are authorized by the Bank.

4.1.5.1.7. External Party Representative Rights

A representative of the External Party who is engaged in the
performance of works under the Service Agreements
concluded between the Bank and the External Party shall
have the right to:

> to be familiar with the requirements of the IS set out in
the Agreements relating to him or her;

> to be familiar with the requirements of the Agreement, in
so far as they relate to him or her;

> to be familiar with the requirements of the IS, the internal
rules and security regime of the Bank in so far as they relate
to him or her, as well as with the content of these Guidance
Materials;

> be familiar with the list, methods and rules of access to
the Bank’s information resources to which the External Party
representative is granted access;

» to obtain information on the procedure for
communication with the Bank in the event of IS incidents of
and emergencies.

4.2. 1OrOBIP PO EJEKTPOHHU

JOKYMEHTOOBIT'

4.2. ELECTRONIC DOCUMENT CIRCULATION
AGREEMENT

BusnauyeHnHsi TepMiHiB:

Jorogip - JloroBip npo eleKTpOHHUN JOKYMEHTOOOIT, SKHii
ckiagaerscs 13 IaamBigyaneHoi wactuHM JloroBopy Ta
[Ty6niunoi wactuam JloroBopy (3aranbHi YMOBH), YKIaJIeHAN
Croponamu.

3araasni Ymosu - 3AI'AJIBHI YMOBHU 10 JOI'OBOPIB,
AKI YKIIAJEHI 3 AT «OTIT BAHK» (ITYBJITYHI), siki €
HEBi/I’EMHOI0 4YacTHHOIO JloroBopy mpo eNeKTPOHHHH
JOKyMEHTO000Ir Ta po3minieni Ha O¢iniiiHomy caiiti banky.
Odiniitnnii caiit Banky - www.otpbank.com.ua
Cropona/CTOpoHM — BIINOBIIHA CTOPOHA/CTOPOHH 32
Horosopom: bank ta/abo Konrparent/-u.

Cepic (CepBic €JeKTPOHHOIO [OKYMEHTO00Iry) —
mporpaMHa MpOAYKIlis abo OHJIaHH-CEepBIC, MpU3HAYEHI IS
aBTOMaTH3alii MOpOLECiB  JAOKYMEHTOOOIry 3  iHIIUMH
3apeeCTPOBAHUMHM ~ y4YacHMKaMH  JOKYMEHTOOOIry  Ta
nependavae MiANUCAHHS, HAJACWIAHHS, OTPUMaHHA Ta
30epirannss Enextponnux JlokymenrtiB. CepBic/-u, sKi
CropoHH  BHKOPHCTOBYIOTH B  pamkax  Jlorosopy,
Bu3HadatoThcst CropoHamMu B [HAMBiMyanbHIdH YacTHHI
JloroBopy 1po eJeKTPOHHHUI JOKYMEHTOOOIT.

Definition of terms:

Agreement - E-document Circulation Agreement, which
consists of the Individual part of the Agreement and the
Public part of the Agreement (General Conditions),
concluded by the Parties.

General conditions - GENERAL CONDITIONS FOR
AGREEMENTS CONCLUDED WITH OTP BANK JSC
(PUBLIC), which are an integral part of the E-document
Circulation Agreement and are posted on the Bank's official
website.

Official website of the Bank - www.otpbank.com.ua

Party — Parties - the corresponding Party/Parties under the
Agreement: the Bank and/or counterparty / -parties.

Service (E-document Circulation Service) - software
products or online services designed to automate document
circulation processes with other registered document
circulation participants and provides for signing, sending,
receiving and storing E-documents. The services that the
Parties use under the Agreement are determined by the
Parties in the Individual part of the E-document Circulation
Agreement.



http://www.otpbank.com.ua/

«M.E.Doc» (My Electronic Document,
takok Medoc, Meok) - mporpamHe  3a0e3neyeHHS IS
MMOJAaHHS 3BITHOCTI 0 KOHTPOJIOIOYMX OpraHiB Ta OOMIHY
IOPUANYHO 3HAYYIIMMHU TIEPBUHHUMH JOKyMEHTAaMH MiX
KOHTPAareHTaMH B €JIEKTPOHHOMY BHTJISI].

CepBic e1eKTPOHHOT0 T0KYMeHT000iry «BuacHo» - cepaic,
SKUH  TpU3HAYeHWH 11  OOMIHY  JOKyMEHTaMu B
€JIEKTPOHHOMY BWIJISII, MIJAIHCAHHS 1 30epiraHHs OyIb-TKUX
IOPUINYHO 3HAYYIINX JOKYMEHTIB.

Enexrponni Jokymentu (E-lokymMeHTH) — HaIeXHO
odopmIIeHI JTOKyMeHTH, iHpoOpMamis B SKUX 3adikcoBaHa y
BUTJISIAI  €IEKTPOHHHMX JaHMX, BKJIIOYArOud OOOB'SA3KOBI
PEKBI3UTH JIOKYMEHTa, sKi mependadeHi 3aKOHOIIaBCTBOM,
nepenik skux CTopoHaMu BH3HA4YaeThed B [HAWMBIMyanmbHIN
yacTHHi J{oroBOpY Mpo eNeKTPOHHUI JOKYMEHTOOOIT;
KBanigixkoBanuii  enextponnumii migmuc (KEII) -
SNICKTPOHHMH MIINHC, SIKUA CTBOPIOETHCS 3 BUKOPHCTAHHIM
3aco0y KBaMi(iKOBAHOTO €JIEKTPOHHOTO IiIMUCY 1 6a3yeThCs
Ha KBaJTihikoBaHOMY cepTU(iKaTi BiIKPUTOTO KII0Ua,
OcoOucruii KJII0Y - napameTp ANTOPUTMY
KpUNTOTPaiqHOTO TEPETBOPEHHS, SIKHH BHUKOPUCTOBYETHCS
SK YHIKaJbHI €JIeKTPOHHI JaHi /Uil CTBOPCHHS €IEKTPOHHOTO
HiANUCY YM TIeYaTKH, AOCTYIHWUHU TiJIbKU MiJNHCyBadyy 4YH
CTBOpIOBadYy €NEKTPOHHOI MeYaTKh, a TaKOK Yy NUIX,
BU3HAUEHHX CTaHAApPTaMH IS KBaJli(hikoBaHUX CepTUPIKATIB
BIJIKPUTHX KITIOYiB;

Binkpuruii KJII0Y - napameTp ANTOPUTMY
KpUNTOTPaiqHOTO TEPETBOPEHHS, SIKHH BHUKOPUCTOBYETHCS
K €JIEKTPOHHI IaHi /IS IepeBipKH €IeKTPOHHOTO MiANUCY YU
NeYaTKd, a TAKOX Y IUIAX, BU3HAYCHHX CTAaHIAPTaMH IS
kBalTi(hikoBaHWX cepTU(DIKATIB BIIKPUTHX KIFOUiB;

KBanigixoBanuii  ceprudikar  BigkpuTOoro KJw4a
(KBanigikoBanmii ceprudikar) — ceprudikaT BiIKPHUTOro
KIIFoYa, SKAW BHUNAEThCA  KBaNmi(iKOBAaHUM  HaJaBadeM

€JIEKTPOHHUX JOBIPYMX IOCIYT, 3aCBiAUyBaJbHUM LIEHTPOM
a00 IIEHTPAJbHUM 3aCBIIYyBAJILHUM OPraHOM 1 BiJIIIOBiJa€
BUMOraM 3aKOHO/IaBCTBa;

Komnpomerania oco0ucToro kiw4va — Oynp-sKa mozis, o
npu3Bena abo MOXe IPU3BECTH JO HECAHKI[IOHOBAHOTO
BUKOpHcTaHHs OcoOHUCTOro KIroya;

3acoou kpunrorpadiunoro 3axmcry iHdopmanmii — 1e
NPOTPaMHUM, amapaTHO-IPOTpaMHHUI Ta amapaTHUil 3aciO,
NpPU3HAYCHUH 11l KpUnTorpadivHoro 3axucty indopmartii.
3aKoHOAABCTBO — YMHHE 3aKOHOJABCTBO Y KpaiHU.

Tepminu, wo euxopucmogyromvcsa 6 3azanbHux Ymoeax 3
6eUKOI nimepu, € GUHAYEHUMU MepMIHaMU 1 Maioms
00HAKO0BI 3HaueHHs1, K Y IHougidyanvhiil uacmuni Jlo2oeopy,
mak iy 3acanvnux — Ymosax, @ ma  Mmoocymb
BUKOPUCMOBYBAMIUCD, K 8 OOHUHI, MAK [ 8 MHOJICUHI.

«M.E.Doc» (My E-document, also Medoc) is a software for
submitting reports to regulatory authorities and exchanging
legally significant  primary  documents  between
counterparties in electronic form.

Vchasno E-document Circulation Service - the service that
is designed for exchanging documents in electronic form,
signing and storing any legally significant documents.
Vchasno E-document Circulation Service - the service that
is designed for exchanging documents in electronic form,
signing and storing any legally significant documents.
Qualified electronic signature (QES) - an electronic
signature that is created using the Qualified Electronic
Signature tool and is based on a qualified public key
certificate;

Private key - a parameter of the cryptographic conversion
algorithm used as unique electronic data to create an
electronic signature or seal, available only to the signer or
creator of the electronic seal, as well as for purposes defined
by the standards for qualified public key certificates;

Public key - a parameter of a cryptographic conversion
algorithm that is used as electronic data for verifying an
electronic signature or seal, as well as for purposes defined
by the standards for qualified public key certificates;
Qualified public key certificate (qualified certificate) — a
Public key certificate that is issued by a qualified provider of
electronic trust services, a certification center or a central
certification body and meets the requirements of the
legislation;

Private key compromise — any event that has led to or may
lead to unauthorized use of the private key;

Cryptographic information security tools — software and
hardware tools designed for cryptographic information
protection.

Legislation — the current legislation of Ukraine.

Terms used in the General Conditions with a capital letter are
defined terms and have the same meanings, both in the
Individual part of the Agreement and in the General
Conditions, and can be used both in the singular and in the
plural.

4.2.1. Tllpenmet Horosopy npo CJICKTPOHHUI
DOKYMeHT000ir. B mopsaky nependauenomy Jlorosopom npo
CJIEKTPOHHUH JIOKYMEHTOOOIr Ta 3araJlsHUMH YMOBaMH
CTopoHW BHW3HAYWIM TOPSAAOK (GOpMyBaHHS, OOMIHY Ta
nignucanHs E-JlokyMeHTIB, a TakoK BUKOHAHHS BCIX 1HIIMX
3000B’s13aHb, K BOHM Bu3HaueHi JloroBopom mpo
€JICKTPOHHUH JOKYMEHTOO0IT Ta 3araJbHUMH Y MOBAMH.

4.2.1. Subject of the E-document Circulation Agreement.
In accordance with the procedure provided for in the E-
document Circulation Agreement and the General
Conditions, the Parties determined the procedure for
forming, exchanging and signing E-documents, as well as
fulfilling all other obligations, as defined in the E-document
Circulation Agreement and the General Conditions.
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4.2.2. llopsinoxk dopMmyBaHHs, 00MiHy Ta miaxnucanust E-
JoKkymeHTiB.

4.2.2. Procedure for forming, exchanging and signing E-
documents.

4.2.2.1. Koxna 31 Cropia JloroBopy uisi €JICKTPOHHOTO
JMIOKYMEHTO00ITy  BHUKOpHCTOBYe CepBiC  €JIEKTPOHHOTO
JOKYMEHT000iry, skuii  Bu3HaueHuii CropoHamu B
InnuBinyanbHiit yactuni JloroBopy.

4.2.2.2. Ctoponu JIOMOBHITHCS 3aCTOCOBYBAaTH B
eIeKTPOHHOMY  JOKYMEHTOOOITy i3  JOTpHMaHHSIM
3akoHonaBctBa  npo  Enektponni  JlokymeHntH — Ta

CJIIEKTPOHHUH JOKYMEHTOO0O0Ir 3 BHKOpucTaHHAM CepBicy
Buan E-JlokymeHTiB, nepenik akux BusHadeHUH CTopoHaMu
B IuguBimyanbniii vactuni  [oroBopy. Bkazani B
[apuBinyaneuii  wacturi  JoroBopy — E-Jloxymentwn,
opopMIIeHI B €JEKTPOHHOMY BUTIISAI, SBISIOTH COOOIO
Enextponnnii JJokymenT, iHpopmariis B siskomy 3adikcoBana
y BUTJISIAL €EKTPOHHHX JTAHUX.

4.2.2.3. EnextponHi JIOKyMeHTH TIOBUHHI MICTUTH BCl
PEKBI3UTH aHAIOTIYHUX TMANEPOBUX ITOKYMEHTIB, a TaKOX
IHII PEKBI3WTH, SIKIIO BOHU IependadeHi [HIUBIAyaIbHOIO
yacTHHOIO JloroBopy Ta/ab0 iHIIMM JOTOBOPOM, YKJIaICHUM
Mix CTOpoHaMH Ta MICTHTH OOOB’S3KOBI PEKBI3HUTH, IO
BU3HA4YCHI 3aKOHOJABCTBOM, 0€3 SIKHX BOHM HE MOXYTh
BB2)KATUCSI TIEPBUHHUMH JOKyMEHTaMHU Ta OYyTH MiJCTaBOIO
IUIsE OyXTanTepCchKOro OONIKy i HE MaTUMYTh IOPHINYHOL
CHJIN.

4.2.2.4. TlepBuHHI OyXranTepchbKi TOKYMEHTH, IO OyIu
chopMOBaHI B €IIEKTPOHHOMY BHWIJIANI, B OOOB’SI3KOBOMY
MOPSAAKY MMOBUHHI OyTH mianucadi 3a gonomoroto KEIL, skwuit
B CBOIO uepry, mae OyTu miaTBepkeHuid KsamidikoBanum
cepTU(]iKaToM Ta BIAMOBIJATH NPABOBOMY CTaTyCy, IO
BH3HauYeHW B 3akoH1 Ykpainu «I[Ipo enekTpoHHI JTOKyMEeHTH
Ta CJICKTPOHHHM JOKyMEeHTOO0OIr». CTOpOHM TOBHMHHI
30epiratu  E-JlokyMeHTH y  TOpSJIKY  BH3HA4eHOMY
3aKOHOJABCTBOM.

4.2.2.5. 3a He0OXiAHOCTI, Ha Ti/ICTaBi 3BEpHEHHS OY/Ib-5IKO1 13
Cropin  [oroBopy, CTOpoHM MOXYTh CTBOPIOBATH,
miAnucyBaTH  Ta  OOMiHIOBaTHCS B mamneposiii  (Gopwi
nyomikatamu E-JlokyMeHTiB.

4.2.2.6. CTopoHM TIOTOAMJIM, [0 BIAMOBIJAIBHICTE 32
HaCJiIKy mignucans E-J[OkyMeHTIB He yITOBHOBaO)KEHUMHU Ha
T€ NpaliBHUKaMu BiAnoBigHoI CTOPOHM IMOKJIANAETHCA HA
Cropony, KEIlom skoi ckpimienuit Bignosigauii E-
JloxymeHT.

4.2.2.7. CropoHn 3000B’s3yIOTbCS A0 peamizalii yMOB
JloroBopy BXKHTH BCiX MiATOTOBYMX Ta OpraHizamiitHux
3axoMiB Juii mepexoay Ha oOMmiH  E-JlokymeHTamu,
3a0e3eunTH BUTOTOBJICHHS HEOOX1THUX KEII
BIJNOBiAabHUX  IpaliBHUKIB. ENEKTpoHHI JOKyMEHTH
niamucytoteest KEIT ynoBHoBakeHMM mpaiiBHUKOM baHky
ta/abo0 KoHTpareHra, 1[0 BB@XKAETbCS  IMiIMUCAHUMU
BignosigHo CtopoHor [loroBopy.

4.2.2.8. CropoHrn moroawim, 0o Yy pasi
KOPUTYBAaHHSI ~ €JIEKTPOHHOTO  MEPBUHHOTO
BUKJIIOYHO OCTaHHS HOro Bepcis migmucana oboma
CropoHamu, € TMIACTaBOK Ui  HPOBEAEHHS  TakKoi
rocroaapchbkoi onepaiiii B 00J1iky 060x CTopiH.

HEOOXI1THOCTI
JIOKYMEHTY,

4.2.2.1. Each Party to the Agreement uses the E-document
Circulation Service for E-document circulation, which is
defined by the Parties in the Individual part of the
Agreement.

4.2.2.2. The Parties have agreed to apply in E-document
circulation in compliance with the legislation on E-
documents and E-document circulation using the service
types of E-documents, the list of which is defined by the
Parties in the Individual part of the Agreement. The E-
documents specified in the Individual part of the Agreement,
issued in electronic form, mean an E-document, the
information in which is recorded in the form of electronic
data.

4.2.2.3. The E-documents shall contain all the details of
similar paper documents, as well as other details, if they are
provided for by the Individual part of the Agreement and/or
another Agreement concluded between the Parties and
contain mandatory details defined by law, without which
they cannot be considered primary documents and be the
basis for accounting and will not have legal force.

4.2.2.4. The primary accounting documents that were
generated in electronic form shall necessarily be signed
using the QES, which in turn shall be confirmed by a
qualified certificate and correspond to the legal status
defined in the law of Ukraine "On E-documents and E-
document circulation”. The Parties shall store E-documents
in accordance with the procedure established by law.
4.2.2.5. If necessary, based on the request of any of the
Parties to the Agreement, the Parties may create, sign and
exchange duplicate E-documents in paper form.

4.2.2.6. The Parties have agreed that responsibility for the
consequences of signing E-documents by unauthorized
employees of the relevant Party is assigned to the Party
whose QES is attached to the corresponding E-document.
4.2.2.7. The Parties shall implement the terms of the
Agreement to take all preparatory and organizational
measures for the transition to the exchange of E-documents,
to ensure the production of the necessary QES of responsible
employees. Electronic documents shall be signed by the
QES by an authorized employee of the Bank and/or the
counterparty, which is considered signed by the Party to the
Agreement, respectively.

4.2.2.8. The Parties have agreed that if it is necessary to
adjust the electronic primary document, only the latest
version of it signed by both Parties is the basis for
conducting such a business transaction in the accounting of
both Parties.

4.2.29. The Parties have agreed that the termination
(cancellation) of an E-document signed by the Parties using
an electronic signature is carried out exclusively by drawing
up and signing an act of cancellation of the E-document by
the Parties. Both Parties have the right to draw up these acts
of cancellation of an E-document on their own initiative, if
there is a violation of the Agreements specified in the
relevant Agreements.




4.2.2.9. Cropoun  OiAOUIA ~ 3road, IO  PO3ipBaHHSA
(ckacyBanHs1) EnexTpoHHOro OKYMEHTa, MiAMUCAHOTO
CropoHamMH 3 BHKOPHCTAHHAM EJIEKTPOHHOTO IiIMHUCY
3I1MCHIOETHCS BUKITIOYHO [IUITXOM CKJIAQJICHHS Ta MiANNCAHHS
CropoHamu AKTy T1Tpo aHyioBaHHA  EjekTpoHHOrO
JOKyMeHTa. 3a3HaueHi AKTH IIpo aHyJroBaHHs ExekTpoHHOTrO
JMIOKyMeHTa B TIpaBi ckiagatu oOuaBi CTOpoHM 3 BIAcHOI
IHIIIATHUBH, SKIIO € MOPYIICHHS JOMOBICHOCTEH, 3a3HAYCHAX
y BiamoBigHux JloroBopax.

4.2.2.10. Buxopuctanuss  Ceppicy mijg d4ac mepenadi
JIOKYMEHTIB, SIKHUMHA 0OMiHIOIOThCSI CTOPOHU /ISl HAJIEKHOTO
BUKOHaHHS yMOB 1poro Jorosopy, omnauye CTOpoHa, sika
Bignpasise E-JlokymeHT.

42211, Koxxkna  CropoHa  3000B’s3aHa  IIOJCHHO
CIIKYBaTH 3a HaAXOMKeHHAM E-J[OKyMEHTIB Ta CBOEYacHO
3MIACHIOBATH iX TpUiMaHHS], MepeBipKy, MiANHCAHHA 3
BukopucrtanusM KEII Tta moBepuenns iHmid CtopoHi.
Cropona ska 3mificHroe HancwmanHi — E-JlokymeHTa
BBakaeTbca CTOpoHOIO-BiampaBHUKOM, a CTopoHa siKa
3milicHioe orpuManHs E-JlokymenTa, BBaxxaeTbess CTOPOHOTO-
OJICpIKyBadeM.

4.2.2.12. TlinrotoBka E-loxymeHTiB 3IIHCHIOETHCS
BiZinoBiIHOI0 CTOPOHOIO, B CTPOKH, SKIIIO0 BOHH BCTAHOBJICHI
[amuBimyansHOO dactuHOIO JloroBopy Ta/abo iHIIKAM
JIOTOBOPOM, YKJIaJeHUM Mixk CTOpOHAMH.

4.2.2.13. ]Jlo momenty mepenadi iamii Ctoponi, CtopoHa-
BiANIPaBHUK 3000B’s3aHa HAJICKHUM YMHOM CKJIACTH HOBHM
Ta/ab0 mepeBipuTH oTpuMaHuil E-JlokyMeHT Ta migmucatu
tioro 3 BukopuctanasMm KEII (axwit cTBOproeTbcs 3
BUKOPHCTaHHIM 32C00Y KBaJTi(hiKOBAaHOTO €NEKTPOHHOTO
mignucy 1 0asyeTbcst  Ha KBai(hikoBaHOMY cepTu(iKaTi
BIIKPUTOTO KIIIOYa) y CTPOKH, mepeadaueHi [loroBopom.
MotuBoBaHa BigMoBa Bijg mianucaHHs E-Jloxymenra
HajcuiaeTbest yepe3d CructeMy depe3 MeXaHi3M BiJIXMIICHHS
E-lokymeHnTa i3 3a3HaveHHsM npuuuH. E-JlokymenTH, ski
HepealoThCs, IINUCYIOThCS Yy  BCIX  BUMAAKax 3
BukopuctanusiM KEII BiamosinHoi Croponu. Ilepesipka
¢akTy nmianucanHs BianoBigHO CTOPOHOIO KOHKpeTHOro E-

HokymenTa, 3miiicHIOeTbCS  CTOPOHOIO-OZEPKYBadeM 3
BUKOpUCTaHHSIM Binkputoro kmroua i KsaumidikoBanoro
cepTudikara.

4.2.2.14. E-JIokyMEHTH BBaXXAIOThCS IMIIANHCAHUMH 1
HaOWpalOTh YMHHOCTI 3  MOMEHTY  MiJNHCaHHS 3
BukopuctanHsiM  KEII ~ Croponoro-omepxyBauem  E-
HokymenTta, otpumanoro Big CTOpOHH-BiONpaBHHKA 3

HaknazneHuM Hero KEII. Ilpu npomy, CTOpoHN JOMOBUIHCA,
o 1ist E-J{okyMeHTy pO3MOBCIOKYETHCS HA BITHOCHHH, IO
BUHMKIJIM MicTsl JaTy yKiaaneHas Jlorosopy.

4.2.2.15. E-Hoxyment, mignucanuii  CropoHOIO 3
Bukopuctanusam KEIT 1 nmepemanuit CTopoHi omepikyBady
BBRKATUMETHCS B YyCiX  BHIAAKax  MIAMUCAHUM
YIIOBHOBXEHUM IpecTaBHUKOM CTOpPOHU-BiANpaBHHUKA, B
MeXaxX HaJaHWX TIOBHOBa)XKEHb, IO HE TOTpedyBaTume
1Iopasy IMepeBipKU JOKYMEHTIB Ha NPEACTABHUIITBO, SKIIIO
CropoHH iHIIE He BU3HAYMIM [HIMBIIYaJbHOIO YaCTHHOIO
JoroBopy Ta/abo iHIIMM JIOTOBOPOM, VYKJIAJAEHHUM MIiX

4.2.2.10. The use of the service during the transfer of
documents exchanged by the Parties for proper performance
of the terms of this Agreement is paid for by the Party
sending the E-Document.

4.2.2.11. Each Party shall monitor the receipt of E-
documents on a daily basis and promptly accept, verify, sign
them using the QES and return them to the other Party. The
Party that sends the E-document is considered the sending
Party, and the Party that receives the E-document is
considered the receiving Party.

4.2.2.12. The preparation of E-documents is carried out by
the relevant Party, within the time limits established by the
Individual part of the Agreement and/or another Agreement
concluded between the Parties.

4.2.2.13. By the time of transfer to the other Party, the
sending Party shall properly draw up a new and/or verify the
received E-document and sign it using the QES (which is
created using a qualified electronic signature and based on a
qualified public key certificate) within the time limits
stipulated in the Agreement. A reasoned refusal to sign an
E-document is sent through the system through the
mechanism for rejecting an E-document with an indication
of the reasons. E-documents that are transmitted are signed
in all cases using the QES of the relevant Party. The
verification of the fact that the relevant Party has signed a
specific E-document is carried out by the recipient Party
using a public key and a qualified certificate.

4.2.2.14. E-documents are considered to be signed and enter
into force from the moment the recipient Party signs by the
QES the E-document received from the sending Party with
the QES imposed by it. At the same time, the Parties agreed
that the E-document applies to relations that have arisen
after the date of conclusion of the Agreement.

4.2.2.15. E-document signed by the Party using the QES and
transferred to the recipient Party will be considered in all
cases signed by the authorized representative of the sending
Party, within the limits of the powers granted, it will not
require each time verification of documents for
representation, unless the Parties have determined otherwise
as an Individual part of the Agreement and/or other
agreement concluded between the Parties. The QES is equal
in legal status to a handwritten signature (seal) and has a
presumption of its compliance with a handwritten signature.
4.2.2.16. The Parties have agreed that E-documents sent and
certified by the QES have full legal force, give rise to rights
and obligations for the Parties, can be submitted to the court
as appropriate evidence and are recognized as equivalent to
documents drawn up on paper. The Parties, by signing the
Individual part of the Agreement, confirm that the
documents are signed by the QES, signed by authorized
representatives of the Parties.

4.2.2.17. Either Party has the right to initiate parallel
(simultaneous) processing of both electronic and paper
forms of primary accounting documents. If two forms of
documents exist in parallel, E-documents prevail (if they are
properly executed).




Croponamu. KEII 3a mpaBoBUM CTaTycOM IMPUPIBHIOETHCS 10
BJIACHOPYYHOTO MiANUCY (IIEYaTKH) Ta Ma€ MPe3yMIILio Horo
BIJIITOBITHOCTI BIIACHOPYYHOMY IIiIITUCY.

4.2.2.16. Croponun pomoBmiucs, mo E-JlokymeHTH, sKi
BignpasieHi Ta 3aBipeHi KEII, MaioTh NOBHY IOpHUANYHY
CHITY, TIOPO/IXKYIOTh TpaBa Ta 000B's13ku 11t CTOPiH, MOKYTh
OyTH TpeACTaBlieH] 10 CyAy B SKOCTI HaJEeXHUX JTOKa3iB Ta
BU3HAIOTHCS PIBHOSHAYHUMHU JOKYMEHTaM, IO CKIIAJaf0ThCS
Ha TanepoBoMy HocieBi. CTOPOHM, NUIIXOM  ITiJITHUCAHHS
[nmuBinyansHoi vacTuHHM JloroBopy, MiATBEPIKYIOTH, IO
mokymenTt mignucani KEI, mignmcanHi ynoBHOBaXeHUMHU
npeactaBHUKamMu CTOPiH.

4.2.2.17. Bynp-sika 13 CTOpiH BIpasi iHILiIOBaTH NapayieibHe
(omHO9acHE) 0(hOpPMIICHHS 1 €JICKTPOHHHUX, 1 MAIepOBUX (HOPM
NepBUHHUX  OyXTalTepCchKUX  JOKyMEHTiB. Y  pasi
NapayenbHOro iICHYBaHHS JBOX (OPM JOKYMEHTIB IPIOPUTET
MAalOTh ENIEKTPOHHI JOKyMEHTH (y BHIAQAKY iX HAJICKHOTO
0o OpMIICHHS).

4.2.3. Koudinenmniiinicts Ta 6e3meka

4.2.3. Confidentiality and security

4.2.3.1. Koxna CTopoHa BXKHBa€ BCiX HEOOXiTHMX 3aC00iB
mozo 30epexerHs koHpinertmiitHocTi KEII Ta 3a6e3mnevueHHs
0e3MeyHoro pexuMy ix BUKOpUCcTaHHSI. CTOPOHH BH3HAIOTH,
mro KEI, naknagenuii BiAmoBiAHO 10 BUMOT 3aKOHOIABCTBA,
3a MPaBOBUM CTaTyCOM IPHUPIBHIOETHCS A0 BJIACHOPYYHOTO
mianucy (Ta 3a HasBHOCTI - ieyatkn) CtopiH. CTOPOHU TaKOXK
JIOMOBWJIMCH, 1110 y BUNaAky aHymtoBaHHs KEII, oTpumanus
noctynmy no KEII TperiMu ocobamu Ta/abo y IHIIHX
BUIIAJIKaX, MOB’SA3aHUX 3 HENPABOMIPHUM BHKOPHCTAHHSIM
KEII, 30utku, 3amoxmisHi oxnii i3 Cropin JloroBopy a6o
TpPeTiM ocobaM, MiUIAraloTh BIAIIKOAYBAHHIO 3a PaxyHOK
BUHHOI CTOpPOHH.

4.2.3.2. CTOpOHH MTOTOIKYIOTHCS, III0 BUKOPUCTAHHS 3aC001B
KpunrorpadiqyHOro 3axucTy iH(popMarii, sKi peani3yloTh
mmdpyBanas 1 KEII, pmocratHpo st 3a0e3rnedeHHs
KoH(ineHmiiHOCTI iH(opMariiiHoi B3aemoxii CTOpiH 00
3aXUCTYy BiJl HECAaHKIIIOHOBAHOTO JOCTYIy Ta Oe3IeKu
00poOKu iH(pOpMallii, a TAKOXK JUIs MATBEPKEHHS TOTO, II10:
- E-Hokyment Hamxomuts Big CtopoHH, ska #oro
nepenaia (ImiITBepIKEHHS aBTOPCTBA JOKYMEHTA);

- E-Jlokyment He 3a3HaB 3MiH Tipu iH(opMariiHii
B3aemonii  CropiH  (IMATBep/DKEHHS  IUTICHOCTI  Ta
ABTEHTHYHOCTI JOKYMEHTA).

4.2.3.3. 3 wmeroro 3abesmeveHHs Oe3nekn OOpPOOKH Ta
KoH}ieHiiHOCTI iHQOopMarii CTopoHU 3000B's13aHi:

- HE JIONyCKAaTHu MOSIBH B KOMI'IOTEPHOMY CEPEIOBUILI, 1€
¢yHkmionye cucrema s oominy  E-JlokymeHTamu,
KOMI'IOTEpPHUX BIPYCIB 1 TporpaM, CHPSIMOBaHUX Ha i
pyiiHYBaHHS;

- He HMIIMTU Ta / abo He 3MiHIOBaTH apXiBH BiakpuTux
kmtouiB KEII, enexkrponnnx E-JlokymeHTiB;

- HE BUKOPUCTOBYBaTH AJs nianucanus E-/lokymenTiB
CKOMIIPOMETOBAHI KJIFOUI.

4.2.3.4. CropoHH caMOCTIHHO 3a0e3nedyioTh 30epeKeHHS
NPOTrpaMHOro 3a0e3NeveHHs, SIKE BUKOPUCTOBYETHCS JIJIS
oOminy Biakputux ximouiB ta E-J[oKkyMeHTIB, po3MilieHux
Ha CBOIX KOMI'IOTEpaX.

4.2.3.1. Each Party shall take all necessary measures to
preserve the confidentiality of QES and ensure a safe mode
of their use. The Parties recognize that QES which is
imposed in accordance with the requirements of the
Legislation by legal status is equal to a handwritten
signature (and, if any, a seal) of the Parties. The Parties also
agreed that in case of cancellation of the QES, access to the
QES by third Parties and/or other cases related to the misuse
of the QES, losses caused to one of the Parties to the
Agreement or to third Parties are subject to compensation at
the expense of the guilty Party.

4.2.3.2. The Parties agree that the use of cryptographic
information protection tools that implement encryption and
QES is sufficient to ensure the confidentiality of information
interaction between the Parties regarding protection against
unauthorized access and security of information processing,
as well as to confirm that:

- The E-document comes from the Party that
transferred it (confirmation of the authorship of the
document);

- The E-document has not been changed during the
information interaction of the Parties (confirmation
of the integrity and authenticity of the document).

4.2.3.3. In order to ensure the security of information
processing and confidentiality, the Parties shall:

- Inorder to ensure the security of information
processing and confidentiality, the Parties shall:

- not destroy and / or change the archives of QES
public keys, electronic E-documents;
not use compromised keys to sign E-documents.

4.2. 3 4. The Parties independently ensure the safety of the
software used for exchanging public keys and E-documents
placed on their computers.

4.2.3.5. Issuance, replacement, destruction of personal and
public keys, including in cases of their compromise, as well
as issuance of a qualified certificate, is carried out only by a
qualified provider of electronic trust services. The Parties




Ocobuctux Ta
y BHIAAKax IX
KgamidikoBanoro

4.2.3.5. Bwupgaua, 3amiHa, 3HHIICHHSI
Bigkputux Kmo4iB, B TOMY YHMCII
KOMIIpOMETAIlii, a TakoX BHUJaaYa
ceptudikara, 3IOIACHIOETBCS TUIBKHM  KBali(iKOBaHUM
Ha/JaBaueM eJNEeKTPOHHMX JA0Bipuux mociyr. CTopoHu
3000B'sI13aH1 TMOBIAOMHUTH OJHAa OJHY NP0 HAasSBHICTbH
BUIIIEBKAa3aHUX OOCTaBHH B CTPOK, IO HE TMEPEBHIIYE 5
(m’atp) pobouMX MHIB 3 MOMEHTY BWHHKHEHHS TaKHX
00CTaBHH.

are obliged to notify each other of the existence of the above
circumstances within a period not exceeding five (5)
working days from the date of occurrence of such
circumstances.

4.2.4. Inmi ymoBH

4.2.4, Other conditions

4.2.4.1. Y BUNaJKy HEMOXKIIUBOCTI BUKOHAHHSI 3000B'13aHb 32
HorosopoM, CTOpOHM HEraifHO MOBIAOMIISIOTH PO LI OJHA
OJIHY.

4.2.4.2. CTopoHU He HECYTh BiIOBITALHOCTI Ta HE HAIAIOTh
KOHCYJIBTAIIMHNX TOCIYT 11010 poboTu CepBicy.

4.2.4.3. Ilpn BupimeHH] BCIX IHIIMX MUTaHb, MOB’SA3aHUX 3
CJIIEKTPOHHUM JIOKYyMEHTOOOIroM, SIKi HE BperyjJbOBaHi
Jorosopom, Croponn KEPYIOThCS MIOJIOKECHHAMU
3aKOHO/JAaBCTBA.

4244.Y Bumaaky Oynp-sIKMX  pO30DKHOCTEH MK
MOJIO’KEHHSMH 3arabHUX YMOB Ta [HAWBITyansHOI YaCTHHA
Horosopy, nmonoxxenHss [aauBimyansHoi yacTuHu J{oroBopy
MaTHMYTh MIEPEBAYKHY CHITY.

4.2.45. JloroBip Habupae YHHHOCTI 3 JAaTH IIiJIHCAHHS
IanuBinyansHOi yacTiam JJorosopy Croponamu. CTOpoHHU Ha
BJIACHUM PO3CYJ TakoXX MOXYTh cKpimutu Jlorosip

neyaTKkamMu, 3a yYMOBH X BUKOPHCTAaHHSA 3FiI[HO 3
nosnokeHusamu CTaryTy.
4.2.4.6. Jlorosip yKJIaIeHU YKPaTHCHKOIO Ta/abo

YKpalHCHKOIO Ta aHIIIIWCHKOK MOBOK (IBOMOBHHUH) Ta y
KUTBKOCTI OpHUTiHANBHUX TPUMIPHHKIB, SIK T€ BU3HAYCHO B
IanuBinyansHiil gactuni JloroBOpy, fKi MamOTh OIHAKOBY
IOPUJIMYHY CHJIY, MO0 OJHOMY MPHUMIPHHKY JUIS KOXHOI 13
CropiH.

4.2.4.7. JloroBip pETYNIOETHCA 1 TIyMaduThCAd B3TiTHO 3
3aKOHO/IAaBCTBOM YKpaiHH.

4.2.4.8. Croponn B InameinyanpHii wactuHi JloroBopy

MOXYTh Iepen0auuTH yMOBH 1100 aBTOMAaTHYHOI'O
NPOJIOBXKEHHsI CTpoKy Jii JloroBopy (aBTomposoHraiiii).
HeranbHuit MOPSAI0K ABTOMPOJIOHT AIii [orosopy

BU3HAUYEHUH y po3aiii 14 3araneHux YMOB.

4.2.49. Koxna i3 Cropin mae mpaBo posipBatu orosip.
HeranpHuii mopaaok posipBanHs JlOoroBopy BHU3HAUEHHWH Y
poznimi 14 3aranbHux YMOB.

4.2.4.1. If it is impossible to fulfill its obligations under the
Agreement, the Parties immediately notify each other.
4.2.4.2. The Parties are not responsible and do not provide
consulting services regarding the operation of the service.
4.2.4.3. When resolving all other issues related to E-
document circulation that are not regulated by the
Agreement, the Parties shall be guided by the provisions of
the legislation.

4.2.4.4. In case of any discrepancies between the provisions
of the General Conditions and the Individual part of the
Agreement, the provisions of the Individual part of the
Agreement will prevail.

4.2.4.5. The Agreement shall come into force from the date
of signing the Individual part of the Agreement by the
Parties. The Parties, at their sole discretion, may also seal
the Agreement, provided that they are used in accordance
with the provisions of the Charter.

4.2.4.6. The Agreement is concluded in Ukrainian and/or
Ukrainian and English (bilingual) and in the number of
original copies, as defined in the Individual part of the
Agreement, having equal legal force, one copy for each of
the Parties.

4.2.4.7. The Agreement shall be regulated and interpreted in
accordance with the legislation of Ukraine.

4.2.4.8. The Parties in the Individual part of the Agreement
may provide for conditions for automatic extension of the
term of validity of the Agreement (auto-extension). A
detailed procedure for auto-renewal of the Agreement is
defined in Section 14 of the General Conditions.

4.2.4.9. Each Party has the right to terminate the Agreement.
A detailed procedure for terminating the Agreement is
defined in Section 14 of the General Conditions.

4.3. AOI'OBIP PO CHIBPOBITHHMILTBO Y C®EPI
KPEAUTYBAHHSA

4.3. AGREEMENT ON COOPERATION
FIELD OF LENDING

IN THE

YMmoBu 1pOr0 posminy 3aranbHux YmoB € [lyGniuHOIO
yacTuHoOo Jlozoeopy npo cniepodimnuymeo y chepi
Kpedumyeannsn (10 TeKcTy 3arajibHuX YMoB — Jlorosip).

The terms of this Section of the General Conditions are a
Public part of the Agreement on cooperation in the field of
lending (in the General Conditions referred to as the
Agreement).

BU3HAYEHHS TEPMIHIB:

bank — AT «OTII BAHK», Cropona 3a JloroBopom mpo
cHiBpoOITHULTBO y cepi KpeIUTYBaHHS.

Horosip//loroip mpo cniBpodiTHUUTBO Yy  cdepi
KpeauTyBaHHa — JloroBip mpo cmiBpoOiTHHUTBO y cdepi
KpeIMTYBaHHS, SKHH CKJIAIa€Thes 13 [HIMBiAyabHOT YaCTHHU

TERMS AND DEFINITIONS:

Bank shall mean OTP BANK JSC, a Party to the Agreement
on cooperation in the field of lending.
Agreement/Agreement on cooperation in the field of
lending shall mean the Agreement on cooperation in the field
of lending, which consists of the Individual part and the




Horosopy Ta IlyGmiunoi wactuam JloroBopy (3arambpHi
YMmoBwm), yknanenuii CTOpOHaMHU.

KounTtparent - Ctopona 3a J[oroBopoMm mpo CriBpOOiTHHIITBO
y cdepi KpenuTyBaHHS.

Kpennt - xomru banky, sixi Hapatotecs [lo3nyanbHuKy Ha
yMOBaX, B pO3Mipi Ta MOPSIKY, 10 BU3HAa4YeHi KpenuTHum
JIOTOBOPOM  Ha  CHOXHWBYI  IJIi, HE TOB’s3aHi 3
M ITPUEMHHAIBKOIO AiSUTBHICTIO.

Kpenutnuii norosip — KpenutHuii gorosip, ykinaaeHuid Mix
[logngansaukoM Ta bankoM, 3 ycimMa ICHylOUMMH Ta
MaiOyTHIMH 3MiHAMH, TOTIOBHEHHSMH Ta JOJATKaMH.
IponaBeus — KonTtpareHT, ropuanyna ocoda/diznuHa ocoda-
miAnpremMertb, mpoaaseilb ToBapis Ta/abo [Tocnyr, CTopoHa 3a
JoroBopoM ipo criBpoOITHUITBO Y cepi KpeAUTyBaHHS.
Mo3uyanbHuk — QiznyHa ocoda, 0 Mae HaMip OTPUMATHU B
banky Kpemutr nnsa mpundanns y IlpomaBus/Kontparenrta
TosapiB Ta/abo Ilocmyr.

Iocayra — mociayra abo mepesik MoCiayr, B TOMY YHCHI i3
MOJYUJIMBICTIO ~ TNpUAOAaHHS  TOBapy, sSKa  HaJaeThCs
[Hoznuansauky [IponaBunem/Kontparentom. Bum, nepenik Ta
iHIi XapakrepucTuku [locmyr MOXyTh BU3HAUaTHCS TaKOX
InnuBinyansHO0O YyacTuHOK JloroBopy

ToBap — cnHoxuB4i/-uii TOBap/-u Ta/ab0 TOCIYTH, IO
KynytoTbcs 1lo3n4anbHUKOM Ui BJIACHOIO CIIOXKUBAHHA 3
BUKOPUCTAHHSIM  KpPEIWTHHX  KOWTIB  baHKy, sKuit/i
BU3HAuUeHMi/-1 y cnenudikamnii ta/ado y weky I[lpomaBus i
migrBepkye mpunbanas I[lozwgansaukom Tomapy. Bun,
mepenik Ta iHII  XapakTepucTUKA ToBapy MOXYTh
BU3HAUYATHCA TaKoX [HIUBIAyanbHOIO YacTHHOIO JloroBOpY.

Tepminn, 1m0 BUKOpHCTOBYIOThCA B J[loroBopi mpo
CHiBpOOITHULTBO Yy chepi KpeAUTYBaHHS 3 BEJIUKOI JITEPH, €
BU3HAUYEHNMHU TepMiHAMHU 1 MalOTh OJTHAKOBI 3HAYEHHS, 5K Y
IanuBinyanepHiii dactuni JloroBopy, Tak i y IlyOmiuniit
yactuHi JloroBopy - 3aranbHuX YMOBax, Ta MOXYTb
BUKOPUCTOBYBATHCh, SIK B OJIHUHI, TaK i B MHOXKHHI.

Pubic part of the Agreement (General Conditions) concluded
by the Parties.

Counterparty shall mean a party to the Agreement on
cooperation in the field of lending.

Credit shall mean the Bank's funds provided to the Borrower
on the terms, in the amount and in accordance with the
procedure specified in the Loan agreement for consumer
purposes that are not related to business activities.

Loan agreement shall mean the Loan agreement concluded
between the Borrower and the Bank, with all existing and
future changes, supplements and annexes.

Seller shall mean the Counterparty, legal entity/individual-
entrepreneur, seller of Goods and/or Services, Party to the
Agreement on cooperation in the field of lending.
Borrower shall mean an individual who intends to obtain a
Loan from the Bank to purchase Goods and/or Services from
the Seller/Counterparty.

Service shall mean a service or list of services, including the
possibility of purchasing goods, which is provided to the
Borrower by the Seller/Counterparty. The type, list and other
characteristics of Services can also be determined by the
Individual part of the Agreement

Goods shall mean consumer goods and/or services
purchased by the Borrower for his own consumption using
the Bank's credit funds, which are defined in the
Specification and/or in the Seller's receipt and confirms the
Borrower's purchase of the Goods. The type, list and other
characteristics of the Goods can also be determined by the
Individual part of the Agreement.

The terms used in the Agreement on cooperation in the field
of lending with a capital letter are defined terms and have
the same meanings, both in the Individual part of the
Agreement and in the Public part of the Agreement - General
Conditions, and can be used both in the singular and in the
plural.

4.3.1. NPEAMET JOI'OBOPY. [anuii [orosip mpo
CHiBpOOITHHNTBO Yy cepi KpeauTyBaHHS BU3HAYAE MTOPSJIOK 1
yMoBH criBpoOiTHHUIITBa CTOpiH y cdepi HamaHHS bankom
Kpenurie Ilo3uvanbHuKaM 3 METOK NPUAOAHHS HHUMHU
Tosapie Ta/a6o Ilocnyr y INponasus/KoHnTparenra, a Takox
BUKOHAHHS BCiX 1HIIMX YMOB, SIK BOHM BU3Ha4eHi JloroBopom
PO CHiBpOOITHUITBO y cepi KpeAuTyBaHHS Ta 3arajJbHUMU
YMoBaMH.

4.3.1. SUBJECT MATTER OF AGREEMENT This
Agreement on cooperation in the field of lending defines the
procedure and conditions for cooperation between the
Parties in the field of providing Loans to Borrowers by the
Bank for the purpose of purchasing Goods and/or Services
from the Seller/Counterparty, as well as fulfilling all other
conditions as defined in the Agreement on cooperation in the
field of lending and General Conditions.

4.3.2. IOPAJOK I YMOBH CHIBPOBITHUIITBA
CTOPIH.

43.2.1. Cropoun 3a JloroBopoM [IOMOBHIIHCS TIPO
chiBmpamr B OOMiHI B3a€EMOBHUTIIIHOIO iH(OpMali€o Ha
OCHOBI NPUHIIMITIB PiBHOIIPAaBHOCTI, 3aKOHHOCTI,
ypaxyBaHHS B3aEMHUX 1HTE€PECIB, YECHOTO MMAPTHEPCTRA.
4.3.2.2. Croponu 3a0e31e4uyI0Th oprasizauiiny,
iHpopMaLiiiHy, MeAiiHy MiATPUMKY peamizamii CHUTbHHX
MPOEKTIB, 110 PEati3yloThCs B paMKax gaHoro Jlorosopy.
4.3.2.3. Merow JloroBopy € OTpUMaHHS €KOHOMIYHHX Ta
penytauiiiHux Buroj CTopoHamMH Ta KOXHOH CTOPOHOIO
30Kpema.

43.2. PROCEDURE AND CONDITIONS FOR
COOPERATION BETWEEN THE PARTIES.

4.3.2.1. Under the Agreement, the Parties agreed to
cooperate in the exchange of mutually beneficial
information based on the principles of equality, legality,
consideration of mutual interests, and honest partnership.
4.3.2.2. The Parties provide organizational, informational,
and media support for the implementation of joint projects
implemented under this Agreement.

4.3.2.3. The purpose of the Agreement is to obtain
economic and reputational benefits by the Parties and each
Party in particular.




4.3.2.4. CTpok, yMOBH, MOPSAOK HAIaHHA Yd IPOIAKY
[ocayr/ToBapiB, saxicte ToBapy/naganoi [locmyru um
MOBEPHEHH/00MIH HesKicHOro ToBapy BCTaHOBJIIOETHCS 3a

OKpPEMOIO  JIOMOBJICHICTIO MK  [lo3wmuaapbHUKOM — Ta
Kontparenrom/IIpogaBuiem, BiamoBiqHo bank He Hece
BIJINOBIIANIBHICTE 32 HesdkicHO Hanmaui [locimyru um

HesikicHu# ToBap, sikuii Oymo npoaano [lo3ndansHuKY, 4i 32
MOPAAOK MoBepHeHH:/00MiH ToBapy Toto.

4.3.2.5. 3 MeTOr0 MOMyJIspH3aIlii Ta MiABHICHHS 00i13HAHOCTI
mpo (hiHaHCOBI MOCITYTH, IO HAJAIOTHCS baHKOM, TOMIMpPEeHHS
inpopmarii mpo bamk, bamk Moke HamaTH TIPaBO
0€30IUIaTHOTO BHKOPUCTAHHS 3HAKy IJIi TOBapiB 1 MOCTYT
Banky abo iHmmx aBTOpchkMx mpaB banky. I['padiune
300pakeHHsI 3HAKy, YMOBH, CTPOK, TEPHUTOPis Ta MOPSAOK
BUKOPUCTAHHs 3HAaKy IS TOBapiB i mochnyr baHky, iHIIHMX
aBTOPCHKUX TpaB baHKy, BU3HAYa€ThCSI B JIMCTIi-IOTOHKEHHI,
mo HamaeThest barkom [Ipomasmro/KorTpareHTy.

4.3.2.6. Tami ocobnMBOCTI IMIONO TMOPSAKY Ta YMOB
CHiBpoOiTHULITBA Cropin 3a Horosopom po
ciiBpoOiTHHITBO Y chepi kpenutyBaHHS CTOPOHH MOXKYTh
BHU3HAYUTH J0JaTKOBO y [HnMBiMyanbHil yactuHi JloroBopy.

4.3.2.4. Term, conditions, procedure for provision or sale of
Services/Goods, the quality of the Goods/provided Services
or the return/exchange of low-quality Goods are established
by a separate agreement between the Borrower and the
Counterparty/Seller, respectively; the Bank is not
responsible for low-quality Services or low-quality Goods
that were sold to the Borrower, or for the procedure of
return/exchange of Goods, etc.

4.3.2.5. In order to promote and raise awareness about the
financial services provided by the Bank, to disseminate
information about the Bank, the Bank may grant the right to
use the mark free of charge for the Bank's goods and services
or other copyrights of the Bank. The graphic image of the
mark, conditions, term, territory and procedure for using the
mark for the Bank's goods and services, as well as other
copyrights of the Bank, are determined in the approval letter
provided by the Bank to the Seller/Counterparty.

4.3.2.6. Other specifics regarding the procedure and
conditions of cooperation between the Parties under the
Agreement on cooperation in the field of lending, the Parties
may determine additionally in the Individual part of the
Agreement.

43.3. YMOBU B3AEMOPO3PAXYHKIB CTOPIH.
4.3.3.1. loroBip Moxe OyTH ormaTHUM a00 0€30TIIaTHUM.
4.3.3.2. Y pasi, sxmaro CTOpoHN BU3HAYIIN B [HAMBIMyabHIN
yacthuHi JloroBopy yMOBM IOJO0 TOPSAKY Ta YMOB
B3a€MOpO3paxyHKiB 3a JloroBopoMm, To Takuid [loroBip €
OILUTaTHUM.

433. TERMS OF MUTUAL SETTLEMENTS
BETWEEN THE PARTIES

4.3.3.1. The Agreement may be paid or free of charge.
4.3.3.2. If the Parties have defined in the Individual part of
the Agreement the terms for the procedure and conditions of
mutual settlements under the Agreement, then such
Agreement is paid.

4.3.4. IIPABA, OBOB’SA3KHA TA BIAIIOBIJTAJIBHICTbD
CTOPIH.

Kpim mpaB, 000B’s3kiB Ta BigmosimambHOCTI CTODIH,
BU3HAYCHMX [HOUBIAyanbpHOIO dYacThHOW JloroBopy Ta
po3aisiom «3. ITPABA, OBOB’ 43K TA

BIATIOBIJAJIBHICTB CTOPIH (BAI'AJIBHI)» 3aranbaux
YmoB, CTOpOHH TaKOX JOMOBMIJIHCH TIPO HACTYITHE:

4.3.4.1. IlponaBeus/KonTpareHT 3000B’A3y€THCA:
4.3.4.1.1. BuxkoHyBaT YMOBH CIiBPOOITHHIITBA, BHU3HAYEHI
InpuBinyansHO0 dactuHOl JloroBopy Ta IlyOmiunoro
yacTuHOO Jlorosopy.

4.3.4.1.2. BuxkoHyBaTH yMOBH B3a€MOpoO3paxyHKiB CTOpiH,
SKIIO Taki BU3HaueHi JloroBopom.

4.3.4.1.3. HanmaBatu Ilo3nvanpHuKaM peKOMEHAALT 1070
3BepHEHHSs 10 banky 3 MeToro otpumanHs Kpeaury.
4.3.4.1.4. 3a monepeaHiM MUCHMOBHM IOTOKEHHSIM baHKy
PO3MIIIYBaTH B MiCIISIX, JOCTYITHUX JUIS OTJISILY, PEKJIaMHi Ta
iHpopMmaliiiHi MaTepianu baHky 3 MUTaHb KPeJUTYBaHHSI.
4.3.4.15. 3nilicHIOBaTH PO3paxyHOK BapTOCTI
[locayr/ToBapiB Ta HamaBaTh Ilo3MyanbHUKY  HaJICKHUM
YHUHOM O(OPMIICHHI PaxXyHOK JUISI MOXKIIMBOCTI OTPUMAaHHS
[osnuansHukoM pimenHs banky npo orpumanns Kpeaury.
4.3.4.1.6. Hanaratu [locimyru Ilo3nuanbHUKY BiAIOBITHO 10
perJiaMeHTiB, TEXHIYHMX YMOB Ta IPaBHJ, BCTAHOBIICHHX
YUHHUM  3aKOHOJAaBCTBOM  JUIS  BIJIIOBITHOTO  BUJY
[locayr/ToBapy, 30KpemMa i3  BpaxyBaHHSM  BHUMOT
3aKOHOJIABCTBA MPO 3aXUCT MPAB CIIOKHBAYIB.

4.3.4. RIGHTS, OBLIGATIONS
RESPONSIBILITY OF THE PARTIES
Except for the rights, obligations and responsibilities of the
Parties defined by the Individual part of the Agreement and
Section 3. RIGHTS, OBLIGATIONS AND
RESPONSIBILITY OF THE PARTIES (GENERAL) of the
General Conditions, the Parties have also agreed on the
following:

4.3.4.1. The Seller/Counterparty shall undertake to:
4.3.4.1.1. Fulfill the terms of cooperation defined by the
Individual part of the Agreement and the Public part of the
Agreement.

4.3.4.1.2. Fulfill the terms of mutual settlements of the
Parties, if such are defined by the Agreement.

4.3.4.1.3. Provide Borrowers with recommendations on how
to apply to the Bank in order to obtain a Loan.

4.3.4.1.4. Upon prior written agreement of the Bank, place
advertising and informational materials of the Bank
regarding lending in places accessible for familiarization.
4.3.4.1.5. Calculate the cost of Services/Goods and provide
the Borrower with a properly executed invoice so that the
Borrower can receive a bank decision on obtaining a loan.
4.3.4.1.6. Provide Services to the Borrower in accordance
with the regulations, technical conditions and rules
established by the current legislation for the relevant type of
Service/Goods, in particular, taking into account the
requirements of the legislation on consumer protection.

AND




4.3.4.1.7. Konrpareut/[Iponasers 30008’ I3yETHCS HATICKHIM
YHHOM KOMYHIiKyBaTH 3 [lo3uuanbHuUKOM, 30KpeMa y pasi
NUCBMOBMX YW YCHHX 3BepHEHb [lo3WYajbHUKA JIO
Konutparenra/IIpogaBiit 3 METOO BHPIIICHHS IPOOJIEMHHUX
NUTaHb B paMKax JOTpUMaHHS mpaB [lo3uuanbHUKA SK
CIHOXHMBaYa 3TiIHO 13 3aKOHOAABCTBOM.

4.3.4.1.8. KontpareHT 3000B’S3aHHI OTPUMYBATH JIHCT-
MOTO/DKEHHST BiJ BaHKy IOJI0 MOMJIHMBOCTI BUKOPHCTAHHS
rpagiqHoro 300pakeHHs] ToBapHOTO 3HaKy baHky abo iHIINX
aBTOPCHKUX NpaB baHky.

4.3.4.2. IlponaBenn/KoHTpareHT Mae npagpo:

43.42.1. Otpumatu Binm baHky pekiamMHO-iHQOpMaIIiiHi
Marepiai MOA0 TOCIYr 3 KPEAWTYBaHHS, SKi HAJAIOThCS
bankoM, SKIIO e BHW3HAYEHO I|HAMBIAYyalbHOIO YaCTHHOIO

Horosopy.

4.3.4.3. Bank 3000B’A3y€eThCA:

4.3.4.3.1. BukoHyBaTH YMOBHU CIiBPOOITHHUIITBA, BU3HAYCHI
InnuBinyansHO wactuHOW JloroBopy Ta/abo IlyOmivnOorO
yacTuHO JloroBopy.

4.3.4.3A.2. BukoHyBaTH YMOBH B3aeMopo3paxyHkiB CTopiH,
SIKIIO TaKi BU3Ha4eHI [HIUBIMyanpHO0O YacTHHOK J[oroBopy
ta/abo I[1yomiunoro yacTuHOMO JloroBopy.

4.3.4.4. Bank mae npaBo:

4.3.4.4.1. CamocTiiiHO BH3HA4YaTH yMOBH, Ha sikux Kpeaut
Moxke OyTH HajaHui [lo3nyansHuKY.

4.3.4.4.2 Po3rnsamatn  3asBKH Ha  Bumady Kpenutis
IMo3uvansuukaM aist npundandst ToBapiB ta/abo TTocayr ta
HagaBatu [losnyaneHukam Kpeautu, 3a yMOBH AOCTaTHHOI
IaTOCIPOMOXKHOCTI [lo3nyanbHuKka Ta y BiATOBIZHOCTI 10
YMOB, BHU3HAYE€HUX KPEIUTHOI TOJITHKOI Ta BHYTPIIIHIMA
MIOJIOKEHHAMHU baHKy.

4.3.4.4.3.BinmoButu [lo3nyansuuky B HamganHi Kpenuty 0e3
NOSICHEHHS IPUYMH BiJIMOBH.

43.4.44. YV pa3i BusBieHHsS (akTiB HOPYLIEHHS YMOB
JloroBopy, a TakKOXX BCTAHOBJICHHS  HEBIJIOBITHOCTI
IIponasus/KonTparenra Ta/abo WOTO MpariiBHUKIB BUMOTaM
3akoHOJaBCTBA, 1ILOr0 JloroBOpy Ta BHYTPIIIHIX IOJIOKEHD
banky mnpunmauTH  chmiBnpamo 3 [lpomaBuem B
OJTHOCTOPOHHBOMY  TOPSAKY, HampaBuBIIM  [IpojaBiro
MICHMOBE MOB1IOMJICHHS NPO po3ipBaHHs [orosopy.
4.3.4.4.5. Buocuru 3Minu a0 [ly0mniunoi yactunu Jorosopy
(3aranbHuX YMOB) Yy TMOPSAAKY, BH3HAYCHOMY PO3JLIOM
«143MIHA TA  PO3IPBAHHA  JOI'OBOPY  /
3AT'AJIBHUX YMOBy 3aranbaux YMoB.

4.3.4.5. BignosinanabHicTs CTOpiH:

BigmoBiganeHicts CTOpiH BU3HA4a€eThCS [HIUBIAYyanbHOIO
yactuHoto [lorosopy, posninom «3. IIPABA, OBOB’A3KU1
TA BIANOBIJAJIBHICTb CTOPIH  (3ATAJIbHI)»
3aranpHEX YMOB Ta 3aKOHOJIaBCTBOM.

4.3.4.5.1. 3a HeBUKOHaHHS a00 HEHaJIE)KHE BUKOHAHHS CBOIX
3000B’s13aHb ojfHi€et0 13 CTOpiH, ependaueHux JloroBopom ta
3akoHOmMaBCTBOM, BHMHHA CTOpOHA HECE BIAMOBINAIBHICTh
3rigHo 3 ymMmoBamu JloroBopy Ta 3aKOHO/IaBCTBOM.

4.3.4.5.2. CtopoHa, sika mopymmnia 3000B’A3aHHS, B3STI Ha
cebe 3a JloroBopom, MOBHHHA YCYHYTH IIi MOPYIICHHS B
HalKOPOTILIUH CTPOK.

4.3.4.1.7. The Counterparty/Seller shall undertake to
communicate properly with the Borrower, in particular in the
case of written or oral appeals of the Borrower to the
Counterparty/Seller in order to resolve problematic issues
within the framework of compliance with the rights of the
Borrower as a consumer in accordance with the Legislation.
4.3.4.1.8. The Counterparty shall undertake to receive an
approval letter from the Bank regarding the possibility of
using a graphic image of the Bank's trademark or other
copyrights of the Bank.

4.3.4.2. The Seller/Counterparty shall have the right to:
4.3.4.2.1. Receive advertising and informational materials
from the Bank regarding lending services provided by the
Bank, if this is determined by the Individual part of the
Agreement.

4.3.4.3. The Bank shall undertake to:

4.3.4.3.1. Fulfill the terms of cooperation defined by the
Individual part of the Agreement and/or the Public part of the
Agreement.

4.3.4.3 A.2. Fulfill the terms of mutual settlements of the
Parties, if they are determined by the Individual part of the
Agreement and/or the Public part of the Agreement.

4.3.4.4. The Bank shall have the right to:

4.3.4.4.1. Independently determine the conditions under
which the Loan can be granted to the Borrower.

4.3.4.4.2. Consider applications for Loans to Borrowers for
the purchase of Goods and/or Services and provide Loans to
Borrowers, provided that the Borrower is sufficiently solvent
and in accordance with the conditions defined by the credit
policy and internal regulations of the Bank.

4.3.4.4.3. Refuse to give the Borrower a loan without
explaining the reasons for the refusal.

4.3.4.4.4. Terminate cooperation with the Seller unilaterally
by sending the Seller a written notice of termination of the
Agreement, in case of violations of the terms of the
Agreement, as well as establishing non-compliance of the
Seller/Counterparty and/or his employees with the
requirements of the Legislation, this Agreement and internal
provisions of the Bank.

4.3.4.4.5. Make changes to the Public part of the Agreement
(General Conditions) in accordance with the procedure
defined in Section 14. AMENDMENTS AND
TERMINATION OF THE AGREEMENT/GENERAL
TERMS AND CONDITIONS of the General Conditions.
4.3.4.5. Liability of the Parties:

Liability of the Parties is determined by the Individual part
of the Agreement, Section 3. RIGHTS, OBLIGATIONS
AND LIABILITY OF THE PARTIES (GENERAL) of the
General Conditions and Legislation.

4.3.45.1. For failure or improper fulfillment of its
obligations by one of the Parties stipulated by the Agreement
and Legislation the guilty Party shall be responsible in
accordance with the terms of the Agreement and Legislation
4.3.4.5.2. The Party in default of obligations hereunder shall
be obliged to remedy such violations as soon as possible.
4.3.4.5.3. In case of violation of the terms of performance of
monetary obligations by the Party, which has such




4.3.4.5.3. Y BunajKy HOpyIICHHS YMOB BUKOHAHHS IPOIIOBUX
3000B's13aHp CTOPOHOIO, HA SAKiH JIe)KaTh Taki 3000B’sA3aHHS i
KO Taki 3000B’s3aHHS TependadeHi [HIWBimMyanbHOIO
gactuHOoo  JloroBopy, Taka CropoHa  3000B’s3aHa
BimmkoayBatn iHmiA CTOpoHI 30WTKH, 3aBJaHl TaKUM
NOPYLICHHSIM Ta CIUIATUTH TEHI0 Yy PO3Mipi MNOABIHHOI
o0mikoBoi cTaBku HamionamsHOTo 6aHKY YKpaiHu, o misia
y TIepioI, 3a SIKUH CIIagy€ThCS ITEHsI, BiJl CyMU HE BHKOHAHOTO
TPOILIOBOTO 3000B’I3aHHS, 38 KOKHUH JIeHb IOPYILIEHHS YMOB
BHKOHAHHS TPOIIOBUX 3000B’ 13aHb.

4.3.45.4. Cmnara mrpadHux caHkiiii (meHi/mrpady) He
3BibHI€ CTOPOHM BijJi BUKOHAHHS JIOTOBIPHUX 3000B’S3aHb.
Kpim Toro, CTtopoHH MarTh NpaBO JOJATKOBO BHMAaraTu
BIJIIIIKOTyBaHHS y MOBHOMY 00CsI31 30MTKIB 3aBJaHUX OJIHA
ONIHIW, CyMa SKUX BH3HAuYaeThcs 3a 3rojaoro CropiH abo
pilICHHSIM CyAy.

43455, Koxuna i3 CropiH Hece BIANOBIIANBHICT 3a
HOPYIICHHS Jorosopy, BUKJIMKaHi HaBMHUCHUMHU,
HeoOepe:KHUMH a00 HEKOMITETEHTHUMH JTisSIMU X TIepCcOoHaYy.
4.3.5. CTPOK JIi IOTOBOPY TA MOPSJIOK MOI'0
PO3IPBAHHSI.

4.3.5.1. Crpok aii [loroBopy BU3Ha4aeThcs [HIMBITyaTbHOIO
yactuHOlO  JloroBopy. 3a  BIiACYTHOCTI  IHCBMOBOTO
noBiomieHHss CTOpoHHU TIpo HaMip poszipBatu JloroBip He
Mi3Hile, HDK 3a 15 KaJleHmapHUX JHIB J0 JaTH PO3ipBaHHS
JoroBopy #oro Aist IpOJOBKYETbCSI Ha aHAIOTIYHUAHN MEPiOI.
Jomyckaerbest  OaraTtopa3oBe MPOIOBXKEHHS CTPOKY i
Horosopy.

4.3.5.2. JloroBip Moxe OyTH po3ipBaHMii 3a 3ro0r0 CTOpiH
abo 3 iHimiaTuBH OyAb-1k0i CTOPOHU B OJHOCTOPOHHBOMY
HOPSAAKY NUISXOM HAJCWIAHHSA BIAMOBIAHOTO IHCHMOBOTO
noBijiomyeHHss oxHiero CropoHor iHmid Croponi 3a 15
KaJICHIAPHMX JIHIB JI0 JaTH PO3ipBaHHS.

4.3.53. [HimiroBaHHS po3ipBaHHA HoroBopy
[ponaBuem/KoHTpareHTOM MOXKIIMBE 32 YMOBH BiICYyTHOCTI Y
[ponasus/Kontparenra 3aboproBaHocTi mepen bankom 3a
Horosopom.

4.3.5.4. Pozipsanns [oroBopy He 3BuibHS€ CTOPOHH BifJ
000B’SI3Ky CIUIATUTH 3a00PrOBaHICTh, 1[0 BUHUKJIIA TPOTITOM
cTpoKy aii JloroBopy B OBHOMY 00Cs3i.

4.3.5.5. 3akiHueHHs cTpoky Aii JloroBopy He 3BilbHSE
CropoHUW BiJi BHKOHAaHHS BCix mependaueHux JloroBopom
3000B’s13aHb Ta BiJ BIANOBIAAJBbHOCTI 3a HEBUKOHAHHS YU
HEHaJIe)KHE BUKOHAHHS 3000B’s13aHb B nepiof aii Jlorosopy.
4.3.5.6. Jliz JloroBopy npuNMHSETHCS Y pasi JikBinamii banky
un [Iponasis/Konrparenra, a 3a0oproBasicts 1o JloroBopy
CIUIa4y€ThCsl IXHIMU IPABOHACTYIMHUKaMH (Y pa3i HassBHOCTI).

obligations, and if such obligations are provided for in the
Individual part of the Agreement, such Party is obliged to
compensate the other Party for losses caused by such
violation and pay a penalty in the amount of double discount
rate of the National Bank of Ukraine, which was in effect
during the period for which the penalty is paid, from the
amount of the unpaid monetary obligation, for each day of
violation of the terms of performance of monetary
obligations.

4.3.45.4. Payment of penalties (interest/fine) does not
release the Parties from fulfilling their contractual
obligations. In addition, the Parties have the right to
additionally demand full compensation for losses caused to
each other, the amount of which is determined by agreement
of the Parties or a court decision.

4.3.4.5.5. Each of the Parties is responsible for violations of

the Agreement caused by intentional, careless or
incompetent actions of their personnel.
435. TERM OF THE AGREEMENT AND ITS

TERMINATION

4.3.5.1. The term of the Agreement is determined in the
Individual part thereof. In the absence of written notice of the
Party's intention to terminate the Agreement no later than 15
calendar days before the termination date of the Agreement,
its term is extended for the same period. Multiple extensions
of the Agreement term are allowed.

4.35.2. The Agreement may be terminated upon the
agreement of the Parties or the initiative of any Party
unilaterally by sending a corresponding written notice by one
Party to the other Party not later than 15 calendar days before
the termination date.

4.3.5.3. Initiation of termination of the Agreement by the
Seller/Counterparty is possible if the Seller/Counterparty
does not have any debt to the Bank under the Agreement.
4.3.5.4. Termination of the Agreement does not release the
Parties from the obligation to pay the debt incurred during
the term of the Agreement in full.

4.3.5.5. The expiration of the Agreement does not release the
Parties from fulfilling all obligations stipulated in the
Agreement and from liability for failure or improper
fulfillment of obligations during the term of the Agreement.
4.3.5.6. The Agreement is terminated in the event of
liquidation of the Bank or Seller/Counterparty, and the debt
under the Agreement is paid by their legal successors (if

any).

4.4. NOTI'OBIP ITPO CIIIBPOBITHULTBO Y C®EPI
PEKJIAMHU

4.4. AGREEMENT ON COOPERATION IN THE
FIELD OF ADVERTISING

YMoBH 1pOTO po3finy 3aranbHux YMoB € [lyOnivHOO
YacTUHOIO J[02080py npo chiepobimHuymeo y cgepi pexramu
(no Texcty 3aranbHUX YMOB — JoTOBIDp).

Clauses provided in the Section of the General Conditions
are a Public part of the Agreement on cooperation in the field
of advertising (hereinafter referred to as the Agreement).

BU3HAYEHHS TEPMIHIB:

bank Tta/ado 3amoBHuk — AT «OTII BAHK», Cropona 3a
JorosopoM npo ciiBpoOITHULTBO Y cepi pexinaMu.
Bukonaseus Ta/a00 KonTparenr - oco0a, sika MOBHICTIO a00
YacTKOBO 3/IHCHIOE BUPOOHUIITBO peKJiaMu Ta/abo ocoba, sika

DEFINITIONS:

Bank and/or Client means OTP BANK JSC, a Contracting
Party under the Agreement on cooperation in the field of
advertising.




3MIMCHIOE  PO3MOBCIOPKCHHS — pexnamu, CropoHa 3a
JoroBopoM npo criBpoOITHULTBO Y cepi peKinaMu.
Horosip//lorosip npo coiBpodiTHUNTBO Yy cdepi pexaamu
— JloroBip mpo CHiBpOOITHUITBO y cdepi peKiiaMu, SKHi
ckiagaerecs 13 IaauBigyaneHOi wactuHM JloroBopy Ta
[Ty6niynoi yactuau orosopy (3aranbai YMOBH), YKIaICHUN
CropoHamMH.

30BHIIIHA pekJamMa - pekiiama, IO PO3MII[YEThCS Ha
CrHenialbHUX THMYACOBHX 1 CTalliOHAPHUX KOHCTPYKLISX -
PEKIIAMOHOCISIX, PO3TAIOBAaHUX HAa BIIKPUTIH MICIIEBOCTI, a
TaKO)K Ha 30BHINIHIX TOBEPXHSAX OYyAWHKIB, CHOPYZ, Ha
eJIeMEHTaX BYJIMYHOTO OONaJHaHHA, HaJ MOPODLKIKOIO
YaCTUHOIO BYJIMIB 1 JOPIT.

MapxkeTHHI0Be J0CTi/IzKeHHs — JTOCITIHDKeHHS, CPOKyCOBaHe
Ha BHMBYCHHI PHHKOBOi cHUTyamii, OaxkaHb, ymomo0aHb 1
MOBEMIHKK CIIOKMBaYiB Ta IHIIMX TPaBIB PHHKY, 3a
JIOTIOMOTOI0  CUCTEMHOTO TIOMIyKy, 300py Ta aHami3y
iHdopMmarii, 3 METOI NPHUHHATTSA YNPABIIHCHKUX pIlIeHb
11010 BUPOOHUITBA 1 IPOJaKiB MPOIYKIIii/HAaZaHHS TOCTYT.

CyBenipHa nmpoaykuisi — ToBapu Ta/a0bo moxirpadivai Ta
IHIII MaTepiajii 13 HaHECEHOK (PO3MIICHOK) Ha HHUX
iH(popMarliro, mo MicTUTh Pexiamy.

Pexknama - indopmamis mnpo ocoOy, imero Ta/abo
TOBAp/TIOCITYTy, PO3MOBCIOJDKEHA 3a TPOIIOBY YH IHIIY
BUHATrOpoAy abo 3 METOI0 caMopeKiaMu B Oyab-sikii ¢opmi Ta
B Oyab-skMii croci0 i mpu3HauyeHa, 100 chopmyBatu abo
MiATpUMATH y TPSAMHUEA (TpsiMa pekiiaMa, TeNernpoiax) ado
HenpsAMAN (CIIOHCOPCTBO, PO3MIMIEHHS TOBapy (MPOIAKT-
IUIEHCMEHT) crHoci®6 0O0i3HAHICTh CIIOKUBAUiB PEKJIaMU Ta
iXHIl IHTEpEeC 010 TaKUX 0co0H, i7ei Ta/abo ToBapy.
Pexaamuuii marepian — matepiani, skuidi MicTuTh Peknamy i
3aikcoBaHMU y BWIISIAI aydio Ta / 4M Bijgeo3amnucy, Ha
riakatax abo IHIIMM CHOCOOOM Ha MaTepialbHUX HOCISX
noropkeHoro CTopoHamu BUny i popmary.

Tepminu, 10 BHKOPUCTOBYIOTBCS B JloroBopi 1mpo
CHiBpOOITHHLTBO y cdepi pekiaMu 3 BEIHUKOi JITEepH, €
BU3HAYEHNMHU TEPMiHAMH 1 MAlOTh OJHAKOBI 3HAYCHHS, 5K Y
IamuBinyanpHiii dactuni JoroBopy, Tak i y IlyOmiuniit
yactuHi JloroBopy - 3arajJibHuX YMOBax, Ta MOXYTh
BUKOPUCTOBYBATHCh, SIK B OJIHUHI, TaK i B MHOXKHHI.

Contractor and/or Counterparty means a person fully or
partially responsible for production of marketing materials
and/or promotion, a Contracting Party under the Agreement
on cooperation in the field of advertising.
Agreement/Agreement on cooperation in the field of
advertising means the Agreement on cooperation in the field
of advertising consisting of an Individual part of the
Agreement and a Public part (General Conditions) entered
into by and between the Parties.

External advertising means advertising placed on special
temporary and stationary structures - advertising boards
located in the open area as well as on the external surfaces of
buildings, structures, on street facilities, above the
carriageway of streets and roads.

Marketing research means research focused on the study of
the market situation, desires, preferences and behaviour of
consumers and other market players using a systematic data
search, collection and analysis in order to support managerial
decisions regarding the production and sales of
products/provision of services.

Promotional products mean goods and/or printed and other
materials with information containing Advertising applied
(placed) on them.

Advertising means any information about a person, idea
and/or product/service distributed in exchange for monetary
or other remuneration or for the purpose of self-promotion in
whatever form and by whatever means and intended to form
or support awareness of the target audience and their interest
in such a person, idea and/or product directly (direct
advertising, telemarketing) or indirectly (sponsorship,
placement of goods (product placement).

Marketing materials mean any materials that contain
Advertising and are represented in the form of audio and/or
video recording, on posters or in any other manner on
physical media of the type and format agreed by the Parties.
Capital words used in the Agreement on cooperation in the
field of advertising are defined terms and they shall be used
in the same meaning as there are used both in the Individual
part of the Agreement and the Public part (General
Conditions); the singular includes the plural.

4.4.1. IIPEAMET JOI'OBOPY. Jlanuii /[loroBip mpo
CHiBpOOITHHNTBO y cdepi pekiIaMu BHU3HAYAE MOPSIOK 1
YMOBH HajlaHHs BukoHaBIIeM ITOCIYT 3a 3aMOBJICHHSIM baHKy
(3aMoBHMKA) 3 BUTOTOBJICHHS Ta/a00 po3MimieHHs Peknamu
Ta/ab0 mTpoBeneHHS MapKeTHHIOBHX JOCIiPKEHb Ta/a0o
BurotoryieHHs: CyBeHIPHOI MPOIYKIl, a TAaKOX BHUKOHAHHS
BCIX IHIIMX YMOB, SK BOHHM BH3HA4YeHi B I[HIUBIIyalbHIN
yactuHi JloroBopy i JloroBopoM mpo CIiBpOOITHUIITBO Y
chepi pexitamu Ta 3araabHuMu YMoBamu (I1yOiiuHa yacTrHa

Horosopy).

441 SUBJECT OF THE AGREEMENT. The
Agreement on cooperation in the field of advertising outlines
the procedure and terms and conditions for provision of
services by the Contractor on the Bank’s (Client’s) request;
the services include the production and/or promotion of
Advertising and/or Marketing research and/or production of
Promotional products as well as fulfilment of other terms and
conditions set forth in the Individual Part of the Agreement,
Agreement on cooperation in the field of advertising and
General Conditions (Public part of the Agreement).

4.4.2. IOPAJOK I YMOBH CHIBPOBITHHULITBA
CTOPIH.

4.42.1. bank 3amoBnsie, a BukoHaBemb 3000B’S3ye€ThCS
Hajmati  bawky mociyru 3 BuUpoOHuWITBA  Ta/abo

442. PROCEDURE AND TERMS
CONDITIONS OF COOPERATION.

4.4.2.1. The Bank orders services (hereinafter referred to as
the Services) from the Contractor, i.e. the production and/or

AND




PO3MOBCIOKEHHS Pexnamu Ta/abo MPOBEACHHA
MapKeTHHIOBHX  JIOCHI/DKeHb  Ta/abo BUTOTOBJICHHS
CysenipHoi npoxaykmii (Hamami — Ilocmyrn) BiAMOBImTHO 10
YMOB, BUKIaJeHUX B IHmuBimyanpHiit wactuHi [loroBopy, a
Bank 30008’ sa3yeThcs npuidHATH Ta omatut [locoyrn.

4.4.2.2. Hetanbauit neperiK [Tocnyr, nepioj
PO3IIOBCIOJKECHHS Pexiamu, YMOBH MPOBEICHHSI
MapKkeTHHTOBUX  JTOCIiKeHb/BUuroToBieHHs  CyBeHipHOI

npoaykuii, Bapticte Ilociyr, yMOBH omjiaTu Ta iHIII YMOBH
KO)KHOTO BHPOOHHIITBA Ta/a00 pO3MOBCIOMKEHHS Pexmamu
BM3HAYarOThCs B [HaMBinyanpHil qactuHi JJoroBopy.

4.423. na wamauus llocnyr BuxonaBenp Mae mpaBo

3aJlydaT  TPETiX o0cCi0, 3alWIIAl4YNCh TPU  [BOMY
BIANOBIMABPHIM Tiepen baHkoM 3a pe3ynbTar HaJaHHS
Ilocnyr.

4.424. BuxkoHaBelb  TrapaHTye  BUPOOHULTBO  Ta

posnosciokeras Pexnmamu, Hamanas Ilociyr y crmoci6, B
o0cs31 1 CTpokW BiamoBigHO M0 I[HAWBimyanmpHOI YacTHHU
Horosopy.

4.42.5. Pexmamuuii wmatepian, mo nepenacrbcs baHkoM
BukonaBuro nns Haganss llocnmyr, moBHHEH BigNOBiZaTH
TEXHIYHUM BUMOTaM, BU3HAYCHUM B [HAMBIAyaJIbHINA YacTHUHI
Horosopy, a 3mict PekinamMm — BUMOraMm 3aKOHOJAaBCTBA
Ykpainu npo pexiamy.

4.42.6. CropoHM TapaHTyHOTh, IO MPH MiIANKCAHHI Ta
BUKOHaHHI yMmoB JloroBopy He Oyno Ta He Oyme B
MOIAJTBIIIOMY TIOPYIIIEHO MpaBa TPETiX ocio.

4.4.2.7. baHKiBCBKi IineH3ii, iHpopMmaIlis mpo 3HaAKH IS
ToBapiB 1 mociyr banky posmimieni Ha odiniiHOMY caiiTi 3a
HOCUJIAHHSIM.

4.4.2.8.BukonaBenb MiATBEPIKYE 1 TApAHTYE, II10:

4.428.1. Bci  marepianu, cTBOpeHi B pe3ynbTari
BUKOHaHHS 3000B'si3aHb 3a JlOrOBOpOM, € OpUTiHAIEHUMH
po3poOKaMu, HE € KOIiSIMH TBOPIB TpeTiXx oci0 i He
MOPYIIYIOTh TIpaBa IHTEIEKTYalbHOI BIACHOCTI abo iHmI
npaBa OyJIb-SIKHX TPETiX 0cil.

4.428.2. BukopucranHs B MaTepiaiiax, CTBOPEHUX 3a
JoroBopoM, Oyb-KUX 00’ €KTiB /MaTepialliB, OKpiM HaJJaHHX
bankom, He Tmopymye Oyap-KuX MaHHOBUX Ta/abo
HEMaliHOBHUX MpaB TPETixX 0cio.

4.429.YV Bunanky unpexa'sBieHHi baHky Oynb-ikux
MPETEeH3iii, TI030BIB UM iHIIMX BUMOT TPETiX 0OCi0 y 3B'SI3KY 3
MOpYIIEHHSIM TapaHTiii, 3a3HadeHux B JloroBopi Ta/abo
MOPYIIEHHSIM OyAb-IKHX IpaB TPETiX 0oci0 y 3B’S3Ky i3
BukoHaHH:IM  JloroBopy, BukonaBenp 3000B'sI3yeThCs
BimmkonyBatd baHky B MOBHOMY 00cs3i BCi  peasbHi
JIOKYMEHTAIILHO ITiATBEPKEHI 30UTKH, TOHECEHI B pE3YJIbTaTI
TaKUX NPETEeH3ii, IT030BiB 200 BIMOT.

4.42.10. BukmouHi MaifHOBI TpaBa iHTEJIEKTyaJbHOI
BlacHocTi Ha Pexiamy, crtBOopeHy 3a  JloroBopowm,
nepenaroTsesl  (BimuyKyroTbesi) BuxonaBuem banky 3
MoMeHTy mignucanHs CTopoHaMu BiAMOBITHOrO AKTY
npuiiMaHHsA-iepeaayl Haganux Ilocayr (Hamami - AKkT). 3
MOMEHTY Tiepefaui (BiAYYXKEHHs) BCi MaWHOBI TIpaBa
IHTEJIEKTyaJIbHOI BJacHOCTI Ha Pekiamy (BHUKJIIOYHE IIPaBO

promotion of Advertising and/or Marketing research and/or
production of Promotional products set forth in the Individual
part of the Agreement, and the former agrees to accept the
Services and pay the agreed price for them.

4.4.2.2. The detailed list of Services, promotional period,
terms and conditions of Marketing research/production of
Promotional products, cost of Services, payment terms and
other terms and conditions for production and/or promotion
of each batch of Advertising are outlined in the Individual
part of the Agreement.

4.4.2.3. The Contractor may involve third parties in
provision of Services; however, the Contractor shall bear full
responsibility to the Bank for the results of provision of
Services.

4.4.2.4. The Contractor guarantees that the production and
promotion of Advertising and provision of Services shall be
carried out in such a manner, volume and period that are
consistent with the Individual part of the Agreement.
4.4.2.5. Marketing materials provided by the Bank to the
Contractor for further provision of Services shall be in
compliance with all the technical requirements outlined in
the Individual part of the Agreement and the Advertising
contents shall be consistent with the laws of Ukraine on
advertising.

4.4.2.6. The Parties warrant that the signing and performance
of the Agreement does not and will not constitute a breach of
third party rights.

4.4.2.7. One can find Bank licences and information about
the Bank’s trademarks by visiting the official website at link.
4.4.2.8. The Contractor represents and warrants as follows:
4.4.28.1. All the materials created over the course of
performance of the Agreement are original designs not
plagiarising third party creations or breaching IP or related
rights of third parties.

4.4.2.8.2. The use of any object/materials in the
marketing materials created under the Agreement other than
those provided by the Bank does not breach any third party
property or non-property rights.

4.4.2.9. The Contractor shall indemnify the Bank in full
against all the documented losses incurred as a result of third
party claims, lawsuits or other proceedings commenced as a
result of any breach of warranties provided herein and/or
breach of third party rights over the course of performance
hereof.

4.4.2.10. The Contractor agrees to transfer (alienate) all the
exclusive IP rights to Advertising created under the
Agreement to the Bank w.e.f. date of signature of the relevant
Service Acceptance Act (hereinafter referred to as the Act).
Effective from the time of transfer (alienation), it is the Bank
who shall be the owner of all the IP rights to Advertising
(exclusive right of use and permit or prohibit use) under Art.



https://www.otpbank.com.ua/about/informations/activity-documents/
https://www.otpbank.com.ua/about/informations/activity-documents/

BUKOPUCTOBYBAaTH, a TAKOK BUKIIIOUHE MIPAaBO JO3BOJISTH a0o
3a00pOHSTH BUKOPUCTAHHS ) HAJIC)KATh baHKy y BiAMOBITHOCTI
nmo cr. 430 [uBimeHOTO KOACKCY YKpaiHu, 0e3 OoOMEKCHHS
TEpUTOPIi Ta TEPMiHIB BUKOPUCTAHHS

4.4.2.11. Bukmoyai MaifHOBI aBTOPCHKI IpaBa Ha Pexiamy
nepenaoTscsl baHKy Ha yBech CTPOK OXOPOHH aBTOPCHKUX
npaB, nependauenuit cr. 31 3Y «lIpo aBTOpChKE MpaBoO Ta
CYMiKHI TIpaBa» B peAakuii, YMHHIA Ha JaTy YKJIaJeHHS
InnuBinyansHOT YaCTUHU Horosopy, TEPUTOPIS
BUKOPHCTAHHS — HE 0OMEKeHa.

4.4.2.12. Bapricts mepenaui (BiguyKeHHsS) MalfHOBHX
MpaB IHTEJEKTyalbHOI BIACHOCTI Ha PekiaMy MOBHICTIO
BKIItoueHa y BapTicTh llocmyr, 3a3nadeny B lHmuBinyanpHii
yactuHi Jlorosopy.

4.42.13. Iami ocobmMBOCTI M0N0 TOPSIAKY Ta YMOB
CITIBpOOITHHIITBA Cropin 3a Jorosopom po
chiBpoOiTHUUTBO y cdepi pexnamu CTOpPOHH MOXKYTh
BHM3HAYUTH JOJATKOBO y [HnMBiyanbHil yactuHi JloroBopy.

430 of the Civil Code of Ukraine without limitations as to the
territory or period of use.

4.4.2.11. Exclusive copyright to Advertising shall be
transferred to the Bank during the entire copyrighted period
set forth in Art. 31 of the Law of Ukraine “On Copyright and
Related Rights” in the current edition as of the date of the
Individual part of the Agreement, without limitations as to
the territory of use.

4.4.2.12. The full cost of transfer (alienation) of the IP
rights to Advertising is included in the cost of Services
provided in the Individual part of the Agreement.

4.4.2.13. The Parties may additionally agree on other
peculiarities of the procedure and terms and conditions of
cooperation under the Agreement on cooperation in the
field of advertising in the Individual part of the Agreement.

443. YMOBU B3AEMOPO3PAXYHKIB CTOPIH.
4.4.3.1. Bapricts Ilocnyr, cTpoku, MepioAWYHICTH Ta I1HIII
ymoBH orutati [locnyr Bu3HauaroThes y IHAMBigyanbHiA
yactuHi Jlorosopy.

4.43.2. Omnara Ilocmyr 3a JloroBopoM MpOBOAWUTHECS B
0e3roTiBKOBOMY MOPSIKY HUISXOM MepepaxyBaHHs KOLITIB Ha
OaHKIBCRKMI  paxyHOK BuKoHaBIs,  3a3HA4eHUH
IanuBinyanpHii yacTuri JloroBopy.

4.4.3.3. TIpotsirom 5 (I’siTM) poOOYMX IHIB Micisl HAJaHHS
Ilocnyr ~ BukoHnaBenb HampaBisge banky AKT y JBOX
MPUMIpHUKAX, MIAMHCAHWN YIOBHOBAXEHOIO 0CO00K0 Ta
CKpiIJieHn# TmedaTkolo (3a HasBHoOcTi). bank mporsrom 5
(w’st) pobOYMX JAHIB 3 MOMEHTY OTPUMaHHS AKTY
3000B'A3aHM MmiAmUcaTH OOWABA TPUMIPHHKH 1 OJIWH
eK3eMIUIIp TMOBEepHyTH BukoHaBuo abo  HampaBUTH
BukoHaBIIIO MMCbMOBY MOTHBOBaHY BiJIMOBY BiJI ITiJ{ITMCAHHS
AKTty.

4.43.4. fxmo BukonaBiiem Oynu JOMyIIEHI MOPYIIEHHS Y
BUKOHAHHI Horo 3000B'13aHb 3a JloroBopoM, Bukonareinh
3000B's13aHNHN 3a CBill PaxXyHOK BUIPABUTHU Lli MOPYIICHHS B
CTPOK, BCcTaHOBJIeHU bankoM. JIo ycyHeHHs nopyuieHs bank
Mae€ MpaBo He MiANUCYBAaTH AKT, a TAKOK M€ IIPaBO BUMaraTu
MOBEPHEHHS paHillle cruiadeHoi BUKOHABIIO CyMU 3a HaJaHi
HuM [lociyru (k1o Taka orurata Oyiia mpoBeIeHa).

4.43.5. Y Bunauky, SKUI0 y BU3HaueHWH CTpok baHk He
HiJNUCYye OTpUMaHui Biji BukoHaBIst AKT Ta HE HaJICHIIA€ Ha
anapecy BukoHaBHIsS NHCHMOBY OOTPYHTOBaHY BiJIMOBY,
[locoyrn, Bu3HaueHi B TakoMy AKTi, BBa)XalOThCS
npuiHITAME BaHKOM 1 TiISIraroTh OIJIaTi.

4.4.3. PAYMENT ARRANGEMENTS.

4.4.3.1. The cost of Services, payment deadlines, intervals
and other payment terms shall be outlined in the Individual
part of the Agreement.

4.4.3.2. The Bank pays for the Services hereunder by
effecting a wire transfer to the Contractor’s bank account
specified in the Individual part of the Agreement.

4.4.3.3. The Contractor sends two copies of an Acceptance
Act to the Bank signed by an authorised signatory and sealed
with a corporate seal (if any) within 5 (five) banking days
after provision of Services. The Bank signs both copies of
the Act within 5 (five) banking days after receipt and either
return one signed copy to the Contractor or send a motivated
refusal in writing.

4.4.3.4. In case of improper performance of the Agreement
by the Contractor, the latter shall eradicate all the breaches at
their own expense within the timeframes suggested by the
Bank. Meanwhile, the Bank may refuse to sign the Act and
demand that the Contractor should refund all the earlier paid
sums for the Services (if any).

4.4.3.5. If the Bank fails to sign the Act received from the
Contractor and send a motivated refusal to the Contractor in
writing, the Services specified in the Act shall be deemed
accepted and are to be paid up.

4.4.4. IPABA, OBOB’S3KHU TA BIAINOBIJAJIBHICTD
CTOPIH.

Kpim mpaB, o00o0B’s3kiB Ta BiamosimanbHocTi CTOpiH,
BU3HAUeHNX [HauBigyanbHOIO dYacTHHOIO JloroBopy Ta
po3aijioM «3. ITPABA, OBOB’A3KU TA
BIATIOBIJAJIBHICTB CTOPIH (BAI'AJIBHI)» 3aranbaux
YmoB, CTOpOHH TakOX JJOMOBMIJIHCH TIPO HACTYITHE:

4.4.4.1. BukoHaBelb 3000B’SI3y€ThCS:

444, RIGHTS, OBLIGATIONS AND LIABILITIES
OF THE PARTIES.

Aside from the rights, obligations and liabilities of the Parties
outlined in the Individual part of the Agreement and section
“3. RIGHTS, OBLIGATIONS AND LIABILITIES OF THE
PARTIES” of the General Conditions, the Parties agreed as
follows:

4.4.4.1. The Contractor shall:




4.44.1.1. BukoHyBaTH yMOBH CITiBpOOITHHIITBA, BH3HAYCHI
InnuBinyansHOrO dactuHOto JloroBopy Ta IlyOmiunoro
yacTuHOO J[oroBopy.

4.4.4.1.2.Y pa3i BUHUKHEHHS 00CTaBHH, IO TIEPEITKOIKAIOTH
HaJIe)KHOMY BHKOHaHHIO BHKOHaBLIEM CBOiX 3000B'i3aHb 3a
HorosopomM, mosimomutH nipo e bank B mucemoBiit dhopmi
mpoTsroM 2 (OBOX) KaJeHAapHUX JHIB 3 MOMEHTY
BUHHMKHEHHS TaKUX OOCTaBHH.

4.4.4.1.3. Ha nucemoBy BuMOTy baHKy HanaBaTH NOBHY H
IOCTOBIpHY 1H(pOpMariro mpo Xix HamanHs [locayr.

4.4.4.1.4. He BHOCHUTH 0Oe3 mrcbMOBOi 3roqu baHky 3miHu 10
PEKITaMHUX MaTepiaiB.

4.4.4.2. BukoHaBenb Ma€ MPaBo:

4.4.4.2.1. 3ammygatu TpeTix ocib mns Hagauas [locmyr.
4.4.4.3. BaHKk 3000B'SI3y€ThCS:

4.4.4.3.1. llpuitasatu HanexHo HanaHi Bukonasuewm [locmyru
Ta OIUIATUTH iX Ha yMOBax 1 B HOPSIKY, 3a3HAUYEHUX Y
Jlorosopi.

4.4.4.4. bauk Ma€ npaBo:

4.444.1. BigmoButucs Big JloroBopy Ta BHUMAaratu
BIJIIIIKOTyBaHHSI 30WTKIB, SKII0 BUKOHABENh CBOEYACHO HE
po3nouaB HanaHHs Ilocayr a0o BHKOHYE iX HACTUIBKH
MOBIJILHO, IO 3aKiHYEHHS iX y CTPOK CTa€ SBHO HEMOXKJIHBUM.
4.4.4.4.2. Baocuru 3Mian a0 [ly6mignoi wactunu [JoroBopy
(BaranpHuX YMOB) Yy TOPSIKY, BH3HAYEHOMY PO3JiIOM
«143MIHA TA  PO3IPBAHHA  JOI'OBOPY  /
3AT'AJIBHUX YMOB» 3aranbHux YMoB.

4.4.4.5. BinnosigaapHicts CTOpiH:

4445.1. BiamoBigaabHICT Cropin BU3HAYAETHCS
IamuBinyansHOO 4actuHOIO [loroBOpy, posmimom  <«3.
[TPABA, ObOB’ 3K TA BIAIIOBIJAJIBHICTH CTOPIH
(BAT'AJIbHI)» 3aranenux YMoB Ta 3aKOHOJJaBCTBOM.
4.4.4.5.2. 3a HeBUKOHAHHS 200 HEHAJIE)KHE BUKOHAHHS CBOIX
3000B’s13aHb ofHi€r0 13 CTopiH, nependayenux JloroBopom ta
3akoHOnaBcTBOM, BMHHAa CTOpOHa Hece BiANOBINANBHICTD
3rifiHO 3 yMoBamu J{ororopy Ta 3aKOHOJaBCTBOM.

4.4.4.5.3. CropoHa, sika mopymwia 3000B’A3aHHS, B3STI Ha
cebe 3a [loroBopom, MOBHHHA YCYHYTH Wi IOpDYLICHHS B
HaWKOPOTILUI CTPOK.

4.4.4.5.4. Y BunaaKy NOpyIIEHHS YMOB BUKOHAHHS I'POIIOBUX
3000B's13aHb CTOPOHOI0, Ha SIKiH JIe)KaTh Taki 3000B’s3aHHS 1
SKIIO Taki 3000B’s3aHHS TnepeadadyeHi [HIUBIAyanbHOIO
yactuHoto  [loroBopy, Taka CtopoHa  3000B’s3aHa
BigmkoayBatn iHmid CTOpoHi 30WTKH, 3aBIaHi TaKUM
MOPYIIEHHSIM Ta CIDIATUTH IIEHIO Yy pOo3Mipi MOABiIHHOT
00mikoBoi craBku HamionanbHOro 6aHky YKpaiHu, 10 gisia
y IepioJ, 3a SIKUi CIIavyeThCes MeHsl, BiJl CyMU HE BAKOHAHOTO
TPOLLIOBOr0 30008’ I3aHHS, 38 KOKHUH JIEHb IOPYILIEHHS YMOB
BUKOHAHHSI IPOIIIOBUX 3000B’3aHb.

4.44.5.5. Cnnara wmrpadguux caHkmid (meHi/mrpady) He
3BUIbHSIE CTOPOHM BiJl BUKOHAHHS AOTOBIPHUX 3000B’s3aHb.
Kpim Toro, CTopoHH MarmTh MpaBO JOJATKOBO BHMAaraTu
BIJIIIKOJTyBaHHS Y TIOBHOMY O0CsI31 30MTKIB 3aBJaHUX OJ[HA
OIHIM, cyma SKHMX BHM3Ha4daeTbca 3a 3romoro CtopiH abo
pilIEHHSM CyAy.

4.4.4.1.1. Adhere to cooperation terms outlined in the
Individual part of the Agreement and the Public part of the
Agreement.

4.4.4.1.2. Notify the Bank in writing of any circumstances
that may interfere with the proper performance of their
obligations hereunder within 2 (two) calendar days of the
occurrence of such circumstances.

4.4.4.1.3. Provide the complete and true information about
the progress of works on the Bank’s written request.
4.4.4.1.4. Not introduce any alterations into the marketing
materials without the Bank’s prior consent in writing.
4.4.4.2. The Contractor may:

4.4.4.2.1. Involve third parties in the provision of Services
on the Bank’s prior consent in writing.

4.4.4.3. The Bank shall:

4.4.43.1. Accept the Services duly provided by the
Contractor and pay for them in the manner and on terms and
conditions set forth in the Agreement.

4.4.4.4. The Bank may:

4.4.4.4.1. Terminate the Agreement and demand that the
Contractor should compensate them for all the losses
incurred, if the Contractor fails to proceed with the provision
of Services or the progress is so slow that it is evident that it
would be impossible to finish on time.

4.4.4.4.2. Amend the Public part (General Conditions) in the
manner outlined in section “14. AMENDMENT AND
TERMINATION OF THE AGREEMENT/TERMS AND
CONDITIONS” of the General Conditions.

4.4.4.5. Liabilities of the Parties:

4.4.45.1. Liabilities of the Parties are outlined in the
Individual part of the Agreement, section “3. RIGHTS,
OBLIGATIONS AND LIABILITIES OF THE PARTIES”
of the General Conditions and the applicable laws.

4.4.45.2. A guilty Party shall be held liable for non-
performance or improper performance of their obligations
under the present Agreement and the applicable laws as set
forth in the Agreement and the applicable laws.

4.4.453. A guilty Party shall eradicate the breach of
obligations hereunder as soon as possible.

44454, In case of breach of monetary obligations (if
provided in the Individual part of the Agreement), a guilty
Party shall compensate an injured Party for any losses
incurred and pay a fine in the amount of the double interest
rate of the National Bank of Ukraine as of the period that the
fine is charged for multiplied by the amount of the late
payment per each day of the delay.

4.4.4.5.5. Payment of penalty (fine/penalty) does not release
the Parties from performance of their contractual obligations.
Moreover, the Parties may additionally demand
compensation for all the losses incurred as calculated and
agreed by the Parties or by a competent court.

4.4.4.5.6. Each Party shall be held liable for the breach of the
Agreement caused by intentional, reckless or incompetent
actions of their staff.




4.445.6. Koxna i3 CropiH Hece BiAMOBIIATLHICTE 32
MOPYIICHHS Horosopy, BUKJIMKaHi HaBMHUCHUMH,
HeoOepeKHUMHU 200 HEKOMIIETCHTHUMH JisIMH iX TTEPCOHAITY.
4.4.5. CTPOK JIi TOTOBOPY TA MOPSJIOK HOT'O
PO3IPBAHH/I.

4.4.5.1. Crpok aii JloroBopy BU3HA4a€eThesl [HAMBITyaIbHOO
gactuHOIO  JloroBopy. 3a  BiACYTHOCTI  MHCHMOBOTO
noBimomiieHHss CTOpOHW Tpo Hamip po3ipBatu JloroBip He
mi3Hile, HiK 3a 15 xaneHmapHUX IHIB OO JaTH pO3ipBaHHS
JoroBopy Horo [iist IpOIOBXKYETHCA Ha aHAIOTIYHUH TIEPioz.
Homyckaerbest  OaraTtopa3oBe MPOIOBXKEHHS CTPOKY i
Horosopy.

4.4.5.2. JloroBip Moxe OyTu po3ipBaHmii 3a 3ronor0 CTopiH
abo 3 iHimiaTuBH OyAb-1k0i CTOPOHU B OAHOCTOPOHHBOMY
NOPSIKY I[UIIXOM HAJCHJIaHHS BIAMOBITHOTO MHHCHEMOBOTO
noBijiomyieHHss onHiero CropoHorto iHmiW Croponi 3a 15
KaJICHIApPHUX JHIB 10 JaTH PO3ipBaHH.

4.4.5.3. PozipBanns JloroBopy He 3BinbHi€ CTOpOHH Bif
000B’sI3Ky CIUIATHTH 3a00prOBaHICTh, 110 BUHUKJIA MPOTITOM
CTpoKy nii JloroBopy B MOBHOMY 00Cs3i.

4.4.5.4. 3akinueHHs CTpoKy xii JloroBopy He 3BUIBHAE
CropoHU BiJ BHKOHaHHS BCix mnependaueHux JloroBopom
3000B’s13aHb Ta BIJ BIANOBIAAJBHOCTI 3a HEBUKOHAHHS YU
HEHaJIe)KHEe BUKOHAHHS 3000B’s13aHb B niepioA aii JloroBopy.
4.4.5.5. lis JJoroBopy npunuHAETHCS y pasi JikBifamii banky
yn BukoHaBIg, a 3a00proBaHicTh 1Mo [loroBopy cruiaqayerbes
iXHIMH IPAaBOHACTYITHUKAMH (Y pa3i HassBHOCTI).

4.4.5. VALIDITY PERIOD AND TERMINATION.

4.4.5.1. The Validity Period is outlined in the Individual part
of the Agreement. The Agreement is considered prolonged
automatically for the same period of time, unless any Party
sends at least a 15 calendar days’ termination notice to the
other Party. The Agreement can be prolonged an indefinite
number of times.

4.4.5.2. The present Agreement may be terminated either on
mutual agreement of the Parties or unilaterally by any Party
by sending at least a 15 calendar days’ termination notice to
the other Party in writing.

4.4.5.3. Agreement termination does not release the Parties
from their obligation to settle all the debts arising during the
Validity Period hereof.

4.4.5.4. Agreement expiration does not release the Parties
from performance of all the obligations hereunder and from
liability for non-performance or improper performance of
their obligations arising during the Validity Period hereof.
4.45.5. The present Agreement is deemed terminated in the
event of liquidation of the Bank or the Contractor and any debts
shall be further settled by their legal successors (if any).

5. BUKOPUCTAHHSA KBAJII®PIKOBAHOI'O
EJEKTPOHHOTI'O ITIIAITUCY

5. USE OF QUALIFIED ELECTRONIC SIGNATURE

Tepminu Ta noHATTN:

KEIl - ynockoHaneHWH eNeKTPOHHWM MiANHC, SKUH
CTBOPIOETHCSI 3 BHUKOPHUCTAHHAM 3ac0o0y KBamiikoBaHOTO
EJIEKTPOHHOTO MiAmHUCy 1 0a3yeThcsi Ha KBamipikoBaHOMY
ceptudikati BiIKpUTOTrO KIFOYA.

5.1. Ilnsxom mignucanHs  Ctoponamu  [lorosopy,
InnuBigyanbHa YacTMHA SIKOTO  MICTHTh  YMOBH  IIPO
BukopuctanHs KEII ta 3a ymoBu, mo CropoHamu He
yKiIamaBcs ~— okpemmid  JloroBip  mpo  eNEKTPOHHHU
JOKyMeHT000ir, CTOPOHU JTOMOBHIIHCS TIPO HACTYITHE:

5.1.1. Tlpotsrom nii JloroBopy akTu mnpuiiMaHHS-TIEpenadi
HaJlaHUX IMOCIYI/TOBapy, pPaxyHKU-(DAaKTypH, HakJIaaHi Ha
3HSTTS 3 BiJNOBiIaIbHOTO 30€piraHHs, BUAATKOBI HaKIIaJIHI,
aKTH TIPO aHYJTIOBAaHHS TOKYMEHTA, PAXYHKH, aKTH, TI01aTKOBI
HaKIajHi 3a poOOTH, MOCIyrd abo ToBapH, mependayeHi
HoroBopoM, HamatoTecsi iHIIIH CTOpPOHI B €JIEKTPOHHOMY
BUTJISL, 3 HaknagaHasaM Ha gokymeHT KEIT ynoBHOBaxkeHHX
oci6 CTopoHHU, Ta BiIPaBICHHIM SJIEKTPOHHUX JOKYMEHTIB y
cepenoBuili nporpamuoro 3ade3neueHus «BUACHO» Ta/abo
«ME]/lok», 3a yMOBHM, II0 BOHH CKJIQJ€Hi 3TiJIHO BHUMOT
3aKOHOJ]aBCTBA TIPO EIIEKTPOHHI JOKYMEHTH, EJICKTPOHHHMA
JOKYMEHTOOOIT Ta eJIeKTPOHHUHA HU(PPOBUI MiIIHC.

5.1.2. VYV pa3i HeoOXigHOCTi, 3a3HaueHi y myHKTi S5.1.1.
3aranpHUX YMOB JIOKYMEHTH MOXYTh CKJIaJaTUCh Ta
HagaBatuch iHmI# CropoHi y mamepoBii Qopmi 3
JOTPUMaHHAM BUMOT 3aKOHOAABCTBA.

5.1.3. Tignucanusm J[loroBopy CTOpOHH MOTOAMIMCS Ta
B3aeMHO Bu3HaH, o0 KEII mae Taky camy OpUIMYHY CUITY,

Terms and definitions:

QES is an advanced electronic signature that is created using
a qualified electronic signature tool and is based on a
qualified public key certificate.

5.1. By signing the Agreement, the Individual part of which
contains the conditions for the use of QES and provided that
the Parties have not concluded a separate E-document
Circulation Agreement, the Parties have agreed as follows:
5.1.1. During the validity of the Agreement, the acts of
acceptance-transfer of services/goods, invoices, waybills for
removal from responsible storage, delivery notes, acts of
withdrawal of documents, bills, acts, tax invoices for the
works, services or goods envisaged in the Agreement shall
be provided to the other Party electronically, with QES of the
authorized persons of the Party on the document, and sending
electronic documents in the software environment
"TIMELY" and / or "MEDOK", provided that they are made
in accordance with the requirements of the Legislation about
electronic documents, electronic document circulation and
electronic digital signature.

5.1.2. If necessary, the documents referred to in clause 5.1.1.
of the General Conditions may be drawn up and submitted to
the other Party in hard copy in compliance with the
requirements of the Legislation.

5.1.3. By signing the Agreement, the Parties agreed and
mutually acknowledged that QES has the same legal force as
a handwritten signature and has the presumption of its




SK 1 BIIACHOPYYHHM TIAMHC, Ta Ma€ TMPE3yMIIIiI0 HOoro
BiJIIOBITHOCTI BJIACHOPYYHOMY MIAMKCY, 3a YMOBH, IO
MOPSIIOK  CKJIQJAHHS, TOTOJDKEHHS Ta  3aTBEpPJKCHHS
JMIOKYMEHTIB €JICKTPOHHUM IIIITACOM BIATIOBiIa€ BUMOTaM
3aKOHOJAaBCTBA, 30KpeMa MOPSAKY CKIaJaHHS, MOTOKEHHS
Ta 3aTBEPUKECHHS IOKYMEHTIB Y IaliepoBOMY BUTIISII.

5.1.4. OOMiH eNeKTpPOHHUMH JOKyMeHTaMH Mik CTopoHaMHU
3MIACHIOETHCS 3 YpaxyBaHHSIM BUMOT 3aKOHOAABCTBA B cepi
3armo0iraHHs Ta MPOTHIIT Jierai3alii (BiAMHBAaHHIO) TOXO/IIB,
ONep)KaHWX 3JOYMHHAM [UIIXOM, Ta (iHAHCYBaHHIO
Tepopu3My, 3akoHy VYkpaiam «lIpo emexkTponHi MOBipui
nociayrn», 3akony Ykpainu «IIpo enexTpoHHi JOKYMEHTH Ta
€JIEKTPOHHUHN TOKYMEHTO0OIr».

5.1.5. CtopoHH OOMOBWIHCS, IO E€JIEKTPOHHI TOKYMEHTH,
BiJIIpaBJIeHI MO CHCTEMi EJIEKTPOHHOTO JOKYMEHTOOOIry,
3acBigueHi KEII CropoHu, MaioTh MOBHY IOPUAWYHY CHUIY,
MOPOKYIOTH TIpaBa Ta 000B'sI3kK st CTOPiH, MOXKYTH OyTH
MPEJICTaBIeHI 10 Cyay B SIKOCTI HAaJEXKHUX JOKa3iB Ta
BU3HAIOTHCSA PIBHO3HAYHUMH JOKYMEHTaM, IIO CKIIAJAI0ThCs
Ha TmamepoBoMy HocieBi. IliaTBepmkenHs  mepemaui
MOKYMEHTIB TI0 CHCTeMi EeIeKTPOHHOTO JOKYMEHTOOOITY
(BiAmpaBNeHHs, OTPUMAHHS, TOIO) BBAXKAETHCS JETITHMHUM
MiATBEP/DKEHHSIM  (DAaKTUYHOTO TpHUHOMY-TIepeadi TaKHX
JIOKYMEHTIB yIIOBHOBayKeHUMH ocoOamu CTOpiH 1 He BUMarae
JOJATKOBOTO JIOKa3yBaHHS.

5.1.6. Y BumajKy KOMIPOMETAIii OCOOMCTOr0 KiIrYa
MinrcyBava, CKacCyBaHHS 4 OJIOKyBaHHS Horo cepTudikara
KITF0Ya OCTaHHi 3000B’13aHNH HEBIIKIIHO MTOBILAOMUTH TIPO
1Ie OTpUMYBaua.

correspondence with a handwritten signature, provided that
the procedure for drafting, approving and adopting
documents by electronic signature meets the requirements of
the Legislation, including drafting and approval of paper
documents.

5.1.4. Exchange of electronic documents between the Parties
is carried out in accordance with the requirements of the
Legislation in the field of prevention and counteraction to the
legalization (laundering) of proceeds from crime and terrorist
financing, the Law of Ukraine "On Electronic Trust
Services", the Law of Ukraine "On Electronic Documents
and Electronic Document Circulation”.

5.1.5. The Parties have agreed that electronic documents sent
through the electronic document circulation system certified
by QES of the Party have full legal force, create rights and
obligations for the Parties, can be presented in court as proper
evidence and recognized as equivalent to the documents,
made on paper. Confirmation of the transmission of
documents through the electronic document circulation
system (sending, receiving, etc.) is considered to be a
legitimate confirmation of the actual receipt and transmission
of such documents by the authorized persons of the Parties
and does not require additional proof.

5.1.6. In case of compromise of the personal key of the
signer, cancellation or blocking of his key certificate, the
latter is obliged to immediately inform the recipient thereof.

6. BAJIIOTHI 3ACTEPEKEHHS

6. CURRENCY WARNINGS

6.1. Ilnmarexi momo BukoHaHHS CTOpoHaMH OOpPrOBUX
3000B’s13aHp MalOTh OyTH 3mificHeHi CTOpOHAMHU y BalIOTi
OoproBux 3000B’s3aHP B TMOPSJKY Ta Ha YMOBax,
BCTaHOBJIEHUX J[oroBopoM.

6.2. IHmmi oratexi 3a JloroBopoM misaraoTs BUKOHAHHIO
y BaMOTI YKpaiHu (TPUBHSX), BUXOJSYU 3 BATIOTHOTO KypCy
HBY Ta/abo inmoro noromxeHoro CTopoHaMu Kypcy Ha JIeHb
BuKOHaHH: (cruiatu). CtopoHa He 3000B’s3aHa NpHHMATH
BUKOHaHHS OOproBux 3000B’s3aHb B BAIIOTI 1HINIH, HiXK
Bu3HaueHa [loroBopom. BimmoBa CTOpOHHM BijJ NPUAHSTTS
BUKOHAHHS OOproBWX 3000B’S3aHb B BAIOTI IHIIA, HIX
nepenbadeHo JloroBopoM, HE MOXE pO3IISAaTHCA K
CIpUSIHHA 30UTbIICHHIO 30UTKIB 4epe3 MPOCTPOUCHHS
BHKOHAHHS 3000B’43aHb.

6.1. Debt payments by the Parties shall be made by the
Parties in the currency of the obligations in accordance with
the terms and conditions established by the Agreement.

6.2. Other payments under the Agreement are subject to
execution in the currency of Ukraine (hryvnia) based on the
NBU exchange rate and/or other exchange rate agreed by the
Parties on the day of execution (payment). The party is not
obliged to accept debt obligations in a currency other than
that specified in the Agreement. A Party's refusal to accept a
debt obligation in a currency other than that specified in the
Agreement may not be regarded as contributing to an
increase in losses due to delay in fulfilment of obligations.

7. IOI'OBIPHE CIITMCAHHSA

7. CONTRACTUAL DEBITING

7.1. IlpaBo banky Ha JloroBipHe cmucaHHS KOIUTIB 3
paxynkiB KoHTpareHnTa. VY BHINAAKy HAacTaHHS CTPOKY
cruati Kontparentom banky 6oprosux 30008’ s13aHb, KOMICI1,
BIJIIIKOyBaHHS BUTpaT a0o iHmoOi omiatu 3a JloroBopom
Ta/ab0 HACTaHHS CTPOKY BHKOHAHHS IHIIMX OOPrOBHX
3000B’s3aHb (AK Jif0YMX 3000B’s3aHh Tak 1 MalOyTHIX
30008B’s13aHb) Kontparenta nepen bankom 3a JloroBopom
Ta/ab0 OyIb-KMM I1HIIUM JOTOBOPOM, SIKMH YKJIaJEHO MiX
Kontparenrom Tta bankoM (B TOMY 4YHCIi KpEIUTHUM
JIOTOBOPOM, JIOTOBOPOM CTPAaxyBaHHS, IHILIMM J0TOBOPOM PO
Ha/laHHs OaHKIBCHKUX MOCIYT), a TAKOX Y 1HIIMX BUIMAAKAX Ta
B TOPsAAKY, 1o nepeadadeni JloroBopom Ta/a0b0 1HIIUM

7.1. Bank's right to Contractual debiting from
Counterparty's accounts. In the event of the maturity of
debt obligations, commission, reimbursement of expenses or
other payment under the Agreement of the Counterparty to
the Bank and/or the maturity of other debt obligations (both
current and future obligations) of the Counterparty to the
Bank under the Agreement and/or any other agreement
entered into between the Counterparty and the Bank
(including loan agreement, insurance contract, other banking
service contract), as well as in other cases and in the manner
provided by the Agreement and/or other agreement
concluded between the Parties and/or the Legislation, the




JIOTOBOpPOM,  ykmageHoro  Mik  CropoHamu — Ta/abo
3akoHonaBcTBOM, KoHTpareHT 1uMm 0Oe33amepeyHo Ta
OE3BIAKIIMYHO HAJa€ 3roay Ta mopydae baHky 3maificHIOBaTH
JloroBipHe cricaHHsI B pO3Mipi, HEOOX1THOMY JUTsl BAKOHAHHS
TakuX OOproBux 3000B’si3aHb, a TaKOX CTPaxoBe
BiJIIIKOIyBaHHS 32 IOTOBOPOM CTpaxyBaHHs 3a SIKUMH baHk
BHCTYIIA€ BUTOJOHA0yBadeM, 3 OyIOb-SIKOTO pPaxyHKY
Kontparenra na Bubip banky, sxi Bigkputi Ta/abo OyayTh
Binkputi Kontparentom B baHKy, Ta HampaBUTH CHHCaHi
TaKUM YMHOM TpoloBi komTu KoOHTpareHTa B paxyHOK
BHKOHAHHS HOT0 OOpToBHX 3000B’s13aHb miepen bankom.

Beci inmi ocobauBocti JJoroBipHOTO CHMCaHHS Ta TIATIKHUX
NOCIIYT BU3HaYaroThcss CTOPOHAMHU TOTOBOpaMH, Ha TiJICTaBi
Akux Oyio Binkputo Kontparenty paxyHnku y banky.
7.2.JloroBipHe CcHUCAaHHA Yy BHUNAAKY, SIKIIO BaJIOTa
PaxyHKYy He BiInoBizae BaaioTi 00proporo 3000B’sA3aHHs.
Y Bumanky BiAcyTHOCTI abo HemoctatHOCTI y KoHTparenrta
KOIITIB HAa PaxyHKY y BaJIOTi, HEOOXIAHIN /U1 OTUIaTH HOTO
0oproBux 3000B’s13aHb, baHk Mae MpaBo 3MIHCHUTH IOTOBipHE
cucaHa KomriB KoHTpareHTa Yy iHImNKA BamoTi Ta
3apaxyBaTH CHHCaHI TakKUM YHHOM TPOIIOBI KOIITH
KonTparentra B paxyHOK BHMKOHAaHHS HOro OOproBUX
3000B’s13aHb neper bBaHkoM 3a KypcoM, y OPSIZIKY Ta y CIocio,
BCTaHOBJICHOTO Yy BiATOBITHOMY JOTOBOpi, YKIQJEHOTO MIX
Croponamu, Ha mijcTaBi sKoro Biakputo KoHTpareHTy
paxyHoOK y baHKy.

7.3. HeBuxopuctanas bankom iioro mpaBa Ha [loroipHe
CIIUCAaHHA KOWITIB 3 paxyHKiB KoHTpareHTa He 3BUIBHSE
Kontparenra BiJ] BiAIOBIAANBHOCTI 3a MOPYIIEHHS! OOPTOBUX
3000B’s13aHb Ta BiJ CIUIATH HEYCTOWKH 32 TaKe TOPYIIICHHS.
7.4. 3roga Kontparenra na JloroBipHe criimicaHHSI Haa€ThCS
Kontparentom y pary yknaneHHs JloroBopy. 3 MOMEHTY
yknagenHss Croponamu JloroBopy Bci miarexi, 3ificHEHI
bankom y mopsaky JloroBipHOro CHHCaHHS, BBaXKarOTbCS
akuentoBanuMu  KoHTpareHTom, ockinbku KoHTpareHT
HUISIXOM yKJaJeHHsM JloroBopy Hazmae 3roay Ha JloropipHe
CIMCaHHs Ta aKLEeNTYye BCi IuaTexi 3 JoropipHoro crnmcanss.
Hamana takum crocoOoM 3rofa TakoX € 3rofol0 Iepen
BUKOHAHHSIM bBaHkoM mepiioi IulaTikHOI omepariii, ska
Nepeye IHIIMM IUIATDKHUAM OIepariisiM, sKi MOB’sA3aHi MiX
co0O0I0 CHITPHUMH O3HaKaMH 1 BHUKOHYIOTbCS baHKOM y
nopsaKy JloroBipHoro criicaHHsl.

Bank acquires the right (but is not obligated), and the
Counterparty thereby indisputably and irrevocably consents
and instructs the Bank to carry out Contractual debiting funds
in the amount necessary to fulfill such debt obligations, as
well as insurance indemnity under the insurance contract
under which the Bank is the beneficiary, from any Account
of the Counterparty at the Bank's choice, which are opened
and/or will be opened by the Counterparty in the Bank, and
to send the written-off funds of the Counterparty towards
fulfillment of its debt obligations to the Bank.

All other features of the Contractual debiting and payment
services are determined by the Parties in the contracts based
on which the Counterparty's bank accounts were opened.
7.2.Contractual debiting in case the currency of the
account does not correspond to the currency of the debt
obligation. In case the Counterparty does not have or lacks
funds in the account in the currency necessary to pay its debt
obligations, the Bank has the right to Contractual debiting the
Counterparty's funds in another currency and to deduct the
Counterparty's funds written off towards the fulfillment of its
debt obligations to the Bank at the rate and in the manner
established in the relevant Agreement concluded between the
Parties, under which a Counterparty’s account is opened in
the Bank.

7.3. Non-use by the Bank of its right to Contractual debiting
funds from the Counterparty’s accounts does not exempt the
counterparty from liability for violation of debt obligations
and from paying a penalty for such violation.

7.4. The Counterparty's consent to the Contractual debiting
shall be provided by the Counterparty on the date of
concluding the Agreement/signing the Application. From the
moment the Parties conclude the Application/Agreement, all
payments made by the Bank under the Contractual debiting
shall be deemed accepted by the Counterparty, since the
Counterparty, by signing the Application and concluding the
Agreement, agrees to the Contractual debiting and accepts all
payments from the Contractual debiting. The consent
provided in this way is also the consent before the Bank
performs the first payment transaction, which precedes other
payment transactions that are related to each other by
common features and are performed by the Bank in the
manner of the Contractual debiting.

8.INIOBIIOMJIEHHS

8. NOTICE

8.1. [origominenns bauky inmid CTOPOHI, 110 CTOCYETHCS
Kontparenrie banky 1 He MICTUTh BIJIOMOCTEH, IO
CTaHOBIIAITH OAaHKIBCBKY TA€MHHILIO YW KOH(QiIEHIIHHY
/komepuiiiny  in¢gopmaunito KonTparenta, Moxe OyTu
HanpaeneHo bankom KoHTpareHTy mHUIIXOM pO3MIiIIEHHS
TAKOro TMOBiOMICHHA Yy BigaineHi banky Ta/abo Ha
Odiniitnomy caiiti banky, Ta/abo B Oyab-ikomMy odimiiHOMY
JIPYKOBAaHOMY BHJIaHHI, B SKOMY 3IIHCHIOETHCS OQiLiliHe
ONPUIIIOIHEHHS 3aKOHIB Ta IHIIMX akTiB BepxoBHoi Paau
VYxpainu ta/abo axtiB [Ipesngenrta Ykpainu, Ta/abo nuisixom
HaIpaBJCHHS TOBIIOMJICHb 10 €JICKTPOHHIM momiTi abo Imo

(hakcy.

8.1. The Bank’s notice to the other Party, regarding the
Bank’s Counterparties and does not contain information
constituting banking secrecy or confidential / commercial
information of the counterparty, may be sent by the Bank to
the counterparty by posting a notice in the Bank’s branch
and/or on the Bank’s official website and/or in any official
print media, in which the laws and other acts of the
Verkhovna Rada of Ukraine and/or acts of the President of
Ukraine are officially promulgated, and/or by sending
notices by e-mail or by fax.

8.2. The counterparty undertakes to independently
familiarize itself with the messages of the Bank that were




8.2. Kourpareut 3000B’A3YEThCA CaMOCTIHHO
03HaHOMJIIOBATHCS 3 TIOBiIOMIICHHAMH baHKy, ki iiomy Oyio
HaJICITaHO Y MOPSAKY, III0 BU3HAYECHO Y ITyHKTI 8. 1. 3aranpHuX
YMOB, ajie He piAle HiX OJUH pa3 Ha MiCsIITb.

8.3.  Inmi moBimomineHHs, mo Hampasise oaHa CTopoHa
iHmm# 3rimHo 3 [loroBopom abo B XOJai WOTO BHKOHAHHS
(mamami — IloBigomieHHsi), moBuHHI OyTH OdopmieHi B
MUCHMOBIH (Ppopmi, yKpaiHCHKOI0O MOBOIO 200 YKPaiHCHKOIO 3
AHTITIHCHKOI0 MOBaMH OJJHOYACHO, B 3aJIS)KHOCTI SIK-O10/-UMH
MOB-010/-amu Oyio ykiageHo [lorosip, i OyayTh BBajKaTHCS
HaAIpPaBICHIMH HAJIEKHUM YHUHOM, SKIIO BOHH BiJIpaBieHi
MOLITOBUM 3B’SI3KOM (PEKOMEHJIOBAHUM JIMCTOM, JIUCTOM 3
OTOJIOIICHOIO IIHHICTIO 3 OMHCOM BKIAJACHHS a0 iHIINM
JUCTOM, JOCTaBKa SAKOTO MOXe OyTH JOKYMEHTaJIbHO
miTBEep/pKeHa), a00 ToCTaBIeHI 0coOuCTO O/HieK i3 CTOpiH
iHmid CTOpOHi 4M Kyp €PCHKOIO TOCTABKOIO 332 BKa3aHHMH B
Horoeopi  ampecamu/pexBizutamu  Ctopin  JloroBopy,
HanpasJeHi mo ¢akcy ado 3a momomororo cucremu «KiieHT-
Bank»/iHmoi cucremu, siKy BUKOPUCTOBYIOTH CTOPOHH, SIKIIO
TaKa MOYJIMBICTh TiepeadadeHa yMOBaMH OKPEMOTO JIOTOBOPY
Mix banakom ta KonTpareHTom.

8.3.1. Skmio y pexBizurax KoHTpareHTa 3a3Ha4eHO JAEKiIbKa
anpec, bank wnancunae IloBimomieHHS 3a anpecoro, siKa
3HAYUTHCS Ha TEepUTOpil YKpaiHu (32 BHHSATKOM TEPUTOPIi
nposeaeHHs OOC i THMYACOBO OKYITOBAHOT TEPUTOPIT).

8.4.  TloBimomieHHs, SKi HAAICIaHI MOIITO a00 CITy K000
Kyp €pCBKOi JIOCTaBKH, BBaXXA€TbCA OJEPKAHUM IHIIIOO
CTOpoHOI0 B JI€Hb, 3a3HAYCHWH B KBUTAHINI YM IHIIOMY
JIOKYMEHTI 13 IITEMIIEIeM BiJIIJICHHS TIOIITOBOTO 3B’ 3Ky a00
CIIy’)kO01 Kyp’€pchbKoi JAOCTaBKH, OTPUMAHUM BiJIIPaBHUKOM
[oBigomienns, po BianpasieHHs [loBimommeHHs.
IToBimomiteHHs, sKi HaiclaaHi 3a JTOIMOMOIOI CHCTEMHU
«Kmienr-bank» / iHIIOT cHCTeMH, SIKy BHKOPHCTOBYIOThH
CropoHn, 32 YMOBH, IIO CHCTEMa MiATBEpAWIA YCIIIIHICTh
JIOCTaBJICHHS TaKoTo BiJIIPaBIICHHS, BBYKAIOTHCS
OTPHMaHHNMH Y JIaTy BianpaeieHHs [1oBigoMieHHS.

8.5. [loBimomiteHHs1, JocTaBieHi Tenerpadom, o TeleTauIry,
tenedakcy, ¢akcy, SKIIO iHIIE HE JOMOBIEHO MIiXK
CropoHam#u, HOCSITh TIOTIEPEHIN XapaKkTep 1 MOBUHHI OYTH B
MOIAJIBIIIOMY HArpaBjIeHI BiAMOBIAHO JIO0 BUMOI MYyHKTY 8.4.
3aranpHuX YMOB.

8.6. CtopoHH 3000B’s13aHi HEBIJK/IAIHO MOBIIOMIISATH OJIUH
OJTHOTO TIPO OYyJIb-sIKi MO, GaKkTH, yIMyIIeHHs a00 MOMHIIKH,
K1 € ICTOTHMMH JJI1 BIJHOCHH MDK HHMH, Ta HEBIIKJIAIHO
HaJaBaTH BiANOBiAb Ha OyAb-Ki 3allUTH, M0 BOHU
HAJICUJIAIOTh OJIHE OJHOMY CTOCOBHO TaKUX IOJIH, (haKTiB,
yIyIeHb 200 TOMHIIOK.

8.7. Ilpotsrom nii Jloroopy koxxHa CTOpOHA 3000B'I3yETHCS
HEeraHo nopigomysaTH iHiry CTOpOHY Ipo MHosBY (akTty adbo
00CTaBHHMU, IO CTAH Ti BIJOMUMH, SIKI MOXKYTh TIPUBECTH JIO
HeoOXigHOCTI 3MiHM YMOB JloroBopy, nmopyueHHs abo 3MiHH
3000B's13aHb, 3asB abo rapanTii CTOpiH, BUKJIAJICHUX Y
Jlorosopi.

sent to it in the manner specified in clause 8.1. of the General
Conditions, but at least once a month.

8.3. Other notices sent by one Party to another under the
Agreement or during its implementation (hereinafter referred
to as the Notices) must be made in writing, in Ukrainian or
Ukrainian and English at the same time, depending on the
language(s) in which the agreement was concluded, and will
be considered to be sent properly if they are sent by post
(registered mail, letter of declared value with a list of
enclosures, or another letter, the delivery of which can be
documented), or delivered personally by one of the Parties to
the other Party or by courier delivery to the addresses/details
of the Parties to the Agreement specified in the Agreement,
sent by fax or using the Client-Bank system/other system
used by the Parties, if this is possible under the terms of a
separate agreement between the Bank and the Counterparty.
8.3.1. If several addresses are indicated in the details of the
Counterparty, the Bank sends a Message to the address
located in the territory of Ukraine (except for the territory of
the JFO and the temporarily occupied territory).

8.4. The messages sent by mail or courier delivery service
are considered to have been received by the other Party on
the day specified in the receipt or other document with the
postmark of the post office or courier delivery service
received by the sender of the message about sending the
message.

Messages sent using the client-bank system / other system
used by the Parties, provided that the system has confirmed
the success of such delivering, are considered received on the
date of sending the message.

8.5. Notices delivered by telegraph, teletype, fax, telefax,
unless otherwise agreed between the Parties, are preliminary
in nature and should be sent in accordance with the
requirements of clause 8.4. of the General Conditions.

8.6. The parties are obliged to immediately notify each other
of any events, facts, omissions or errors that are essential to
the relationship between them, and to provide an immediate
response to any requests, they send to each other regarding
such events, facts, omissions or errors.

8.7. During the term of the Agreement, each Party undertakes
to immediately inform the other Party of the occurrence of a
fact or circumstance that has become known to it, which may
lead to the need to amend the terms of the Agreement,
violation or change of the obligations, representations or
warranties of the Parties set forth in the Agreement.

9. KOH®IIEHIIMHICTD. BAHKIBCBKA

TAEMHMIS

9. CONFIDENTIALITY. BANKING SECRECY

9.1.  Croponu 3000B’sI3yIOTbCS ~ 30epiraTd B MeXKax,
BHU3HAYCHHMX 3aKOHOJABCTBOM, KOH(IJICHIIHHICTh CTOCOBHO

9.1. The Parties undertake to keep confidential the content of
the Agreement, as well as any information and data provided




3micty JloroBopy, a Takox Oyne-skoi iHMopmamii Ta
BiJIOMOCTEH, 0 HaatThCs KOXHIiN 31 CTOpiH y 3B’S3KYy 3
BUKOHaHHsM JloroBopy.

9.2. Bkasana BHMOTa po HEPO3TOJIOIICHHS
KOH(]imeHUiHHOI  iHpOpMamii MOIMPIOEThCA Ha  BCIiX
cniBpoOiTHUKIB CTOpiH Ta 3alydyeHHX HUMH TpETiX ocio,
3a[liTHUX TIPH BUKOHAHHI JloroBopy.

9.3. Bumora mnpo HEpO3rojouIeHHS KOH(DIACHIIHHOT
iHdopMallii, BKa3aHa BHIE i€ MPOTATOM YChOTO CTPOKY Jil
JoroBopy, a TakoX MPOTATOM 5-TW HACTYITHUX POKIB 3
MOMEHTY NPHITMHEHHS HOTo ii.

94. CropoHu 3000B’S3YyIOTBCS  HANCKHUM  YHHOM
30epiratu Ta HE PO3TOJIOUIYBaTH iH(POPMALIiIO, SKa MICTUTh
0aHKIBCPKY TAa€MHUIIIO, OTPUMaHy IIpH BHKOHAaHHI YMOB
Horoeopy. Ilepenaua takoi indopmariii Tpetim ocobam, 3a
BUHSATKOM YIIOBHOBaXXEHMX OCIO 1 oprasizaiiiii, MOKJIuBa
Jume 3 TUChMOBOI 3rofum iHIIOI CTOpOHHW, a TaKOX Y
BHITaJIKaX, NependadeHnX 3aKOHOIABCTBOM YKpaiHHW Ta/a0o
JoroBopom.

9.4.1. banx umm rapantye KoHTpareHTy 30epekeHHs
0aHKIBCHKOI TaEMHMIII IIOJI0 OTEpaIliid, MpoBeneHnX bankom
BignoBiaHo 10 JloroBopy, BizoMmocteli nmpo KoHnTparenra, 1o
cramu Bimomi banky y 3B’s3Ky 3 ykmagenHsM Jlorosopy,
IHIIMX BiJOMOCTEH, IO CTAaHOBISATh OAHKIBCHKY TAEMHHIIO
BiZIMOBIAHO 1O 3aKOHO/IaBCTBA.

9.4.2. KoHTpareHT po3ymie, M0 He3Bakaroud Ha M. 9.4.1.
3aranpHrX  YMOB, baHk 3000B’s3aHHH  PO3KpHUBATH
iHdopMariito, OO0 CTaHOBUTH OAaHKIBCHKY TAa€MHUINIO, Ha
BUMOTH JIep)KaBHUX OpraHiB y BHNaJKax Ta B MOPSIKY,
nependoadeHoMy 3akoHOmaBcTBOM. Hisiki 30008’ s13aHHs baHky
B 3B’S3Ky 13 30epexkeHHsM OaHKIBCHKOi TA€EMHHIN Ta
KoH]ineHniHOI iHdopMmaii, BuknaaeHi B [orosopi abo B
IHIIMX J0oroBOpax (yrojax, MpOTOKoJax, jucrax) baHky 3
KoHTpareHTOM, HE PO3MOBCIOJUKYIOTHCS Ha BUIIAIKH, KOIH
bank BuMymieHWii Ha CBii po3Cyl TepelaBaTH TaKy
iHpopmallito TpeTiM ocobam  (BKIIOYAlOYM  aJBOKATIB,
(hakTOpUHTOBI Ta KOJEKTOPCHKI KOMIIAHIl,B TOMY YHCIi
HAJaHHA KOHTPOJIOIOYMM opraHam iHdopmamii Tta ii
JOKYMEHTAJILHOTO TIATBEP/KEHHSI CTOCOBHO BHUKOHAHHS
bankomM BHMOr MOAATKOBOTO 3aKOHONABCTBA, TOIIO) IS
3aXUCTy CBOiX IiHTepeciB Ta/abo y BHWIIAIKy MOPYIICHHS
KonTparenToM cBOiX 000B’s3kiB 3a JloroBopoM mepen
bankom.

9.4.3. KoHTpareHT Hagae baHKy JO3BiN Ha PO3TOJIOMIEHHS
0aHKIBCHKOI TaeMHHIN Ta KOH}imeHmidHOi iHpopMarlii, 1o
MicTaTbcs B JloroBopi abo B iHImIMX gorosopax (yrojax,
nporokonax, jucrax) banky 3 Konrparentom, abo iHmmm
YHHOM POOHTH iH(OpPMAIIiI0 JOCTYITHOIO CBOIM HpalliBHUKAM,
KOMMaHisiM, 3 sSkuMu baHk mepeOyBae B JIOTOBIpHHX
BIJJTHOCHHAX, 1X MpalliBHUKaM Ta 30BHINIHIM (FOPUJINYHUM,
ayJUTOPCHKUM) KOHCYJIbTaHTaM B Til Mipi, B sKill 1€
HeoOXimHO s 3a0e3neucHHs BuKOHaHHA JloroBopy abo
1HIIOTO 1oTOBOpY MiX CTOpOHaMH, a TAKOXK 3 METOIO 3aXUCTY
npaB banky 3a JloroBopom Ta/abo iHIIMM ZOTOBOPOM MiX
CropoHamu, 3IIMCHEHHAM TaKMX MpaB abd0 HPUMYCOBOTO
3abe3neueHHs X BuUKoHaHHS. Kpim Toro, bank mae mpaBo
30upatH, 30epiraTv, BHKOPUCTOBYBAaTH Ta PO3rOJIOIIYBATH

by each of the Parties in connection with the implementation
of the Agreement, within the limits established by the
Legislation.

9.2. The specified requirement of non-disclosure of
confidential information applies to all employees of the
Parties and third parties involved by them in the
implementation of the Agreement.

9.3. The requirement of non-disclosure of confidential
information specified above is valid for the entire duration of
the Agreement, as well as for the next 5 years from the date
of its termination.

9.4. The parties undertake to appropriately store and not
disclose information containing banking secrecy obtained in
fulfilling the terms of the Agreement. The transfer of such
information to third parties, with the exception of authorized
persons and organizations, is possible only with the written
consent of the other Party, as well as in cases provided by the
Legislation of Ukraine and/or the Agreement.

9.4.1. The Bank hereby guarantees the Counterparty to
maintain banking secrecy in transactions carried out by the
Bank in accordance with the Agreement, information about
the Counterparty that the Bank became aware in connection
with the conclusion of the Agreement, and other information
constituting banking secrecy in accordance with the
Legislation.

9.4.2 The Counterparty understands that despite clause 9.4.1.
of the General Conditions, the Bank is obliged to disclose
information constituting bank secrecy, upon the requests of
state authorities in cases and in the manner prescribed by
Legislation. No obligations of the Bank in connection with
the maintenance of bank secrecy and confidential
information set forth in the Agreement or in other agreements
(contracts, protocols, letters) of the Bank with the
Counterparty shall apply to cases when the Bank is forced to
transfer such information to third parties (including lawyers,
factoring and debt collection companies, including the
provision of information and documentary evidence to the
regulatory authorities on the Bank's compliance with tax
legislation, etc.) to protect their interests and/or in case of
violation by the Counterparty of its obligations under the
Agreement to the Bank.

9.4.3. The Counterparty grants the Bank permission to
disclose banking secrecy and confidential information
contained in the Agreement or in other agreements
(contracts, protocols, letters) of the Bank with the
Counterparty, or otherwise make information available to its
employees, companies with which the Bank is in a
contractual relationship, their employees and external (legal,
audit) consultants to the extent necessary to ensure the
implementation of the Agreement or other agreement
between the Parties, as well as to protect the Bank’s rights
under the Agreement and / or other agreement between the
Parties, by the exercise of such rights, or the enforcement of
their implementation.

In addition, the Bank has the right to collect, store, use and
make public (disclose / distribute) in any way information
about the Counterparty containing banking and/or




(po3kpuBaTH / TOMIKMPIOBATH) y OYyIOb-IKHH  croci0
inpopmanito mpo KoHTpareHTa, mo MiCTUTh OaHKIBCBKY
Ta/ab0 KOMEpIIiHY TaEMHHIFO, HACTYIIHHUM Ocobam: OIpo
KPEAMTHUX ICTOPIii, KopUcTyBaueM sskoro(ux) € bank; Ta/a0o
aynuropy(am) ta/abo aymuropchKii(um) dipmi(am) mig yac
3MiHCHEHHS HUM(M) AayAWTOPCHKOI JiSUILHOCTI BiJHOCHO
banky Tta/abo  Kontparenra; Ta/abo  apxiBHiii(um)
ycraHoBi(aMm), mo 3abe3medye(toTh) OOJIK Ta 30epiraHHs
JOKyMeHTiB i baHky; Ta/ab0 peWTHHIOBUM areHTCTBam
Ta/abo (QiHaHCOBMM Ta/ab0 IOPUAMYHHM paJTHHKAM /
KOHCYJIbTaHTaM MJIs Wijei peiTmHryBaHHs banky Ta/abo
Oyap-skoi 3 TmoOB’si3aHuUX o0ci0 mogo banky; Ta/abo
MixHaponHoMy(uMm) (iHaHcoBoMy(uM) iHCTUTYTy(am) /
opramizarii(sm) Ta/abo iHO3eMHOMY(MM) OaHKy(am); Ta/abo
Oyap-KMM  KOHTpareHTaM baHKky 3a  JOKyMEHTaMH
3a0e3MeucHHs], SIKi yKJIaJeHl Ha 3a0e3neueHHsT 3000B’s3aHb
Kontparenra 3a JloroBopom; Ta/abo 3a 00OCTaBUHN HAaCTaHHS
BunaKy HeBUKoHaHHSA Kontparenrom ymoB [loroBopy ta/ado
JOKYMCHTIB 3a0e3Me4eHHs, YKJIAACHUX s 3a0e3meveHHs
BUKOHAHHS 3000B’s13aHb 32 JJoroBopoM (3a HasBHOCTI), Oy/Ib-
AKiH TpeTiit 0co0i.

9.4.4. KoHurpareHT Takox Hamae baHkKy nmpaBo HajgaBaTH Ha
3amuT OaHKYy-KOpecHoHAeHTa iH(opMalliro, sSKa CTOCYEThCS
ineatudikamii  Kontparenta Ta/abo  omepamiid, 110
3MIIACHIOIOTHCS Ha KOPHUCTh a00 3a mopydeHHsIM KoHTpareHra,
Ha BIAMOBIOAHWI 3anmuT OaHKy, AKWid Oepe ydacTb y
3a0e3reyeH i MPOBECHHS TAKUX OTEpaIliid.

9.4.5. bank € wactunoro rpymu OTII B siky Bxomsats OTIL
bauk (Yropuuna), Horo Micieri Ta iHO3eMHi ¢imii Ta ix
mouipai xowmmadii (I'pyma OTII). Kommanii I'pymu OTII
MOCTIHHO OOMIHIOIOTECSA 1H(OpMAIi€0 depe3 3araibHy
iHpopMalliiHy cuCTeMy, 3aBJaHHAM SKOi € MiHiMi3alis
pu3uKky Tpynu B witomMy. KoHTpareHT Hagae 103BUT Ha
OTPUMAaHHs, BUKOPHCTaHHS Ta PO3TOJIOMIEHHs iHpopMaLii B
cepenuni I'pymn OTIL, mo crocyeTbcs Oe3mocepenHbO
KonTtparenra (1151 OIIHKH PU3HKY), IO cTana Bijzoma banky y
3B'SI3KY 3 JiI0BUMU cTocyHKamu 3 Kontparenrom. Lleit mo3Bin
nommproerbesi Ha bank, iHmmx unenis I'pymu OTII B
VYropmuHi Ta 3a ii MekamMu, SKi OpraHizoBaHi Ta
(GyHKIIOHYIOTh SIK €nuHMK OaHK. KOHTpareHT mae m03Bin
banky Ha mepenauy g KOH(IIEHLIHHOIO BUKOPUCTAHHS
iHpopmalii Tpo HBOrO Ta/abo Oyap-sIKy HOTO JOYipHIO
KoMIaHito B cepeauHi ['pynu. 3a3nadyeHa iHpopmaliiss Moxe
nepeaaBaTHCA, 30KpeMa, Y 3B’s3Ky 3 HajaHHsAM KoHTpareHTy
Oyap-sKoi mociayru 4u OaHKiBCBKOTO MPOAYKTY, a TaKOX B
ISIX 00POOKHU JaHUX, IPOBEICHHS CTATUCTUYHOTO aHAJTI3Y Ta
a”amizy pusukiB. Llefi mo3Bin 3HiMae Oyap-siki HpeTeHsii
Konrtparenra mono nopymeHHs baHkoM monoxeHb Mpo
HEpPO3TOJIONICHHsI OaHKIBChKOI TaEMHHUI, $KI ICHYIOTH Yy
3aKOHO/IaBCTBI.

9.4.6. Sxmo B xoxi BukoHaHHi KoHTpareHTOM CBOiX
3000B’s13aHb 3a JJoroBopoM HoMy craHe Bijjoma iHdopmarris,
IO MICTUTh OaHKIBCHKY TA€EMHUINIO, Taka iH(popMallis He
Moxe Oytu poskputa KoHTparentom TperiM ocobaM Hi B
SKOMY BUIAJKY 1 Hi 32 SIKOIO YMOBOIO.

9.4.7. CropoHu,  NUIAXOM  MiJIHCAHHS
JIO3BOJIAIOTh OJHA OJHIM  BIJCWIATH

Horogopy,
JIOKYMEHTH Ta

commercial secrets to the following persons: credit reference
bureau, the user of which the Bank is; and/or to the auditor(s)
and/or audit firm(s) in the course of its (their) audit activities
in relation to the Bank and/or Counterparty; and/or archival
institution(s), which provides accounting records and storage
of documents for the Bank; and/or rating agencies and/or
financial and/or legal advisers / consultants for the purposes
of rating the Bank and/or any of the related parties regarding
the Bank; and/or international financial institution(s) /
organization(s) and/or foreign bank(s) and/or any
counterparties of the Bank under security documents
concluded to secure the obligations of the Counterparty
under the Agreement; and/or subject to the occurrence of a
case of non-fulfilment by the Counterparty of the terms of
the contract and/or security documents concluded to ensure
the fulfilment of obligations under the Agreement (if any), to
any third party.

9.4.4. The Counterparty also grants the Bank the right to
provide, at the request of the correspondent bank,
information relating to the identification of the Counterparty
and/or transactions carried out in favor of or on behalf of the
Counterparty, at the corresponding request of the bank
involved in ensuring such operations.

9.4.5. The Bank is part of the OTP group, which includes
OTP Bank Plc. (Hungary), its local and foreign branches and
their subsidiaries (OTP Group). OTP Group companies
constantly exchange information through a common
information system, the task of which is to minimize the risk
of the group as a whole. The Counterparty gives permission
to receive, use and disclose information relating the
Counterparty directly (for risk assessment), which became
known to the Bank in connection with business relations with
the Counterparty, within the OTP Group. This permission
applies to the Bank, other members of the OTP Group in
Hungary and abroad, which are organized and operate as a
single bank. The Counterparty gives the Bank permission to
transfer information about it and / or any of its subsidiaries
within the Group for confidential use. The specified
information may be transmitted, in particular, in connection
with the provision of any service or banking product to the
Counterparty, as well as for the purpose of processing data,
conducting statistical and risk analysis. This permission
removes any claims of the Counterparty regarding the Bank's
violation of provisions on non-disclosure of bank secrecy
that exist in the Legislation.

9.4.6. If, in the course of fulfillment of obligations under the
Agreement by the Counterparty, it becomes aware of
information containing bank secrecy, such information can
be in no case and under no condition disclosed by the
Counterparty to third parties.

9.4.7. By signing the Agreement, the Parties allow each other
to send documents and information regarding the Agreement
through an open Internet channel to the email address
indicated by the Parties.

In such cases, the Parties are not responsible for the possible
disclosure of confidential information and/or banking
secrecy to third parties, which occurred as a result of the




iHopmarrito, sika crocyerbesi JloroBopy, depe3 BIAKPHTHIMA
KaHaJ Mepexi [HTepHeT Ha Bkazany CTOpOHaMU €JICKTPOHHY
azpecy eIeKTPOHHOI MOMTH. Y TakuX BUNaaKax, CTOpPOHH HE
HECYTh BIANOBIMANBHICTE 32 MOXJIMBE PO3TOJIOMICHHS
KoH(ieHIIiHOT iHpopMarlii Ta/abo OaHKIBCHKOI TaeMHUIT
TpetriM ocobaM, IO BiAOYJIOCS BHACHIIOK HaJCHIAHHS
Croponamu koH(DimeHMIHHOT iHdopMariii Ta/abo 6aHKIBCHKOL
TaEMHUIIl Yepe3 BIAKPUTHH KaHaI Mepexi I[HTepHEeT Ha
BkazaHy CTOpOHAMU aJIpeCy CIICKTPOHHOT MOIIITH.

transfer of confidential information and/or banking secrecy
by the Parties through an open Internet channel to the email
address specified by the Parties.

10. BPET'YJIFOBAHHA CIIOPIB

10. DISPUTE SETTLEMENT

10.1. bymp-ski cymepedku, pO30DLKHOCTI, BHMOTH abo
npeTeHsii, 1o BUHHUKAIOTH 3 JlOroBOpYy pO3IIIAAalOTHCS
OUISIXOM ~ TPOBEACHHS  NEperoBopiB, a Yy  BUOAIKY
HEJOCSTHEHHS 3TOJM - B CY/[OBHX OpraHax Ta B HOPSAKY,
BU3HAYEHOMY 3aKOHOJJABCTBOM.

10.2. JloroBip perymoeTbes NpaBoM YKpaiHH.

10.1. Any disputes, disagreements, demands or claims
arising from the Agreement are resolved through
negotiations, and in case of failure to reach agreement, in the
judicial authorities and in the manner specified by the
Legislation.

10.2. The Agreement is regulated by the Law of Ukraine.

11.3BVIbBHEHHA BIJ BIATIOBIJAJIBHOCTI. ®OPC-
MAZKOP (HEIIEPEBOPHA CHJIA)

11. RELEASE OF LIABILITY. FORCE MAJEURE
(IRRESISTABLE FORCE)

11.1. CropoHH 3BINBHSIOTBCS BiJl BiAMOBIAANBHOCTI 3a
YacTKOBE a00 TMOBHE HEBHKOHAHHS CBOiX 3000B'3aHb 3a
JoroBopoM y pasi HacTaHHS Ta Zii 0OCTaBUH HemepeOopHOT
cuwm  (hopc-Maxkop), IO 3HAXOJATHCS TI03a MEXaMHu
koHTpomo CtopiH, Ta siki CTOpOHN HE MOTJIH Nepen0adynuTu
abo sKMM He MOINKM 3amolirtTd. Y 1bOMy KOHTEKCTI
oOcTaBUHHM HerepeOOpHOi CHIIM O3HA4YaIOTh: a) CTHUXiiiHe
muxo (mokeka, BHOYX, TIOBiHB, 3emieTpyc); ©) BiiHY
(oronomieHy 4¥ HEOTOJIOUICHY), OKYMAII0, TPOMAJSTHCHKY
BiliHy, aKTH TPOMaJICbKOi HEMOKOPH, MOBCTaHHSA, MPUPOAHI
Ta HEMPUPOAHI KaTacTpodu, aBapisd, BUOYX, MMOXKeX a Ta iHII
HerepenOadeHi 1 HEBIIBOPOTHI OOCTaBMHH, SIKi € T03a
koHTposieM CTopiH; B) Aii, BAMOTH, MDXXHAPOJIHI CaHKIIiT a00
caHkmii Ykpainu, abo 0OMeXEHHs, M0 iX BCTAHOBIIOE IS
banky Ypsin Ykpainu abo iHIII TPETi CTOPOHH, Y TOMY YHCII
BCTaHOBJIEHI Ypsa0M OOMEKEHHS Ha JOCTYI JIO0 PaxyHKiB,
1HO3EMHOI BaJfOTH a00 OaHKIBCHKOTO 3aKOHOIABCTBAa ado0
HOro TiayMaueHHS Yy THUX MeXaX, y SKHX BOHH MOXYThb
3aBaiuTH baHKy y BUKOHaHHI 10ro 00O0B'sI3KiB.

11.2. CropoHa He 3BUIBHSETHCS BiJl BiIIOBINATBHOCTI 3a
HECBOEYAaCHE BHKOHAHHS 3000B'3aHb, SIKIIO OOCTaBUHU
HenepeOopHoi cwin, Bu3HaveHi n. 11.1. 3araapHux YMOB,
HAcTalIM y TMepioJl MPOCTPOYCHHS BHUKOHaHHS bBoprosux
3000B's3aHb.

11.3. CropoHa 3000B's13aHa MOBiqOMHUTH iHITy CTOPOHY MPO
HacTaHHs Jii oOCTaBHH HenepeOOpHOI CUIM, 3 HaJaHHAM
miATBepLKEHHST TOpProBo-IMPOMHUCIIOBOT MajaTh Y KpaiHH
(a0 yYIOBHOBaKEHOI HEI PEriOHANBHOI TOPTOBO-
MIPOMUCIIOBOIO TIajiaToro). He HamaHHS miATBEPIKYIOYOTO
JOKYMEHTa, BHIAHOTO0 TOproBO-IPOMHUCIIOBOIO IaJaTOo
VYkpainu (200 yITOBHOBaXEHOIO HEIO PEriOHAIBHOIO TOPTOBO-
MIPOMUCIIOBOIO TanaTo0) mo36asnse CTOPOHY MOCHIATHCS
Ha Taki O0O0CTaBMHM SIK MIJACTaBy 3BUIBHEHHS  Bij
BIJIITOBIJAILHOCTI.

11.4. V pa3i HacraHHsd oOCTaBWH, BH3HAauYeHHX 1. 5.6.1.
3arampHUX ~ YMOB, TepMiH BHKOHaHHS  3000B'sI3aHb
MIOJJOBXKYETHCS HA CTPOK Ail TakuX 0OCTaBHH, ajie He Oiybliie
sK Ha | MicAIpb.

11.1. The Parties shall be released from liability for partial
or complete failure to fulfill their obligations under the
Agreement in the event of the occurrence and effect of force
majeure circumstances beyond the control of the Parties,
which the Parties could not have foreseen or prevented. In
this context, force majeure means: a) a natural disaster (fire,
explosion, flood, earthquake); b) war (declared or
undeclared), occupation, civil war, acts of civil
disobedience, uprising, natural and man-made disasters,
accident, explosion, fire and other unforeseen and
unavoidable circumstances beyond the control of the
Parties; ¢) actions, requirements, international sanctions or
sanctions of Ukraine, or restrictions imposed on the Bank by
the Government of Ukraine or other third parties, including
restrictions on access to accounts, to foreign currency or
banking Legislation or its interpretation to the extent that
they may prevent the Bank from performing its duties.
11.2. A Party shall not be released from liability for late
fulfillment of obligations if force majeure circumstances
specified in clause 11.1. of the General Conditions occurred
during the period of delay in fulfililment of the Debt
Obligations.

11.3. A Party shall notify the other Party of the occurrence
of force majeure circumstances, with confirmation from the
Ukrainian Chamber of Commerce and Industry (or its
authorized regional Chamber of Commerce and Industry).
Failure to provide a confirmation document issued by the
Ukrainian Chamber of Commerce and Industry (or its
authorized regional Chamber of Commerce and Industry)
shall deprive the Party of the right to refer to such
circumstances as a ground for exemption from liability.
11.4. In the event of the circumstances specified in clause
5.6.1. of the General Conditions, the term for fulfillment of
the obligations shall be extended for the duration of such
circumstances, but not more than for 1 month.

11.5. If the circumstances specified in clause 11.1. of the
General Conditions will last for more than 1 month, the
Counterparty is obliged to repay the debt under the




11.5. ko o6ctaBunm, Bu3HadeHi 1. 11.1. 3aransuux YMoB,
misTuMyTh ToHax 1 wmicaus, KoHTpareHT 3000B's3aHuMit
mpotaroM S5-tu PoOodmx IHIB Biag 3aKiHUYEHHS CTPOKY,
Bu3HaueHoro 1. 11.1. 3araneHuX VYMOB, IIOracMTH
3a00proBaHicTh 3a JloroBopom.

11.6. CTOpoHM IOMOBWIJIHCH, II0 THCHMOBE TOBiJOMJICHHS
Kontparenra npo HacTaHHSA O0OCTaBHH HENepeOOPHOI CHIIH
bank  3mificHIOe TIUIAXOM — PO3MIMICHHS — BiATOBIIHOI
inpopmauii Ha OdiniitHomy caiiti banky B mepexi InTepHeT
ab0 OyApb-KMM IHIINM CIIOCOOOM, 3a3HAa4eHWM B PO3IiMi
«[ToBimomiteHHs» 3araabHUX Y MOB.

Agreement within 5 Business days from the expiration of the
period specified in clause 11.1. of the General Conditions.
11.6. The Parties have agreed that the Bank shall notify
the Counterparty in writing of the occurrence of force
majeure circumstances by posting the relevant
information on the Bank's Official Website on the
Internet or in any other way specified in Section
«Notice» of the General Conditions.

12.DIHAHCOBUM MOHITOPUHT

12. FINANCIAL MONITORING

12.1.KoHTpareHT po3ymie, o baHk € cy0’eKTOM NepBUHHOTO
(hiHaHCOBOTO MOHITOPHHTY 1 3000B’sI3aHM HaJlaBaTH
BINIOBITHOMY  YINOBHOB2XEHOMY  OpraHy  JepXaBu
inpopmanito npo ¢inaHcoBi omepanii KonTparenrta, o
HiAnsAraloTh (iHAHCOBOMY MOHITOPHHTY, Ta 3/iHCHIOBATH
iHIOI  TepembavyeHi 3aKOHOMABCTBOM  [Iii, TIOB’sI3aHi 3
MOHITOpHHIOM (iHaHcoBHX omepauiii KoHrparenra, B ToMy
YHUCIi BIIMOBHMTHCS BiJ 37iHCHEHHs (DIHAHCOBOI omeparlii
Konrtparenra, sxmjo BoHa HOpylIye 3aKOHOAABCTBO IIOJO
MpOTHAIl Jeramizamii JOXOMiB, OIEPNKAHUX 3ITOYMHHUM
nusixoM. B Takomy Bumaiaky baHk 3BiUIBHSAETBCS  BiA
BiJIOBINATBHOCTI (B TOMY YHMCHI BiJ CIUTaTH HEYCTOWKH Ta
30WTKiB) 32 BiIMOBY BiJl 3iiiICHEHHS BiAMOBiAHOT (hiHAHCOBOT
omepauii KoHTpareHTa uYM TNpPUNUWHEHHS CHIBIOpali 3a
HoroBopom.

Kontparenr mnoromxkyerbca 3 TuM, mo baHk mae mpaBo
BiIZIMOBUTHCS BiJ] BUKOHaHHs J[OTOBOpY 3 BHIIIEBUKIAJICHUX
MiZICTaB Ta iHIIIFOBATH JOCTPOKOBE po3ipBaHHs Jlorosopy 3a
iHiniaTuBo baHKy.

12.1. The Counterparty understands that the Bank is the
subject of initial financial monitoring and is obliged to
provide information on the financial transactions of the
Counterparty subject to financial monitoring to the relevant
authorized state body and to carry out other actions provided
by the Legislation related to monitoring the financial
transactions of the Counterparty, including to refuse to carry
out the financial transactions of the Counterparty if it violates
the law on anti-money laundering. In this case, the Bank is
released from liability (including from payment of forfeit and
losses) for refusing to carry out the Counterparty’s financial
transaction or terminating cooperation under the Agreement.
The Counterparty agrees that the Bank has the right to refuse
to implement the Agreement on the above grounds and to
initiate early termination of the Agreement at the initiative of
the Bank.

13. 3BAXUCT HEPCOHAJIBHUX JTAHUX

13. PERSONAL DATA PROTECTION

13.1.5, Buaacauk  mnepcoHadbHuUX jgaHmx  (oco0a,
yIIOBHOBa)keHa Ha mifgnucanus [lorosopy onHiero i3 CTopin),
NOBiJOMJICHUH 1po MeTy 00poOku iHmow CTOPOHOK MOiX
MepcoHaNbHUX AaHuX (OyIb-aka iHopmamis npo QizudHy
0co0y abo iHopMarris, Mo crocyerbes (izuunoi ocodu, B
TOMY 4HCIi, OJHAK HE BHKIIOYHO iH(OpMAIis 00
Mpi3BUIIA, iMeHi, Mo O0aThKOBi, MTaHWX, fKi 3a3HaueHi B
nacrnopTi (a00 naHuX, SKi 3a3HaYeHI B IHIIIOMY JOKYMEHTI, 1110
MOCBIIYY€ 0CO0Y), peECTPaLliiHOTO HOMEPY 00JIIKOBOT KAPTKU
IUTATHUKA TTOJIATKiB, TPOMA/SIHCTBA, MicCILs TPOXKUBaHHS a0
nepeOyBaHHs, MiCIsl POOOTH, IMOCaaU, HOMEPIB KOHTAKTHHX
tenedoHiB/(akciB, aipecu eISKTPOHHOI IOIITH, TOIIO, Haali
— [IlepconanbHi pnaHi) a came: yKIaaeHHS, 3MiHH,
NPUIMHEHHS JIOTOBOPIB, BUKOHAHHS JIOTOBOPIB, @ TAKOX JUIS
3MIMCHEHHS Jil, IOB’S3aHUX 13 YKJIAJACHHIM, 3MIiHOIO,
NPUIMHEHHSIM Ta/a00 BUKOHAHHSM JOTOBOPIB, y TOMY YHCII
HUISIXOM  3[IiHCHEHHs MpsMHUX KOHTaKTiB i3 BnacHukom
NEPCOHANLHUX JaHWX 32 JIOTIOMOTOI0 3aco0iB  3B’SI3KY;
3axucty iHmow CTOPOHOIO CBOIX MpaB Ta IHTEPECIB.

13.2.ITianucannsm [JoroBopy BiacHuk nepcoHanbHUX AaHUX
onHiel CTOpOHM 1a€ CBOIO 3rojly Ha nepefady (MOLIIMPEeHHs),
y T.4. TPaHCKOPAOHHY, iHIOW CropoHoro I[lepcoHambHUX
maaux Tperim ocobam (ocobu, 3 skumu iHma CropoHa
nepeOyBae y JOTOBIPHUX BiHOCMHax Ta/a00 wWICHHU
MatepuHCbKoi rpynu iHmoi CTOpOHM), 3MiHYy, 3HUINEHHS

13.1. 1, the Owner of personal data (a person authorized to
sign an Agreement by one of the Parties), is informed of the
purpose of processing of my personal data (any information
about an Individual or information relating to an Individual,
including, but not limited to, information on surname, name,
patronymic, data indicated in the passport (or data indicated
in another identification document), registration number of
the taxpayer registration card, citizenship, place of residence
or stay, place of employment, position, contact telephone/fax
numbers, e-mail addresses, etc., hereinafter referred to as the
Personal Information) by the other Party, namely:
conclusion, amendment, termination of agreements,
implementation of agreements, as well as for the
performance of actions related to conclusion, amendment,
termination and / or implementation of agreements,
including through direct contacts with the Owner of personal
data using communication tools; protecting of own rights and
interests by the other Party.

13.2. By signing the Agreement, the Owner of the personal
data of one Party gives his consent to the transfer
(distribution), incl. cross-border, of personal data by the
other Party to third parties (persons with whom the other
Party is in a contractual relationship and/or members of the
parent group of the other Party), change, destruction of
personal data or restricting access to them in accordance with




IlepcoHabHEX maHUX ab0 OOMEXEHHS HOCTYIy 10 HHUX
BINOBIMIHO 10 BUMOr 3akoHy VYkpainu «lIpo 3axuct
MIEPCOHANILHUX MaHUX» (Hamaai — 3aKkoH) Ta 6e3 HeoOX1THOCTI
HaJaHHA BlacHWKY TMEpCOHAIBHUX MJAaHUX MHUCHBMOBOTO
MIOB1IOMJICHHS TIPO 3/T1HCHEHHS 3a3HAYCHUX JIiH.
13.3.[Tlianucannsm JloroBopy BnacHuK nepcoHanbHUX AaHUX
koxHOI CTOpPOHM MTIATBEPIKYE, MO B MOMEHT 300py
Ilepconanpanx ganux inma CTOpPOHA IOBIIOMHIA HOTO PO
BOJIOAUTBIS [lepcoHanbHUX NaHUX, CKJIaM Ta 3MICT 310paHux
IlepcoHalbHMIX HaHWX, TMpaBa, IepeadadcHi 3aKOHOM, IIPO
MeTy 300py llepcoHansHUX qaHUX Ta 0Ci0, TKAM ITepelaloThCs
ioro IlepcoHanbHi gaHi.

13.4.Cropona minTBepmxkye (rapanrye), mo IlepconanbHi
nmaHi ¢izmgauX ocib, gKi TmepemaroThes iHMmIK CTOpoHI,
3MMIMCHIOETHCS 3a 3ro0K0 TakuX (Pi3MUHUX 0cCi0 1 Taki ocoOu
MOBiJOMJICHI TIPO BiZIOMOCTI, 3a3HaueHi B 4.2 cT.12 3akony.
13.5. ¥V pa3si, akmo ymoBamu JloroBopy mnepeaéadeHo
nepenadya CropoHamu ogna oaHiii IlepcoHaabHMX TaHMX
(izuunux ocid, CtopoHu 6epyTh Ha cede 3000B’ I3aHHA:
13.5.1. 3abe3nedyBaTH BHWKOHAaHHS BHMOT MIOJ0 PEXHMY
JIOCTyIy, OOpoOKM Ta 3axucTy llepcoHanpbHHX HaHWX, SIKi
BOHH OTPUMYIOTh Uil Ta/abo y 3B’S3Ky 3 BHUKOHaHHIM
HoroBopy, 30KkpemMa BUMOT 3aKOHY;

13.5.2. He pomyckaTh HECAaHKIIOHOBAHOTO JIOCTYITY JIO
[TepcoHanbHUX JaHUX HE YIOBHOBXCHUMH 0COOaMU 3 YHCIa
cniBpoOiTHuKiB CTOpiH, a TakoX OyAb-SIKHMH TpPETiMU
ocobaMH BHACHIJIOK He3a0e3[eYeHHS HAICKHUX 3aXOIiB
30epiranus/pexxumy 30epiranns [lepcoHampHUX — MaHUX,
HEBXHUTTA IHIIMX 3aXO0JiB OOMEXKEHHS JOCTyIy JIO
IlepconanpHuX MaHMX, siKi CTOPOHA TOBUHHA BXXHUTH 3 METOIO
BUKOHAHHS yMOB JloroBopy Ta BiANOBIAHO /10 3aKOHY;

13.5.3. ¥V cTpok, sfkuli € MIiHIMaJIbHO MOXIIUBUM, ajie¢ He
Oinbie 24 TOMMH 3 MOMEHTY HACTaHHS MOAii, iHpopMyBaTu
inmy CtopoHy mpo Bci mofxii, moB’s3aHi 3 (akramu
po3royiomeHHss  abo0  TOpYIIeHHA  KOHQiAeHIiHHOCTI
IlepcoHanbHUX TaHUX.

13.5.4. Bumoru mioA0 HEPO3TOJIOMIEHHs, 3a3HA4YeHi y TII.
13.5.1.- 13.5.2.3aranpHuX Y MOB, PO3IOBCIO/IKYIOTECS Ha BCIX
cniBpoOiTHHKIB CTOpiH, SIKI y 3B’S3Ky 3 BUKOHAHHSIM CBOIX
cinyx00Bux (1OCazoBUX) OOOB’S3KIB MAalOTh JOCTYI JIO
[lepconanpaux nanmx. SIkmo 1m0 BUKOHaHHA JloroBopy abo
BUKOHAHHS PoOIT 3rigHo 3 ymoBamu JloroBopy CTopoHu
3any4aroTh Tperix oci0, Bumoru mm 13.5.1.- 13.5.2.
3aranpHUX YMOB Y TIOBHIH Mipi pO3MOBCIOIKYIOTHCS Ha TAKHX
oci6. CropoHu 3000B’si3aHUMI OQIMIfHO JOBECTH BUMOTH
HoroBopy/3aransHux YMOB 70 Takux TpeTix oci0.

13.5.5. CtopoHu 3000B’S3YIOTECS 3aIIPOBAIUTH Ta HAJICKHO
3aCTOCOBYBaTH 3axoau Oe3meKu Ioxo  3abe3nedeHHs
KoHGiAeHIIHHOCTI [IepcoHaIbHUX MaHKMX i Yac 3A1HCHEHHS
MK HUMH iHpoOpMaliiiHOro O0OMiHYy, y TOMY YHCII
3abe3neuntn mmdpyBaHus [lepcoHanbHUX NaHUX B HpoLeEci
iX MOIMpPEHHS BIKPUTHMHU KaHaJaMH 3B’S3Ky Ta MepekaMu
nepeaavi qaHux. Bumoru 1mo10 3axoaiB 0e3neky Ta 3aco0iB
3axucTy iHopmManii MoXyTh noroxysarucsi CTOpoHaMu B
OKpeMOoMy MopsaKy. BuiiesasHadeni 3axoaud MOBUHHI OyTH
3anpoBapkeHi CTOpoHaMu 0 ToYarky iHGOpMaIiiHoro
o0Miny IlepcoHanbHUMU TaHUMU.

the requirements of the Law of Ukraine “On Personal Data
Protection” (Hereinafter - the Law) and without the need to
provide the Owner of personal data with a written notice on
the performance of these actions.

13.3. By signing the Agreement, the Owner of the personal
data of each Party confirms that at the time of the collection
of personal data, the other Party informed him about the
keeper of the personal data, the composition and content of
the collected personal data, the rights stipulated by law, the
purpose of collecting personal data and the persons to whom
his personal data is transmitted.

13.4. The Party confirms (guarantees) that the transfer of
Personal data of Individuals to the other Party is carried out
by agreement of such Individuals and they are notified of the
information specified in part 2 of article 12 of the Law.
13.5. In the event that the terms of the Agreement provide
for the transfer Personal data of Individuals by the
Parties to each other, the Parties undertake:

13.5.1. to ensure compliance with the requirements for
access, processing and protection of Personal data that they
receive for and/or in connection with the implementation of
the Agreement, in particular the requirements of the Law;
13.5.2. To prevent unauthorized access to personal data by
unauthorized persons from among the employees of the
Parties, as well as by any third parties due to the failure to
provide appropriate measures for storage/storage mode of
personal data, and other measures to restrict access to
personal data that the Party should take in order to fulfil the
conditions of the Agreement and in accordance with the Law;
13.5.3. To inform the other Party of all events related to the
disclosure or violation of the confidentiality of personal data
within the time period that is the minimum possible, but no
more than 24 hours from the moment the event occurred.
13.5.4. The requirements for non-disclosure specified in sub-
clauses 13.5.1.- 13.5.2. of the General Conditions apply to all
employees of the Parties who have access to personal data in
connection with the performance of their official (position)
duties. If the Parties involve third parties in the performance
of the Agreement or work according to the conditions of the
Agreement, the requirements of sub-clauses 13.5.1. - 13.5.2.
of the General Conditions fully apply to such persons. Parties
are required to formally communicate the requirements of
the Agreement / General Conditions to such third parties.
13.5.5. The parties undertake to introduce and duly apply
security measures to ensure the confidentiality of personal
data when exchanging information, including ensuring the
encryption of personal data during its distribution through
open communication channels and data transmission
networks. The requirements for security measures and
information protection means may be agreed by the Parties
separately. The above measures should be introduced by the
Parties before the exchange of personal data begins.

13.5.6. Unless otherwise provided by the Legislation and the
conditions of the Agreement/General Conditions, within the
period that is the minimum possible, but not more than 5
working days after the expiration or termination of the
Agreement, and also after receiving a written request from




13.5.6. Slkmo inme He TepembadeHO 3aKOHOIABCTBOM Ta
ymoBamu  JloroBopy/3aranbHuX YMOB, y CTpOK, SIKHH €
MiHIMQJIEHO MOXIMBHUM, aje He OUTbIe 5-TH poOOUYMX IHIB
TiCTIs 3aKiHYEHHS CTPOKY aii abo mpurmHeHHs JloroBopy, a
TaKOX TICJIsI OTPUMaHHS MUCHMOBOI BHMOTH BiJl OJHI€l i3
Cropin, inmma CropoHa 3000B’SI3y€ThCS  MOBEPHYTH
CropoHi,ska Hajiclana TaKy MHUCBMOBY BHMOTY, HOCIT THX
[lepconanbHHUX maHWX, AKi Tepenani Ui Ta/abo y 3B’s3Ky 3
BUKOHAHHIM J[OroBOpY, HE 3aIHUINAayH y ce0e )KOTHUX KO
(y ToMy 9HCHi €1eKTPOHHUX 9H y (OpMi KapTOTEK), a TAKOXK
BiITBOPEHB UM BUTSATIB 3 JOKYMEHTIB, (aililiB, JaHUX TOIIO,
ski 3a3HadeHi sk [lepcoHanbHi JaHi, SKIIO 1HIIE HE
nepeaoaueHo 3aKOHOAaBCTBOM a00 YMOBaMH 3rojiu Cy0’€KTa
MEPCOHATFHUX JaHUX.

one of the Parties, the other Party returns to the Party that
sent such a written request, the carriers of the personal data
that were transferred for and/or in connection with the
implementation of the Agreement, without retaining any
copies (including electronic or in the form of a card file), as
well as reproductions or extracts from documents, files, data,
etc., which are indicated as Personal Data, unless otherwise
provided by the Legislation or the conditions of consent of
the personal data subject.

14. CTPOK JIi JOrOBOPY. 3MIHHM TA PO3IPBAHHSA
JOI'OBOPY/3AT' AJIBHUX YMOB

14. TERM OF THE AGREEMENT. AMENDMENTS
AND TERMINATION OF THE AGREEMENT /
GENERAL CONDITIONS

14.1.Ctpox nmii loroBopy 3a3Hadaerbcst CTOpoHaMH Y
IapuBinyanbhiii  wactuni  JloroBopy. CTOpOHHM MOXYTb
BU3HauuTH CTpok nii Joroopy y IlyOmiuHiii wactuni
Horoopy (3arampHux YMOBax), 3a3HAYHWBIIN TPO 1€ B
IamuBinyansHiii  wactmHi  JoroBopy.  HoroBip  He
MOIIUPIOETHCS Ha 3000B’sA3aHHs, 0 BUHUKIM y CTOpiH 10
yKJIazeHHs HuMH JloroBopy, SKIIO iHIIE NpPSIMO He
nependadeHe JloroBopom. 3akiHueHHs CTpoKy Aii JloroBopy
He 3BUTbHSAE€ CTOPOHM BiJ BIJANOBIJAIBHOCTI 3a HOro
MOPYIISHHS, 1[0 MaJIO Mictie Iijx yac aii Jlorosopy.

14.2.V pa3si, skojo 3a 15 kajJleHIapHHX AHIB JO MOMEHTY
npunuHeHHs crpoky nii JoroBopy skoana i3 CTopiH He
3asfBUTh MpO Horo poszipBaHHs, TO JlOoroBip BBaKaeTbCA
NPOJOBXEHUM (TIPOJIOHTOBAHMM) HA KOXXHHMH HACTYIHHUH
KaneHmapHmii  pik. Jlama  mpomemypa — mpoIOHTAIIil
3aCTOCOBYETHCS B KOXKHOMY BHMAJKY CIUIMBY CTPOKY il
HoroBopy, skmo iHme He Bu3HauyeHo CropoHamu Yy
IanuBinyansHiit yacTuni Jlorosopy.

14.3. JloroBip Moxe OyTH JOCTPOKOBO PO3ipBaHHUil 3a
iHiIiaTBOIO OyAb-sKoi i3 CTOpiH y BUMAgKaX, BU3HAYCHUX
3aranpHUMH YMOBaMH, INIISXOM BIANpaBIICHHS iHIIH
CTopoHI  MHCHMOBOrO  MOBIAOMJICHHS 3 HIJIKCOM
YIOBHOBa)X€HOT 0c00M CTOPOHM 3 MPOCTABICHHIM ICUATKU
(3a yMoBHM 1 BUKOpHCTaHHS), SKIIO IHIIE HE BU3HAYECHO
Croponamu y InpuBigyaneHiii uactuni [loroBopy. Take
NUCEMOBE TOBIIOMJICHHST HajcwuiaeTbest CTOpoHAMH Y
MOPAAKY, BH3HA4YeHOro po3aiioM «8. [loBigoMieHHS»
3aranpHUX YMOB, HE Mi3HiIIE HiX 32 15 kaneHAapHUX IHIB
JI0 3aIUTAaHOBAHOI JIaTH po3ipBaHHs JloroBopy, SAKIIO iHIIE HE
Bu3HadeHo CtopoHamu y [HauBIyanbHil yacTuHi JloroBopy.
14.4. Bcei 3MiHM Ta ZONOBHEHHS 10 [HAMBiNyaabHOT YacTUHH
Horosopy odopmmorotscst CTopoHamM# 'y TUCBMOBIH hopmi,
y BHIIISIAI JIOTOBOPIB TPO BHECEHHS 3MiH Ta JOMOBHEHb

(momatkoBUX  yroja), sKi MOBMHHI OyTH  miamucasi
VIOBHOBOXEHUMHU TpefacTaBHuKamu 000x CTopiH Ta
ckpimieHi BigOutkamm medarok Cropin (y pasi  ix

BUKOpHCTaHH:). Bei 3minM 1 tonoBHEHHS 110 JloroBopy € Horo
HEBi/I'€MHUMH YaCTUHAMHU.

14.5. bank wmae mTpaBO B OJHOCTOPOHHHOMY MOPSIKY
BiAnoBiHO 70 crarTi 651 IlluBiNbHOTO KOAEKCY YKpaiHu

14.1. The Parties shall specify the term of the Agreement
in the Individual part thereof. The Parties may set the term of
the Agreement in the Public part thereof (General
Conditions) specifying the same in the Individual part of the
Agreement. The Agreement shall not cover obligations of the
Parties arisen before the date of the Agreement unless
otherwise expressly stipulated therein. Expiry of the
Agreement shall not release the Parties from liability for
violation occurred during the term of the Agreement.

14.2. If 15 calendar days before the expiry of the Agreement
neither Party notifies of termination, then the Agreement
shall be treated as renewed (extended) for each following
calendar year. This procedure of renewal shall apply to each
expiry of the Agreement unless otherwise stipulated by the
Parties in the Individual part of the Agreement.

14.3. The Agreement may be early terminated upon the
initiative of any of the Parties in cases determined by the
General Conditions by a written notice sent to the other Party
and signed by the authorized representatives of the Party and
affixed with the seal (if any) unless otherwise determined by
the Parties in the Individual part of the Agreement. Such
written notice shall be sent to the Parties as specified in
Section 8 (Notices) of the General Conditions not later than
15 calendar days before the schedules termination date
unless otherwise stipulated by the Parties in the Individual
part of the Agreement.

14.4. All amendments and additions to the Individual part of
the Agreement are executed by the Parties in writing, in the
form of agreements on amendments and additions
(supplementary agreements), which must be signed by
authorized representatives of both Parties and sealed with
stamps of the Parties (if used). All amendments and additions
to the Agreement are its integral parts.

14.5. In accordance with Article 651 of the Civil Code of
Ukraine, the Bank has the right to unilaterally amend and/or
supplement the conditions of the Public part of the
Agreement (General Conditions) by posting such
amendments on the Bank’s official website 30 calendar
days prior to the date of entry into force of such
amendments/additions.




3MIHIOBATH Ta/a00 MOMOBHIOBaTH YMOBH I[1yOs1iuHOT YacTHHU
HoroBopy (3aranbHuX YMOB), IIISIXOM PO3MIIIEHHS TaKUX
3mid Ha Odimiitnomy caiiti banky 3a 30 kajJeHIapHUX AHIB
JI0 JaTH HaOpaHHS YMHHOCTI TAKUX 3MIiH/JOITOBHEHbD.

14.6. Y pa3i BiICyTHOCTI MMCHbMOBHUX 3alepeyeHb 31 CTOPOHH
Kontparenta 1040 3alPONOHOBaHUX Bbankom
3Mmin/monoBHeHbh g0  llyOmiuHoi wactmam  J{oroBopy
(3arampHux YMOB), TogaHuX A0 baHKy 10 BCTymy B Hif0
3raJlaHux 3MiH/IOTIOBHEHb, KOHTpareHT BBaXKAETHCS TaKUM,
0 TPUUHSB Ta TOTOMWBCS 13 3aIIPOITIOHOBAaHUMH baHKOM
3MmiHamu/momoBHeHHsIME 10 [lyGmignoi wactunum [loroBopy
(3arambHUX YMOB).

14.7. Sxmo KoHTpareHT He 3rogeH 3 HOBUMHU
3MmiHamu/momoBHeHHsAME 10 [lyGmiunoi wactunum [loroBopy
(3aranpHuXx YMOB), BiH Ma€ MpaBO JOCTPOKOBO pO3ipBaTH
HoroBip 3 HaganHsM baHky BiJOBIZHOTO NTHCEMOBOTO
nmoBimomiieHHs 3a 30 KajgeHZapHUX THIB IO JaTH TaKoOro
MPUIUHEHHS, TONEPEeIHFO BHUKOHABIIA BCi 3000B’s3aHHS
nepen bankom, BcraHoBneHi JloroBopom/3aranbHuMH
YMmoBamu. B iHmIOMy BHDaaKy Taki 3MiHH BBaKalOTHCS
npuitHaTuMu KoHTpareHToMm.

14.8.Konrparent 3000B’3Y€THCS CaMOCTIiHHO
O3HAMOMJIFOBATHCS 3 TMOBiJIOMJICHHsMU banky Ta/abo
3MiHamu/momoBHeHHsAME 10 [lyGmiunoi wactunu JloroBopy
(3aranpHuX YMOB), 10 po3MilytoTscs Ha OQimiiiHOMY caiTi
banky, ane He piamie Hix 1 pa3 Ha MiCsIIb.

14.9. lllnsxom  minmucaHHs  [HOWBiMyanpbHOI  YacTHHH
Horosopy, KoHTpareHT migTBep/Kye, MmO BiH B JI€Hb
yKnazeHHs: JloroBopy 0coOHCTO OTpUMaB CBili HPUMIPHHUK
IanuBinyansHOi wacTuHu JloroBOpy, a TakoXX 03HAHOMIIEHUH
Ta 3rofHui i3 3arapHUMU Y MOBaMHU.

14.6. In the absence of written objections from the
Counterparty regarding the amendments/additions proposed
by the Bank in the Public part of the Agreement (General
Conditions) submitted to the Bank before the said
amendments/additions take effect, the Counterparty is
deemed to have accepted and agreed with the
amendments/additions to the Public part of the Agreement
proposed by the Bank (General Conditions).

14.7. If the Counterparty does not agree with new
amendments/additions to the Public part of the Agreement
(General Conditions), it has the right to bring the agreement
to an early termination and provide the Bank with a written
notice 30 calendar days prior to the date of such termination,
after having fulfilled all obligations to the Bank established
by the Agreement / General Conditions. Otherwise, such
amendments are considered accepted by the Counterparty.
14.8. The Counterparty undertakes to independently
familiarize itself with the Bank's notices and/or
amendments/additions to the Public part of the Agreement
(General Conditions) posted on the Bank's official website,
but at least 1 time per month.

14.9. By signing the Individual part of the Agreement, the
Counterparty confirms that on the day of conclusion of the
Agreement he personally received his copy of the Individual
part of the Agreement, as well as he is familiar with and
agrees to the General Conditions.




